PykoBoAaCTBO NO aKcn/iyatauum

DK103(P)(W)(-4G)
IP-nopTan BnaeoaomodoHa



BekvAR D Oznasnenue

OrnaBsneHue
FMABA 1. MEPBI IPEOOCTOPOXHOCTU ... ..ottt e e e e e eaaaes 3
FNMABA 2. OBLLUME CBELEHWS ... et e e e 5
2.1. OBWME CBEOEHMA 06 BEWARD DK103(P)(W)(-4G) IP-NOPTANT AOMO®OHA...........ccvvvvveene. 5
2.1.1. OCHOBHBIE XAPAKIMEPUCITIUKU .......ceeeeaaaseeeaeeeeeaaiaaa e e e eaeeeeatetaaaaeeeeaeeeaatenaaaaeeaaeeeennennnnns 6
2.7.2. KOMITIEKIM TTOCIMIABKU ... e et e e e e e et e et e et e st e e et e s st e e et s s sb e s st seaanaes 6
2.1.3. YCMAHOBKU MO YMOITHAHUFD ......cceeeeeeeeeeiiiaaeseeaeeseeatttaasaaeeaaeeeaattaaaaaaeaaaesssstaaaaaaeaeeeasnnes 6
2.2. Ans YEro HEOBXOANMO JAHHOE PYKOBOOCTBO ....ccevviiiiiiiiiiieieiieeeeeeeeeeeeeeeeeeeeeeeeeeeneeasaeeaeeeeees 7
2.3. MMHUMAIBHBIE CUCTEMHBIE TPEBOBAHUS ....ieeeeieeeeteee e ettt e e e e e e ettt ee s s e e e e e e eeeaaaas 7
FTIABA 3. HAUATIO PABOTDL ... ettt e e e 8
3.1. YCTAHOBKA ACTIVEX KOMMOHEHTOB Y ABTOPUBALIMS .....ceeevieieeeiieeieeeieeeeeeeeeeeeeeeeeeeeeeeeeeeaeeeees 8
3.2. TTIABHOE OKHO (TTPOCMOTP) ...eiieiiiiieeeeititee e e e eittee e e e ettee e e e et e e e e abba e e e e antaeaesassnaaeeanneseaeeannens 14
FTNMABA 4. BOCIIPOUBBELEHWUE ..........oooooiieeee ettt 16
IMABA 5. HACTPOUKW: NOKAJIBHBIE HACTPOWMKM ..., 18
TNABA 6. HACTPOMKM: AYIIMO ...t e e et e et e ee et e e e eeaeeeas 19
FNABA 7. HACTPOWMKM: BULEO ..ot e e eee e e 20
T. 1. OKPAHHOE MEHED .. ceueiiti it ee ettt e et e et e e e et e e e e e et e s e e e e eb e s saa s e s b e e saa e eanseestnsasansns 20
T .2, KOOUPOBAHVIE ...ttt et e et e e et e e e e et e e e e e e e e et e e e e e e e e eeeenneaaens 21
TITABA 8. HACTPOWMKM: CETDB ...t e e et e e e e e 23
TR Tox [0 =] 1 ) 23
T2 I Y N 25
TG TR e T 26
R Y 1 27
2R TR I 28
ST B 10 N1 T 29
A 1 30
LIRS T = 1L 1 31
SRS TR I I I T 33
Tt 10 TR 35
0t R0 TR A 2 38
S Tt 15 43
FNABA 9. HACTPOWMKM: BATIMICD ...ttt ee e 44
0.0, KAPTA TTAMSITU oottt et e et e e e e e e e e e e e e e e e e e e e e e e e e aaaas 44
L TG Y Y 1 (03 2 =1 1| =T T 45
0.3, SATINCD KALIPOB ..ottt e e e e ettt e et e e e e e et e e et e e e e et e e e e e e e e e e e e aaans 46
FNABA 10. HACTPOMKU: TPEBOF A ... 47
10.1. JETEKTOP OABMIKEHUIST ...ttt e e e e e e e e e e e e e e e e e e e e e e e e e e e e 47
FMABA 11. HACTPOUKWU: OTKPBITUE OBEPWY ... 49
FNABA 12. HACTPOMKU: CUCTEMHDBIE ...t 50
12,1 VIHOOPMALIMS ... e e et e e et e et e et e e e e e e e e e e e e e e e e e e e e e eaeeenane 50
(R 1V N =11 < T 51
12.3. TTOTBBOBATEIMM . ettt ettt ettt e et e et e e e e et e e et e e e e e e e e e e e e eaaeeennnes 52
A @ ] =Y T0] = 1 (=1 1] =S 53
S T 01 5] =To ol o o =10 ] = 55
O T I == YN TP 56
12, 7. CUCTEMHBIA Y PHAI et e e e e e e e e e e e e e e e e e e e e e eeeeennne 57
T AB A 13, TP EB O A ... e e et 58
FMABA 14. PEKOMEHOALMX MO HACTPOUKE U 3KCMNYATALUUU IP-NOPTANA. ................. 59
14.1. HACTPOWMKA OXOTMOOABIIEHUIS ... ittt ettt e e et e e e et e et e e et e e e e s et esanneees 59
14.2. PEMYNIMPOBKA YPOBHEN YCUNMEHUS N TPOMKOCTU 8BYKA ..o eeeeenanns 60
TIPUITIOMKEHUS ... e ettt e e e 62
MPUNOMKEHUE A. SABOLCKUE YCTAHOBKY ... eeeeeeeee et e et e e e e e e e e e e e e e e e e 62
MPUNOXKEHWE B. TEXHUUECKOE OBCTTYXXUBAHUIE ... oeee et e e e e e e e e e e e e 62

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



B@\,UARD Oznasnenue

MPUNOXKEHWVE C. TAPAHTUMNHBIE OBASATEIBCTBA . .evu ittt ettt eeee e eeeeeeeeeeea e eeeaeeesaeeeeaeeenareeaaeees 63
MPUNOXKEHWE D. TTPABA U TIOLIEPIKKA . ...ttt ettt ettt et e et et e e et e e e e s e e s e e e s e s e e e reareereereareenns 66
TTIPUNOXKEHUE E. TTIOCCAPUIN ... e 68

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\’vARD Mepwl npedocmoposichocmu

MnaBa 1. Mepbl NpeaOCTOPOXKHOCTHU

MNepea ucnonb3oBaHMeM yCTpoMCTBa HEOGXOAMMO MOMHUTL HUXKecneayoLee.

HaHHbIN NpoayKT yaosneTBopsieT Bcem TpeboBaHunsam 6e3onacHoctn. OgHako, kak n nobown
anekTponpubop, B cryyae HenpaBUSIbHOTO MCMONb30BaHMSA MOXET Bbi3BaTb NoXap, 4TO, B CBOI
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4daeB ob6sA3arenbHO n3y4vunTte MHCTPYKUUIO.

BHUMAHUE!

|/|CI'IOJ'Ib3yl7ITe npu 3Kcnnyataunnm TOJIbKO COBMECTUMbIE yCTpOI7ICTBa. Mcnonb3oBaHue yCTpOI7ICTB, HE

0006pEHHbIX NPou3BoAMTENEM, HegOoMyCTUMO.

CobnropganTe MHCTPYKLUIO NO 3KcnnyaTauuun!
Ns3berante p[nuTenbHOro WCMNOMb30BaHMA WM XpaHeHwust IP-nopTana pomodoHa B
HebnaronpuATHLIX YCIOBUSX:

e [lpu CNMWKOM BbICOKUX UNN HU3KUX TemnepaTypax (paboyas Temnepartypa yCTponcTea
ot 0 go +50 °C).

e U3Geraite nonagaHmsa NpsiMbIX CONTHEYHbIX Ny4eln B TEYEHME ANUTENBHOIO BPEMEHMU, a
TaKke HaxoXaeHust NobrIM30CTN OTONUTENbBHBLIX N 060orpeBaTesnbHbIX NPMOOPOB.

e |3b6erante 6M30CTU C BOAOW UMM UCTOYHUKAMU BIAXXHOCTH.

e W3berante 6nM30CTM C yCTpoMCTBamMK, ob6nagarowmnumm G6onNbLMM 3NEKTPOMArHUTHLIM
adhdpekTom.

e Heponyctuma yctaHoBka IP-noptana goModoHa B MecTax ¢ CUribHon subpauuen.

BHUMAHUE!
B cnyyae HeucnpaBHoCcTM |P-nopTana AoMOgOHa CBSXUTECH C CepBUCHBIM UeHTpom OO0 «HIM

«beBapny».

B cnyyae HekoppeKkTHOM paboTbl IP-nopTana aomodoHa:
o [lpu oBHapyxeHuM abiMa NnNu HeobbIYHOrO 3anaxa.
e [lpn nonagaHun Bogbl NN ApYrnx NHOPOAHbLIX OOGBHEKTOB BHYTPb.

e [lpu nageHuu IP-noptana gomModoHa 1nm NoBpeXxaeHnn kopnyca:

BbinonHuTe cneaytouwme oeNCTBUA:

e Ortkntounte IP-noptan AomodoHa OT WUCTOMHMKA MUTaHUMA W OTCOeauHUTE BCe
ocTarnbHble NpoBoAa.

o Casxutecb ¢ cepBuUCHbIM LeHTpoM OOO «HIIM «beBapa». KoHTakTHble gaHHble Bbl

MOXKeTe HauTu Ha canTe http://www.beward.ru/.
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TpaHcnopTupoBKa

Mpw TpaHcnopTMpoBke nonoxute IP-noptan AomodoHa B yNakoBKY NPOM3BOAUTENS UNn

nobow gpyron matepuan CoOOTBETCTBYHOLLENO Ka4ecTBa MU yaaponpoYHOCTH.

BeHTnauua
Bo usbexaHvne neperpesa, HM B KOEM clnydae He BNOKMPYNTE LMPKYNALMIO BO3ayxa BOKPYr

IP-nopTana gomodoHa.

Yucrtka

[Ona npoTupaHust BHELLUHMX MOBEPXHOCTEN MWCMONb3yNTe MArKYH0 Cyxyld TkaHb. [ns
TPYAHOBbLIBOAMMbBIX NATEH HaHecuUTe Ha candeTky Heborblloe KONMMYEeCTBO YMCTSALLIEro cpeacTsa,
nocre 4Yyero Hacyxo BbITPUTE MOBEPXHOCTb.

He ncnonb3ynte netyyne pactBopuTenn, Takue kak cnmprtocogepxawime cpeacrea, 6eH3mH

N Apyrve, Tak kak OHU MOryT NoBpeanTb kopnyc IP-nopTana gomModoHa.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



BekUARD Obwue ceedenus

NnaBa 2. O6wune cBegeHun

2.1. O6wume ceegeHna 06 BEWARD DK103(P)(W)(-4G) IP-nopTan gomocoHa
IP-noptan BEWARD DK103(P)(W)(-4G) npegHasHadeH gnsi opraHumsaumm cuctembl |P-

aomodoHMn Ha Gase yxe CylecTByHLWEA nokanbHoW ceTu, ©0e3  MCcnonb3oBaHus
AononHUTenNbLHOro obopyaoBaHMs, B 4YacTHOCTW, 6e3 NOAKMYEeHUS OTAENbHOr0 BHYTPEHHEro
MoHuTOpa. Bcé, uto Tpebyetca ana Havana paboTbl C YCTPOMCTBOM — 3TO YCTaHOBUTb Ha
KoMmnbtoTep NnMbo cMapTdoH nornb3oBaTensd nporpamMmHoe obecnevyeHne 1 BbINOSTHNUTb HECMOXHYIO
HaCTPOWKy. [lOCTOMHCTBaAMMN TAKOro TEXHUYECKOTO peLleHns SBNAKTCH 3KOHOMUYHOCTb, NPOCTOoTa

MOHTa)HbIX paboT, BO3MOXHOCTb yAan€éHHoro ocTyna K yCTpOMCTBY.
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Puc. 2.1

DK103(P)(W)(-4G) npencTtaBnsier coboW YCTPOWCTBO OUMMPOBKM U  yNpaBneHus
aHanoroBbiM BMAE0OOMOMOHOM, MHbLIMW CrioBamMu C NOMOLLUbID IP-nopTana MOXHO NpeBpaTuTb
aHanoroeblin BMOEOAOMOYOH B IP, MpuM O9TOM COXpaHAeTCA BO3MOXHOCTb MCMOSIb30BaHNUSA
MOHUTOpPa BMOEOOOMO(OHaA C MNOMOLLBK KOTOPOro ynpaensnu sugeogomodoHoMm. [P-noptan
Nno3BOSISET yCTaHaBNMBaTb ayamo- U Buaeocsasb mexay ocmem v KnueHmom (nonb3osaTenem),
BECTW BuaeoHabniogeHve 3a TeppuTopuen BxoAda Ha ObObekT, a Takke ynpasnaTb APYruMu
YCTPONCTBAMN, MOAKMOYEHHBIMU K BUOEONAHEnNu, TakMMKM KakK OfeKTPOHHblIe 3aMKW, MPUBOS,
rapaxHblX BOPOT, arekTporepeknioyaTeny, cucTemMsl curHanusauum u T.n. Yyepes cetb Ethernet.
Moopepka  YCTPOMCTBOM  COBPEMEHHBLIX  CeTEBbIX TEXHOMOrMM  MO3BONSAET  BKIYUTb
BMAEO0AOMOMOH B KOMMNIIEKCHYIO cucTemy |IP-BugeoHabnogeHms.

IP-nopTan nogkntodaeTcsa K ceTn npu nomowm nposogHoro nHrepdernca 10/100BASE-TX
Ethernet. MNMpn aTomM nuTaHWe nogaeTcd OT BHELUHEro WUCTOYHMKA MOCTOsiHHOro Toka 12 B. B
komnnektaumm DK103P nutaHne |P-noptana MOXHO opraHu3oBaTb C UCMONb30BaHUEM
TexHonorun PoE.

Moppepxka kapT namatu Tuna MicroSD, nossonser caenatb paboTy ycTponcTBa ewe

Gornee HageXHoW: BaxkHas MHopMaLus He NponageT Npu NnoTepe coeanHeHus!, B NofIHOM ob6beme
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OHa byneT coxpaHeHa Ha kapTe namsTu. B panbHenwem, ee MOxHO GyaeT BOCMpPOM3BECTU Kak

HenocpeaCTBEeHHO C KapTbl, TAK U yaarneHHO nocrne yCTpaHeHNA TeEXHUYECKNX HENONAOO0K CeTUn.

2.1.1. OCHOBHbIe XapaKTepPUCTUKMN

o OpHoBpeMeHHoe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

e CkopocTb kagpoB: A0 25 kagpoB B CEKyHAOY A58 BCeX paspeLueHnii

e BcTpoeHHbIi BeG-cepBep Ans HabnoaeHUs 1 HaCTPOWKK

e Bo3MOXHOCTb NPOCMOTPa 3anMcaHHbIX annoB C MOMOLLbIO BCTPOEHHOrO nieepa

o [lntanme: DC 12 B/ PoE 802.3af Class 0 (ans komnnektaunn DK103P)

o Pabouasa temnepartypa: ot 0 go +50 °C

o [logoepxmBaemble npotokonbl: TCP/IP, SIP v.2.0, VPN, STUN, HTTP, HTTPS, FTP,
SMTP, DDNS, DHCP, PPPoE, UPnP, RTP, RTSP, UDP, NTP, ONVIF v.2.41

e [loppepxka oTpacnesoro ctaHgapta ONVIF

2.1.2. KomnneKT nocTtaBku

e |P-noptan DK103(P)(W)(-4G)

e Habop camope3oB ons KpenneHus K NoBepXHOCTH
o AHTeHHa Wi-Fi (ansa onumn DKXxxW)

o KnemmHas konogka (3 wrT.)

o CD-guck ¢ nporpamMmmHbIM 06ecnevyeHmem 1 goOKyMeHTaunemn

BHUMAHUE!
BEWARD ocTaBnsieT 3a cobol npaBo Ha M3MeHeHue Komnnektaumm IP-noptana n namMeHeHue nobbix

XapaKTepucTuk obopynoBaHusi 6e3 npeaBapuTeNibHOro YyBeaoMIIeHMS.

2.1.3. YCTaHOBKM NO YMOMYaHUIO
e |P-agpec: 192.168.0.99

e Macka noacetu: 255.255.255.0
e CeteBon wnio3: 192.168.0.1

¢ VMg nonb3oBaTtensa: admin

e [laponb: admin

e HTTP-nopt: 80

e [lopT gaHHbIX: 5000
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2.2. ina yero Heob6xoaumMo aaHHoe PykoBoacTBO

IP-noptan sBnsieTca Takke YCTPOMCTBOM BwuaeoHabnwoaeHusi, Kotopoe obnagaer
BCTPOEHHbIM BED-CEpBEPOM, CETEBBIM MHTEPENCOM N NoakntodaeTces kK ceTn Ethernet.

N306paxkeHne, TpaHcnupyemoe AaHHbIM YCTPOMCTBOM, MOXHO npocmaTpuBaTb 4vepes
CTaHOapTHbIM BebG-Opaysep wunuM ¢ nomowbio GecnnaTtHOro nporpammMHoro obecneveHus,
BXOOALLEro B KOMNIIEKT NocTaBku (Takke MO MOXHO 3arpy3ntb camocTosaTensHO U3 «Play Market»
n «App Storey).

HaHHoe PykoBoactBo coaepxut Hambonee nonHole cBefeHuss o6 ynpaeneHun |P-
noptanoM npu nomowmn Beb-uHTepdenca M OCOBEHHOCTSIX €ero HacTpolku npu pabote B
nokanbHbIX ceTax u cetn MHTepHeT 6e3 Mcnonb3oBaHWs NporpaMMHOro obecnedeHmns, TONbKO C
NMOMOLLIbIO BCTPOEHHOro Beb-cepBepa.

HecmoTpsi Ha TO, YTO NMpK 3TOM HeOOCTYMHbl MHOrMe dyHKUMKM, KoTopble peanuadyeT 10
BEWARD (cmoTtpute «PykoBoacTtBo no akcnnyataumm MO BEWARD Intercomy), pa6ota c IP-
noptanom B Beb6-Opay3epe MMmeeT cBou npeummyliecTea. Hanpmumep, BO3MOXHOCTb 0bpaTuUTbCa K
YCTPOMCTBY M3 mnobON TOYKM MMpa C MCMOMNb3OBaHMEM MNo4vTM noboro ob6opynoBaHus,
okasasLuerocd nog pykon (MK, Hoytoyk u T.4.).

HacTtoswee PykoBoACTBO COAEPXUT MMEHHO Te CBeAeHUsl, KoTopble Heobxoaumbl Ans
nonHoueHHon paboTtbl ¢ IP-noptanom DSO03M(P) ©e3 wucnonb3oBaHUS  AOMNONMHUTENBHO

nporpaMmmMHoro obecneveHus.

2.3. MMHUManbHble CUCTEMHbIe TpeboBaHuUs
Mepen wcnomnb3oBaHWeM YycTpoiicTBa ybeauTech, YTo Baw komnbtoTep cooTBeTCTBYET
MUHUMasbHbIM - TpeboBaHuAM  (Mnn  Bblwe). Ecnn  xapakTepucTuku  KOMMbloTepa  HUXe

MUHMManbHbIX TpeboBaHun, obopyaoBaHme MoXeT paboTaTb HEKOPPEKTHO.

HaunmeHoBaHue Tpe6oBaHus

Mpoueccop 2.6 Ty Intel Core nnn AMD Athlon X2

BugeokapTta 256 MB O3Y unu aHanorn4yHas BCTpOeHHas

OnepaTtmBHasa namsaTb 2Tb

OnepaumnoHHasa cuctema Microsoft ® Windows Vista, Windows 7, Windows 8
PekomeHayembin Be6-6payaep Internet Explorer 9.0 nnu Bbiwe

BHUMAHUE!

Pabota ¢ BebG-uHTepdencom OygeT paccMOTpeHa Ha npuMepe  onepauyMoHHOM  CUCTEMbI
Windows 7 TlMpodeccnoHansHas n 6paysepa Internet Explorer Bepcun 9.0. B gpyrnx onepaumoHHbIX
cnucrtemMax un 6pay3epax Ha3BaHWA MEHIO UM CUCTEMHbIE C006UJ,eHI/IF| MOTYT OTIIN4YaTbCA.
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naBa 3. Hayano pa6oTbl

3.1. YctaHoBKa ActiveX KOMNOHEHTOB U aBTOpU3auUuA

War 1: gna Hayana paboTbl NOAKNIOYMTE YCTPONCTBO COrMacHO MHCTPYKUMSIM, NPUBEAEHHBIM
B PykoBoACTBE MO MOHTaxYy.

War 2: 3anyctute Gpaysep Internet Explorer, B agpecHon CTpoke BBeAWTE 3anpoc Buaa:

http://<IP>:<PORT>, rge <IP> - IP-agpec yctponcTtea, <PORT> - HTTP-nopT ycTpouncTtaa.

NMPUMEYAHMUE!
IP-agpec no ymonyaHuio — 192.168.0.99, HTTP-nopT no ymon4yaxuio — 80 1 B 3anpoce He yKa3blBaeTCs.

Ecnu 3HayeHunsi BepHble, Bbl yBUANTE OKHO aBTOpM3aLUK.

NMPUMEYAHUE!

CyuwiecTtBytoT 2 BapuaHTa npucBoeHus |IP-agpeca ycTpOWCTBY: NepBbid — aBTOMaTUYECKOE MPUCBOEHUE
agpeca (DHCP), npu koTopom agpec HasHadaeTcs aBTomaTndeckn DHCP-cepBepom B COOTBETCTBUM C
KOH(urypaumen Baluern nokanbHOW CeTU; BTOPOM — UCNOSb30BaHne onpedeneHHoro IP-agpeca, KOTopbin
Bbl 3apgann camu. bonee nogpobHO HacTpomka 3TUX cnocoboB paccMOTpeHa B NyHKTe 8.2 [aHHOro
PykoBoactea. [lepeg wucnonb3oBaHvem |P-noptana obsa3aTenbHO MNPOKOHCYNbTUpyWTECh C Bawum

CUCTEeMHbIM agMUHNCTPATOPOM.

War 3: [Ina npocmoTpa nsobpaxeHus ¢ IP-noptana npu nomowm G6paysepa Internet Explorer
ncnonbeayotca KomnoHeHTbl ActiveX. Internet Explorer He nmeeT 3TMX KOMMOHEHTOB B CBOEM COCTaBe
n 3arpyxaet ActiveX HenocpeacTtBeHHO ¢ IP-nopTtana. ECnn KOMMNOHEHTHI eLle He YCTaHOBMEHbI, Bhl

yBnauTe cnepywuiee coobLueHue:

r ~
CoobuweHne c seB-cTpaHnLsl @

v Cuctema onpegennna, 4To y Bac He ycranosnen OCX, ycTaHoBWTE
V' ceivac ?

[ ok || Omena

Puc. 3.1

Haxvmute [OK]. B HwmxHen yacTu okHa Opaysepa noOsIBUTCS BCMfblBalLLlee OrnoBeLleHue

cuctembl 6esonacHoctu (Puc. 3.2).
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e@ & hitp://192.168.0.99/login.asp p-c H & WEB SERVICE ‘ ‘ {17 5.7 603

[Lina ucnonkzoeanuA Firefox, Google Chrome |E Tab noxanyiicta o3HakoMTeck ©

370T BeB-CalT NBITAETCA YCTaHOBMTE HaACTpoiky ActiveX Control (2013.11.04) usaatena BEWARD Co., Ltd.

B yem saknrouaetca puck? YeranosuTs

Puc. 3.2

Haxmute Ha kHonky [YcTtaHoBUTB].

BHUMAHUE!

YcTaHoBka KOMMOHEHTOB ActiveX, HeobxoauMbIX s NpocmoTpa m3obpaxeHus ¢ IP-noptana, BO3MOXHaA
TonbKO Ha 32-6uTHyto Bepcuto bpaysepa Internet Explorer.

War 4:

cuctema 6GesonacHocTn ©Opaysepa Internet Explorer ©ypoetr aBTomaTuudecku

6rnokuposaTb ycTaHoBky ActiveX. [Ina npogormkeHUs yCTaHOBKM HaXMute KHOmMKy [YcTaHoBUTL] B
OKHe noaTBepxaeHns yctaHosku (Puc. 3.3).

-

-
Internet Explorer - NMpegynpexgenve cucTemel BesonacHocT ﬁ

YCTaHOBHT b 3TO NPOrpaMMHoe obecneuenne?

@ MMa: ActiveX Control (2013.11.04
Mzpatens: BEWARD Co., Ltd

Eﬂononnmenbﬂo [ YCTaHOBHTE l [He YCTAHABNMBATE

| -"\I DRkl M3 MHTepHETa MoryT DeiTh NONESHE!, HO 3TOT TN QEINE MOKEeT
s F/; NOBPEAWTE KOMNBOTED. CNEAYET YCTAHAENMESTE MPOrPatHbl, NONYYeHHbIE
= TONBKO OT AOBEPEHHON0 M3ATENA, DEKTODE! DUCKS

Puc. 3.3
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War 5: ansa KoppekTHoM ycTaHOBKM KOMMoHeHToB ActiveX 3akpouTe Internet Explorer u

Haxxmute [OK] B OKHe, NpefcTaBneHHOM Ha PucyHke 3.4, ecnn TakoBoe NOABUTCA.

[ Warning @1

IE windows must be close before install ocx, OK?

Puc. 3.4

LLar 6: B okHe, npeacTaBneHHOM Ha PucyHke 3.5, HaxmuTe kHonky [Install].

- ™y
& Install OCX ‘ [
E’ Install Uninstall Close

Puc. 3.5
LWar 7: nocne ycnewHon yctaHoBku Bbl yBuanTte coobueHune «Register OCX success(C:\)» B

HWKHEN YacTu gaHHoro okHa. Haxmure kHonky [Close] ans Bbixoda u3 okHa ycTtaHoBku (Puc. 3.6).

F B
& Install OCX ‘ =
@ Install ‘ Uninstall ‘ ‘ Clase ‘

| Reqister OCX success(C\Net\ideoX)

Puc. 3.6

NMPUMEYAHMUE!
B onepaunoHHon cucteme Windows 7 u B Gpaysepe Internet Explorer 9.0 Ha3BaHusi MeH wunu
CUCTEMHbIE COODLLEHNS MOryT OTNMYaTbCHA OT Ha3BaHMM MEHIO N CUCTEMHbIX coobeHni B gpyrux OC

cemenctea Windows vnu B gpyrmux 6paysepax.

NMPUMEYAHMUE!

Mpu ycraHoBke ActiveX B OC Windows 7 npu BKMIOYEHHOM KOHTPONE Y4YeTHbIX 3anucen Oyper
OOMNOMHUTENBHO NPOM3BOAUTLCA OMOKMpPOBKA YCTAaHOBKM, O 4YeM nonb3oBaTenio OyaeT BblgaHo
OOMONHUTENbHOE onoBelleHne. [ns paspelleHns yCcTaHOBKM HEeODXOAMMO YTBEPAMTENbHO OTBETUTbL B

noABUBLLEMCA OKHE.

LWar 8: oTtkpoiuiTe Internet Explorer n B agpecHomn cTpoke BBeguTe IP-agpec noptana.
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War 9: OTKPOETCA OKHO aBTOpU3auunn. Beeante umsa nonb3osartens u naporsib. Mo yMOn4aHuwo

ncnonb3yeTcs MMs nons3osartens —admin, napone no ymonyanuio —admin (Puc. 3.7).

BHUMAHMUE!
Mocne aBTopu3aunmn Bl MOXeTe N3MEHUTL UMS MONb30BaTENS U Naponb B MeHio Hacmpolika —
CucmemHnbie — [Tonib308amenu. B cniyqae yTepu napons unv MMeHun nonb3osartens, |[P- noptan MoXHO

BEPHYTb K 3aBOACKMM YCTaHOBKaM. Ons 06poca HaCTpOeK HeobxoOoMMO B TEYEHUE OecaTr CeKyH HaXaTb

KHOMKy cbpoca Tpu pasa ¢ npomexxyTkaMmu 6onee 1 cekyHAbl MeXay HaxaTusAMU.

@ nttp://192.168.0.99/login.asp L~-c ‘ (25 WEB SERVICE
s—

[na ucnonk3oeaHua Firefox, Google Chrome IE Tab noxanyiicta o3HakoMTeCk C

Puc. 3.7
Mocne ycnewHon aBTopu3auum Bbel nonyunte goctyn k Beb6-uHTepdpency IP-noptana (Puc.
3.8).

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Hauano pabomoi

BE\WARD [ npocworp | Bocnpowsseenwe | Macrpoiw | Tpesora | Bwxon |
0 ’ OB cromoxc B¢ 3ammce § Pasrosop =@ Mpocnyumeaive [ Yeemwam Passepwyn, [l Coomowerwe [l Opwwian w0 Onpums seps [l MsoSpareime
Wsobpaenme
35 e 112
e
P —=8 13
& —— 128

Puc. 3.8

OkHO BeG-uHTepdpenca cogepxut natb Bknagok: [[pocmoTtp], [BocnpousBeneHumel],

[HacTpoika], [TpeBora], [Bbixoa], kaxxgas M3 koTopbix OygeT paccMOTpeHa fanee B HacTOsLEM
PykoBoactse.

Ecnv no kakuMm-To npuuMHam ycTaHoBka ActiveX npowna HeKoppekTHo, Bbl moxeTe
YCTaHOBUTb Heobxoaumble KOMMOHEHTbl BpyyHyl. [na 3Toro nonyuute [AOCTyn K CTpaHuue
aBTOpU3auuKn, NOBTOPMB Waru 1 n 2 B Havane gaHHOW rnasbl.

[ns 3arpysku ActiveX KOMNOHEHTOB HaXXMUTE CCbISIKY, Kak noka3aHo Ha PucyHke. 3.9.

' - TR T =)
e.@ @ htp://192168.0.99/login.asp o-¢ ‘ 5 WEB SERVICE ok 5

[na ucnonsaoeauua Firefox, Google Chrome IE Tab noxanyiicTa o3HakoMTech C

Puc. 3.9
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[na Hayana npouecca yCcTaHOBKU Haxmute KHornky [BeinonHuuTe] (Puc. 3.10):

' T -— =)
(¢)®

@ http://192.168.099/login.asp p-e |§;n WEB SERVICE ‘ | 1 AL

o [

JInA koppexTHOro 3arpyaute u

[na ucnonezoeanuA Firefox, Google Chrome IE Tab noxanyficta ozHakomTecs ¢

Bbl X0TWTE BEINOAHWTE UAK coxpaHuTe NetVideoX.exe (850 KB) c 192.168.0.997 BeinonHuTe CoxpaHuts v OTmena Il

Puc. 3.10

MoBTopUTE Waru 5-9 rnaebl AN 3aBEPLUEHNS YCTAaHOBKM.
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3.2. F'naBHoe okHo ([pocmoTp)

B rnaBHOM OkHe Be6-|/|HTepd)e|7|ca nonb3oBaTtesiio AOCTYMHbl crenywwine d)yHKLl,I/II/lZ Bbl60p
OCHOBHOIo unn anbTepHaTUMBHOIO NMOTOKa AJiA NpoCMOTpPa, MOMEHTAanbHbIA CHUMOK, 3anucb BUAEO,
pexunm pasrosopa, npocnywmBaHune, ysernm4eHune, NOSHbIN 9KpaH, PpeXnM CoxXpaHeHNA COOTHOLUEHNA
CTOpPOH, BoOCMnpounssegeHne BMOEOMNOTOKa B OpUTMHAlribHOM pa3pelleHnn, OTKpblTne asepun ¢

HaCTPOMKM N306paKeEHUS.

npocworp | Bocnpousseqeiwe |  Mactpoin | Tpesora [ Bexoa |

‘r;s ML “um ﬂr 5 *

CBpocuTs

re

Puc. 3.11

OcHoBHOM /| AnbTepHaTUBHbIW: BbIBOA B MaBHOE OKHO OCHOBHOMO UMW anbTepHaTUBHOIO
notoka. OCHOBHOW NOTOK MMeeT Bornee BbICOKOE paspeLleHne, anbTepHaTMBHbLIM MOTOK nmeeT bornee
HU3Koe paspelleHne. HacTtporkm dopmata coxaTus, paspelleHusi, MeToda KOHTPOSA CKOPOCTH
nepegayn, KavecrtBa, CKOPOCTU Mepefadn, 4acToTbl KagpoB W MHTepBana OnopHbIX (penmMoB
HacTpamBaloTca B MeHw: Hacmpolika — Budeo - KodupoeaHue (CM. NyHKT 7.2 [OaHHOro
PykoBoactsa).

CHMMOK: HaXMUTe [aHHYK KHOMKY ANA COXpPaHeHUs MOMEHTANbHOro CHUMMKA TeKyLlero
n3obpaxeHus c IP-noptana. CHUMOK ByAeT CoxpaHeH B 3agaHHy0 Nonb3oBaTenem QUPEKTOPUo (CMm.
Masy 5 gaHHoro PykosopcTea) B hopmate JPEG.

3anucb: HaXMUTe aHHYH KHOMKY ANs BKYeHus 3anucu ¢ IP- IP-nopTana. 3anucaHHbiv
dann 6yaeTt coxpaHeH B 3aaHHYI0 Nonb3oBaTenem AMpekToputo ¢ pacwmpermem H.264. (cm. Mnasy
5 paHHoro PykoBogcTsa).

PasroBop: HaXmMuTe AaHHYK KHOMKY ANS akTMBauun ABYCTOPOHHEN ayauo cBsA3W. B gaHHOM
pexume 3BYK C MUKpodoHa IP-nopTana, 6yaet nepeaasatbcsa Ha aAnHamukm MK, a 3Byk ¢ MMkpodgoHa

MK — Ha gMHamuk IP-nopTana.
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ﬂpocnyLuuBaHMe: HaXXMUTE OAaHHYKO KHOMKY O5nA npocnywmnBaHnda 4yepe3 JuHaMnkn MK 3BYKa

C MUKpocpoHa IP-nopTana.

YBenuuutb: Bbl MOxeTe yBenuuuTb 3avHTepecoBaBllylo Bac obnactb nsobpaxeHus Ha
3KpaHe. [1ns 3Toro Heo6X0ANMO LLENKHYTb KHOMKY [YBeNM4YnTb], 3aTEM HaxkaTb NEBYIO KHOMKY MbILLN
Ha WHTepecylowen Bac obnactn msobpaxeHns n pacTaHyTb pamKy A0 HeobxoauMmoro pasmepa,
nocrne 4ero OTKPOETCS HOBOE OKHO C YBenuyeHHoW obnacTblo nsobpaxeHus. [na BosBpaTta K
HayarbHOMYy pexuMy MpoCMOTPpa, 3aKPOMTE OKHO YBEIIMYEHUS U MOBTOPHO HaXMWUTE KHOMKY
[YBenununtb).

Pa3BepHyTb: HaXXMUTe OaHHY KHOMKY, 4Tobbl yOpaTb C 3KpaHa aMneMeHTbl ynpasreHus u
pacTsHyTb M3obpaxeHne Ha Becb aKkpaH. Haxartmne kHonku [ESC] knaBmatypbl Unv LWENYOK NpaBou
KHOMKOW MbILIN Ha M306paXkKeHM BbIKITHOUNUT NOSTHOIKPAHHBIN PEXMM.

CooTHOLWEeHUe: HaXMUTE OAaHHYI KHOMKY, 4ToObl yMecTUTb BCe u3obpaxeHue B TeKyLlem
OKHe 1CMNOoMb3ys KOPPEKTHOE COOTHOLLEHUE CTOPOH.

OpurMHan: HaxXMuTe AaHHYyl KHOMKY, 4Tobbl oTo6pasuTb m3obpaxeHue c IP-IP-noptana B
OpUrMHaNbHOM paspelueHun. Kicnonb3ynTe MON3yHKM cnpaBa M BHWU3Y OkHa Opaysepa Ans
nepemMeLLeHns no n3obpaxxeHuto, ecrnv OHO He ymellaeTcs B 6paysepe NoNHOCTbIO.

OTKpbITb ABEepb: HAXMUTE [OAHHYIH KHOMKY, 4YTOObl OTKPbITb ABEPb MOAKIHYEHHYK K
OOMOMOHY.

M3o6paxeHune: C NOMOLLLIO NON3YHKOB OAHHOIMO MeHi0 Bbl MoXeTe HacTpouTb crneayowne
napameTpbl M300paxeHust IP-noptana: «Apkoctb», «KoHTpacT», «OTTeHOK», «HacbIlWeHHOCTbY.
Ecnu Bbl X0TUTe BEPHYTb 3HA4YEHNSI NO YMOMYaHUI0, HaxxmuTe kHomnky [CopocuTs] (Puc. 3.12).

W3o0paxeHue

Do — 140
') . 128

- J— 129
w " 140

Mo ymon4axuio

Puc. 3.12
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naBa 4. BocnpounaBeneHue

Haxmute «BocnpounsBegeHne», 4ToObl OTKPbITb OKHO npowurpbiBatens Beb-uHTepdeinca, B
kKoTopoM Bbl MoxeTe BoCnpousBoauTb BMAEO3anncu M MNpocMaTpuBaTb CHUMKM U306paxeHus,

coxpaHeHHble Ha Bawem MK (Puc. 4.1).

BEWARD T T T T T

BocnponssecTu =P Il B4 @®E A e 0:00:000:10:00

Pasuep:

MeTounue

Tun.
para

Mounck

Dains

MNonb3oBaTtento OOCTyNeH NMOUCK MO AaTe CHUMKOB W BMOEO3anuncen, CoXpaHeHHbiX Ha [1K

Puc. 4.1

(nyTb no ymonyanuio — C:\MyIPCam\).

Pa3smep: Bbl MoxeTe M3MeHUTbL COOTHOLWIEHWE CTOPOH ANS KOPPEKTHOrO BOCMNpPOU3BEAEeHUS
dannos. [JocTynHbI criegyowme COOTHOLWEHNS CTOPOH: lNMonHbIn (3kpaH), 4:3, 16:9, 11:9.

MUCTOYHUK: MECTO pacnosnioXXeHnsi coxpaHeHHbIx dpannos (MK none3oBaTens).

Tun: BoiGepuTe TMN dhanna. JocTynHbl Ha BbIOOP TMNbl hannos «3anncu» n «KCHUMKN».

Hata: Bbibepute gaty ans noucka grannos.

[Mouck]: HaxxMuTe AaHHY KHOMKY ANA Hayana npolecca novcka gpannos.

dannbl: B JaHHOM norne otobpaxalTca HangeHHble dannbl B nopsgke oT 6onee paHHUX
3anuncen (BBepxy cnucka) — k bonee No3gHMM (BHU3Y crnncka).

Bbibepute HyxHbIn hann B none «®annbi» 1 WENKHUTE MO HEMY JIEBOW KHOMKOW MbIlUX OBa
pasa pAgns BocnpousBedeHus. [lonb3oBaTento [OOCTYNHbl Creaylolme KHOMKW - ynpasBneHus

Bocnpou3segeHvem canna (Puc. 4.2).
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Otkpeie  lMaysa Hasag Bnepea lMoeTopaTe Ha Beck 3kpaH  [onoca Bocnpow3BeneHuA

e 1 m «4 » P 3 ® = @ ._ 0:00:00/0:00:12

Bocnpouasect OctaHoBUTH Bnepepg CHumok 3ByK Tekyuwee/obujee Bpema
NoKaapoBso BOCNpOU3BEAEHUA

Puc. 4.2

NPUMEYAHMUE!
B OC Windows 7 (1 B Oomee no3gHuUX Bepcusix) ANs KOPPEKTHOW paboTbl npourpbiBaTens MoxeT

notpeboBaTbCcs 3anyck Internet Explorer oT MMeHV agMUHUCTpaTopa.
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NnaBa 5. HacTpounku: JlokanbHble HACTPOUKU

[na nepexoga B MEHK HAcTPOEK HaXMUTE Ha OOHOMMEHHYIO BKIaAKy B MaBHOM OKHe Beb6-
WHTepdenca IP-noptana.
Ha PucyHke 5.1 nokasaHa cTpaHuLa nokanbHblX HacTpoek IP-nopTtana.

BC\VARD

TNokankHbie JloKkaneHbie HACTPONKH

Ayawo Pexum "POCMO'uI al PeanbHoe BpeMA ~

Bugeo MoBsilueHHoe kauecTeo[ ]

CeTb [inuTencHoCTb 3anucu|1 . MUH.
3anuce Pacnonoxexne(c: \MyIPCam\ (Mo ymonyaxwuio: [C:\MylPCam])

Tpeeora

OTKpbITHE ABEPH

TepmuHan

CucremMHble

Puc. 5.1

Pexxnm npocmoTpa: No3BoNseT yCTaHOBUTb PeXUM NpocMoTpa — «PeanbHoe Bpems» nNnbo
«CrnaxuBaHuey.

B pexume «PeanbHoe Bpemsi» Oydepusauma He ucnonb3yeTcs, U BUAEO Ha BKNagke
«lMpocmoTp» BebG-nHTEepderica IP-noptana otobpaxaeTtca 6e3 3agepxek. Ho nosiBneHne pbiBKOB
UNn 3ammnpaHnin n3obpaxeHns BO3MOXHO BCIEeACTBUE 3arpykeHHOCTM Baluen nokanbHoOM ceTu.

B pexume «CrnaxuBaHue» ncnonb3yetcs bydepusaums, n sugeo Ha Bknagke «fMpocmoTtp»
Beb-nHTepdenica IP-noptana oTobpaxaeTcss C HEKOTOpOW 3agepkon (MeHee CeKyHObl).
Mcnonb3ynTe AaHHbIN PEXNM, €CNN 3aMETHbI PbIBKM UM 3aMUpPaHUs n300pakeHns.

MoBbllWeHHOEe Ka4yecTBO: MNpy paspelleHMn [aHHOW OonuMuM  ynydwaeTcs KayecTBO
n3obpakeHns, O4HAKO NOBbILLAETCS Harpyska Ha LeHTpanbHbIn NpoLeccop KOMMbloTepa.

OnuTenbHOCTb 3anuUcK: yCTaHOBKa ANWHbI 3an1cbiBaeMoro garna B MUHyTax.

PacnonoxeHue: ycTaHOBKa Katanora [fAns coxpaHeHus Buaeo u kagpos. Kartanor no
ymonyanuio: C:\MylPCam\.

NMPUMEYAHUE!

Mpw BbIGOPE KaTanora AN coxpaHeHus BMAEO M KagpoB ybeauTecb B ToM, 4To Bbl obnagaete npasom
€034aBaTb HOBble OOBEKTLI B JAHHOM KaTtasore, B MPOTMBHOM Crlyyae AaHHble He ByayT COXpaHeHbl.

B OC Windows 7 ans coxpaHeHus gannoB Ha rnokanbHbIi AMCK Heobxoammo 3anycTtuTb Internet Explorer

OT MEHMW agMVHUCTpaTopa.

[nga coxpaHeHus1 3MEHEHUIN HaXXMuTe KHOMKY [CoXpaHUTb] BHU3Y SKpaHa.
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FnaBa 6. HacTtpounku: Ayamo

Ha PucyHke 6.1 npeacTaBneHa cTpaHuLa HAaCcTPOeK NapameTpoB ayauo.

B@\VARD

TokankHble HacTpoiika 3Byka
Ayauo

HacTpoiik
Buaeo Wi KOAMPOBAHUAG 711U ~

T

CeTb

3anuce TPOMKOCTbL AMHAMKKa JOMO(OHA

Tpeeora
OmxperTwe Asepn
TepmuHan

CucreMHble

Puc. 6.1

Tun kogupoBaHUA: No ymondaxHutio — G.711U. Takke gocTynHbl Ans Beibopa kogekn G.711A
n G.726.

YyBCTBUTENBLHOCTL MUKpOdOoHa AoMOodoHA: YCTaHOBKA YYBCTBUMTENBHOCTU MUKPO(OHa
pomodpoHa. [ocTynHbl 3Ha4eHus ot 0 go 15.

FpomKkocTb AuMHammka AoModpoHa: YCTaHOBKA POMKOCTM AuvHaMvKa [omodhoHa. [oCTynHbI
3HaveHusa ot 0 go 15.

B mabnuye 6.1 npenctaBneHbl 3HAYeHWA HACTPOEK YyBCTBUTENBHOCTU MUKPOOHa W

FPOMKOCTU ANHaMKKa ANA NonynApHbIX mMoaenen BI/I[J,GOLI,OMO(*)OHOB.

Tabnuya 6.1
YcTaHoBKka
YcTtaHoBKa
HanmeHoBaHue BMaeogomodoHa "poMKOCTM
UyBCTBUTENBHOCTN MUKPOOHAa

JMHaMuka
Kenwei KW-139MCS 12 10
JSB-VO5M 10 10
Activision AVC-305 14 13
Kocom KC-MC20 13 11
Polyvision PVD-104CM2 15 12
Quantum QM-305N 12 8
Commax DRC-4CHC 11 14

BHUMAHUE!

KayecTBo 3ByKa 3aBUCUT OT MOAENM NOAKMOYEHHOTO K IP-nopTany aHanorosoro Buaeo AoModoHa. B
pe3ynbTaTe BHYTPEHHErO TECTUPOBaHUS NpeAcTaBleHHbIX B Tabnvue B1aeoaoModoHOB BbIno BbISIBIEHO
3HauYMTENbHOE OTNNMYME KayecTBa 3BYyKa OT MOAENW K MOLENN.

[nsa coxpaHeHus N3MEeHEHUN HaXXMUTe KHOMKy [CoXpaHuUTb).
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NnaBa 7. HacTtpounku: Bugeo

7.1. 9KpaHHOE MEHI0

Hwxe npegcraeneHa cTpaHuua HacTpoek HanoxeHus Tekcta (Puc. 7.1).

BE\VARD

fokankHble 3KpaHHOE MeHIo
Ayauo
Bugeo

ZE15-11- 6:25: ]
| ovanooven | EEETEENIIEIED .

Hassanue

> KopuposaHue

CeTb

LiseT wpucTa [Benei
Hasganme [ IZI E.l E E
e fiara 1 Bpewn 41 pows I 3 I |

TepmuHan ®opmar garsl | YYYY-MM-DD

3anuce

Tpesora

CucTeMHble YacTora kaapos / CkopocTs L]

Puc. 7.1

HasBaHue: BBeauTe TeKkCT, Hanpumep, uma |IP-nopTtana, koTopbii OygeT oTtobpaxaTbcs B
NEBOM HWKHEM YTy N300paXKeHus.

LiBeT: BbiOGepuTe uUBET TekcTa, AOCTYMHbl Crneaylowme uBeTa: 6enbii, YepHbIW, XenTbin,
KpaCHbIW, CUHMMN.

HasBaHue: BKOUMTE UMK OTKNIOUYNTE OTODPaXKeHne Ha3BaHUS.

Data / Bpemsa |/ [eHb: noctaBbTe/ybepute ranoudky, 4TOObl BKNHOYUTL/OTKIHOYUTD
oToOpaXkeHne Ha 3KpaHe OaTbl, BDEMEHW, OHS HeOEemnu.

dopmart gartbl: BLIOOp hopmaTa oToOpakaemon aatbl.

Yactota kagpoB /| CKOpPOCTb: BKIOYEHUE/OTKMNIOYEHNE OTOBPaKEHUS Ha 3KpaHe TeKyLUewn
YacTOThbl KAaAPOB U CKOPOCTU Nepeaayn OaHHbIX.

Kpome Toro Bbl MoXxeTe BbIOpaTh MO3ULINIO HA 3KpaHe ANns oTobpa)kaeMbixX anemMeHToB. [ns
3TOr0 MCNonb3ylTCA ABE rpynnbl KHOMOK 3 3 3 BepxHas rpynna KHOMOK UCNonNb3yeTca Ang
N3MEHEHMS NO3NLIMM HA3BaHUS, HKHASA rpynna Ans u3MeHeHus No3numm octanbHOM MHOpMaLUN.

[nga coxpaHeHus N3MEHEHUI HaXXMUTE KHOMKY [CoOXpaHUTb] BHM3Y 3KpaHa.
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7.2. KognpoBaHue

Hwxe npencTaeneHa cTpaHuLa HacTPOEK KoAMPOBaHUS BUaeonsobpaxeHus (Puc. 7.2).

[laHHasi cTpaHuua COOEPXWUT HACTPOWKM AN OCHOBHOIMO M anbTepHaTUBHOIO MOTOKOB.
OcCHOBHOI MOTOK MMeeT Goree BbICOKOE pa3pelleHne U KayecTBO M300paXkeHWsi MO CPaBHEHUIO C
NOTOKOM anbTepHaTMBHbIM. Takum o6pasom, Bbl MoOXeTe BECTU 3anvcb BUOEOAPXMBA B BbICOKOM
KayecTBe, MCMonb3ysl OCHOBHOW MOTOK, W, OQHOBPEMEHHO, MpocMaTpuBaTb BuaeousobpaxkeHne B

pexunme OHNawnH (ﬂ,a)Ke B Citydae UCMNoJ1b30BaHUA Y3KUX KaHanoB CBFI3I/I), ncnonb3y4 aJ'IbTepHaTI/IBHbIIZ

NoTOK.
BEWARD _
JNokanbHblie Konupoaalme Buageo
Ayauno
Bugeo
5 SxpaiHOn eI (OCHOBHO# NMOTOK AnLTEPHATUBHLIN NOTOK
m— Mpochar Mpocpus
e Copar Gopar
CeTb
Paspeueie Paspeueiine
3anuce
Kayectso  Xopowee Kayectso  CraHaapTHoe
Tpeeora
PaclwupenHble V] PaclvpesHsie [v]
e — Rorox
CucremHble
Awanazox (30~16384Kb/S) [nanaszox (30~16384Kb/S)
CropocTs (kouT/c) CropocTs (kouT/C)
Yacrora (k) (1-25) Yactora () (1-25)
Onopusik kanp (1~200) OnopHsif Kaap (1~200)
* LAN: Buibpath npenycrtasosku AnA LAN coeguHeHuA.
* WAN: BeiBpaTs npe ana WAN
Puc. 7.2
Mpodmnb: BoiGEpUTE ypoBeHb koanpoBaHusa — Baseline / Main Profile.
Popwmart: BLIOGOp hopmarta kogmpoBanHus: H.264 nnn MJPEG.
PaspelwleHue: ycTaHOBUTE paspeLleHne NoToKa, 4OCTYNHbI Crieayrowme 3HauYeHus:
e OcHoBHOM NOTOK: 960x576, 720576, 704x576;
e AnbTepHaTUBHbLIN NOTOK: 704x576, 352288, 176x144.
Ka4yecTBO: BbiOEpMTE KAa4eCTBO NOTOKA M3 Tpex nosvumn: CtaHgapTHoe/Xopoluee/OTnnyHoeE.
NMPUMEYAHUE!

Bbl60p Ka4yecTBa B JAaHHOM NYHKTE OOCTYNEH TOJ1bKO npu OTKIMOYEHHOM HaCTpoﬂKe «PaCLI.WIPEHHbIe».

PacwmpeHHble: OTMETbTE [aHHYH Onuuilo Ans BO3MOXHOCTM Gonee rmbkonm HaCTPOWKW.
Mocne BkNOYeHNs gaHHOM onunmn Bl cMOXeTe N3MEHUTb CrieayroLme HacTPOMKU:

MoTok: BbIGOP TMNa Nnepegayvn AaHHbIX:

e CBR - ycTaHoBKa NOCTOSAHHOW CKOPOCTU Nepefayun AaHHbIX;

e VBR — ycTaHOBKa nepemMeHHOn CKOpPOCTU nepefadn JaHHbIX.
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BekvARD Hacmpotixu: Buoeo

KauecTBO: npu BbiGope napameTtpa CBR 3HauyeHue «AganTMBHO» O3HA4aeT, YTO CKOPOCTb

OuTpenTa KOHTponupyeTcs nNporpammMHo, npu Belibope 3HaveHnn oT +10% 0o +50%, ycTaHOBMEHHbIN
OUTPENT MOXET U3MEHATLCS B 3aBUCMMOCTU OT YCMNOBUN BUAEOCHEMKU B YKa3aHHbIX rpaHuLiax.

Mpu BbIGOpe VBR, rpagaumsa kayectBa NPONCXOLMT NO CTEMEHAM OT HU3KOrO A0 HaumyuLLIero.

CKOpOCTb. YCTaHOBKA CKOPOCTW nepegayv gaHHbIX, 4onyCcTuMbIA guanasoH: ot 30 go 16384
Kbut/c. Yem Bblwe 3HadeHve OuTpenTa, TEM BbIE KAYeCTBO U300pakeHWs, OOHAKO Mpu 3TOM
NoBbILLIAETCA Harpy3ka Ha kaHan cesasn. [Npu Bbibope napameTpa CBR 3HaveHne butpenta asnsetca
NOCTOsIHHbIM, Npu Bblbope napameTpa VBR — 3HauyeHne butpenta nepemMeHHoe.

YacToTa: ycTaHOBKa CKOpPOCTM KaapoB B cekyHay. [lpy HW3KOWM CKOPOCTM CETEBOrO
NOAKMIOYEHNST HE PEKOMEHAYETCSl YCTaHaBNMBATb BbICOKOE 3HAYeHMe, UHayve OBMXKeHMe OObeKTOB B
Kagpe MOXeT OblTb NPEPbLIBUCTBIM.

OnopHbIN Kagp: yCTaHOBKa MHTepBana |-ppenmos. [JuanasoH HacTpoek: 1-200. Yem meHbLUe
AaHHbIN NapameTp, TeM Bblle OWUTpPenT K nydwe KadectBO Wu3obpaxeHus. PekomeHayeTtcs
YCTaHOBUTb 3HAYE€HWEe paBHOE YacToTe KagpoB.

[LAN], [WAN]: wabnoHbl HacTpoeK KOOMPOBaHWUA — YCTaHOBKA 3apaHee 3afdaHHbIX,
peKOMeHAYEMbIX 3Ha4YeHU napamMeTpoB OAHWM HaXaTueM nNpu MNOAKMYEHUM K Kamepe U3
nokanbHon cetn (LAN) unu cetn UHtepHeTt (WAN).

[LAN]:

e OCHOBHOM noTok: «OnopHbIn kagp» — 50, «Yactota» — 25 «k/c, «[loTok» — VBR,

«CkopocTb» — 2048 Kbut/c, «KayectBo» — « OTNNYHOEY;
e anbTepHaTUBHbIN NoToK: «OnopHbIN Kagp» — 50, «Yactota» — 25 k/c, «lMoTok» — VBR,
«CkopocTb» — 512 Kéut/c, «KayectBo» — «CTaHgapTHOE».

[WAN]: «OnopHbii kagp» — 25, «Yactota» — 5 k/c, «[oTtok» — VBR, «CkopocTb» — 384

Kéut/c, «KauectBo» — «CTanHgapTHoOe».

[nga coxpaHeHus N3MEHEHWI HaXXMUTE KHOMKY [COXpaHUTb] BHM3Y 3KpaHa.
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Be\'vARD Hacmpouxu: Cemo

MnaBa 8. HacTtponku: CeTb

8.1. OcHOBHbIe

CTpaHuua HacTpOWKM OCHOBHbIX MapamMeTpPOB CETEBOrO COEAVMHEHWUs MpeAcTaBreHa Ha

PucyHke 8.1.

BC\VARD

Local Config Basic Settings

Audio Settings

Video Settings DERIFTE 5000 |

Network Settings RUUPRIL 80 |
ONVIF Port [2000 |
[] Enable port forwarding

Automatic UPnP-server address

UPnP-server [192.168.0.1

|
External IP address [ |
Data port o |
|
|
|

HTTP port [
RTSP port P

ONVIF port

Record Settings

Alarm Settings

Door open

System
Puc. 8.1

MopT AaHHbIX: HOMEpP NopTa AN nepefadn BuAeoaHHbIX. 3HavYeHne nNo ymonyanuio — 5000.
PekomeHayemble 3HayeHuss — 1124-7999 (gaHHbIM napameTp He peKkoMeHAyeTCa U3MeHATb 6e3
Heob6xoaumMocTK).

HTTP-nopT: HOoMep nopTa anga pabotel ¢ Beb-Opaysepom. 3HayeHme no ymonyaHuo — 80.
PekomeHayemble 3HaveHns — 80 1 1124-7999 (gaHHbIN NapamMeTp He pekoMeHAyeTCcs U3MeHATb 6e3
HeobXxoanMocCTH).

ONVIF-nopT: HomMep nopTta ansa pabotel ¢ npotokonom ONVIF. 3HavyeHne no ymonyaHuwo —
2000. PekomeHayemble 3HaveHus — 1124-7999 (gaHHbIN NapaMeTp He pekoMeHOyeTcs U3MeHATb 6e3
HeobXxoanMocCTH).

BknounTb nepeapgpecauuio NOPTOB: BKOYAET aBTOMATUYECKYIO nepeagpecaumio nopTos
poyTepa. 1o ymon4aHuio OTKMYEHO.

lMpumeyarnue: Cemeegoe obopydosaHue saweli cemu O0/MKHO noddepxueamb OyHKYUOHAST
asmomamuyeckou riepeadpecayuul.

Monyuntb HacTponkun UPnP-cepBepa aBTOMaTM4YeCKU: YCTPOWCTBA B aBTOMATUYECKOM
pexume obHapyxmBaeT B ceTn UPnP-cepBep ¢ nogaepXkon nepeagpecaumm noptos. BknoyeHo no

YMOMYaHWIo.
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UPnP-cepBep: none npegHasHadyeHo AN ykasaHus B dABHOM Buae agpeca UPnP-cepsep.

3agaHune agpeca Bpy4YHYIO NO3BONSET NOAKNIOUNTBCS K xXenaemomy UPnP cepBepy ecnun B CETU KX
bonee opgHoro. [lo ymoN4aHuIO YyKa3aHO 3HayeHVWe LW3a MPOBOAHOIO COEAMHEHUS UK
G6ecnpoBoagHoro (npu ucnonb3oBaHun Wi-Fi). one poctynHo Ans pefakTMpoBaHWUs ecniv He
nucnonb3yetcd MonydYeHne HacTpoek B aBTOMaTUYECKOM pexume. Ecnm ycTtponcTBo umeeT aBa
akTuBHbIX UHTepdenca Wi-fi u LAN, To agpecom UPNP cepBepa siBnsieTcs agpec OCHOBHOIO LUM03a
Wi-Fi untepcpeiica.

BHewHun |IP appec: 3HavyeHne BHelwHero IP agpeca ycTponcTBa, N0 KOTOPOMY OHO AOCTYMHO
«3a NATowm». [None npeaHasHa4Y4eHo TOMbKO ANS YTEHUS.

MopT AaHHbLIXIHTTP-nopT/RTSP-nop1/OnVIF-nopt: nons ans oToOpaxeHus
nepeagpecoBaHHbIX BHELUHUX NOPTOB YCTPOWMCTBA, NOSTyYEeHHbIMU C poyTepa. [one npegHasHa4yeHo

TONbKO ANs YTeHusl. Ecnun nepeagpecauns He npowuna, 3HavyeHne paBHo «0».

Ansa coxpaHeHus1 3MEHEHUN HaXXMUTe KHOMNKY [CoXpaHuUTb).
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8.2. LAN

Ctpanuua HacTporku napameTpoB LAN npeacraesneHa Ha PucyHke 8.2.

BEWARD

ToKankHele Hactpoiika LAN

Aygwo
Wcnone3zogats IPVE [ ]

DHCP [
Bepcun IP | IPV4 v

Buneo

CeTb

> OcHOBHLIE
[ IP-anpec | 107 158. 0 . 172

> PPPOE Macka noAceT™ | ps5. 255. 255
A OCHOBHOA WMO3 | 192 158. 0 . 254

NpennounTaemein DNS R
> FTP 192. 168- 0 . 254

AnbTepHateHbiil DNS | 20> 1p6. o 20

MAC-agpec | 00-5A-21-32-61-C0

> DDNS
> VPN
> HTTPS

> SIP

Banuce

Tpesora

KouTponnep

CucTemHble

Puc. 8.2

Ucnonb3oBatb IPv6: nossonseTt mucnonb3oBaTth 128-paspsagHblie pasmepbl IP-agpecoB ang
HaCTPOWMKN ceTeBOro coeanHeHuns IP-noptana.

DHCP: ycrtaHaBnMBaeT aBTOMaTU4yecKoe MosflydeHne OCHOBHbLIX CeTeBblX MapamMeTpoB OT
DHCP-cepBepa. [nsa paboTtbl 3Ton hyHKUnn Heobxoamnmo Hanmune DHCP-cepBepa B ceTw.

Bepcusa IP (poctynHo npu nocrtaBneHHou rano4ke «Ucnonb3oBatb IPv6»): BbiGepute
«IPV6», yToGbl ncnons3oatb 128-pa3psgHble pasmepsbl IP-agpecos.

IP-agpec: ecnu onuusa DHCP oTkntodeHa, B gaHHOM nosie Heobxoammo HasHauuTb |IP-agpec
BPY4HYIO.

Macka noaceTun: no ymonyaHumio ncnonb3yetcs 3HavyeHne 255.255.255.0 (gaHHbI napameTp
N3MEHSTb HE pekomMeHayeTcs).

OCHOBHOW WINKO3: YCTAHOBUTE agpec Lni3a.

MpepnounTtaembin DNS: yctaHoBuTe npegnoyntaemoini agpec DNS.

AnbTepHaTuBHbIN DNS: ycTtaHOBUTE anbTepHaTuBHbIN agpec DNS.

MAC-agpec: MAC-agpec IP-nopTana (gaHHbIn NnapameTp U3MEHATb HE peKOMeHOyeTCS ).

NMPUMEYAHUE!
Mpu HasHayeHuun IP-noptany IP-agpeca HeobxoaMmo y4duTbiBaTh, 4TO |IP-agpeca B ceTu He AOMXHbI

noBTopsiTbcs. [locne nameHeHUst NnapamMeTpoB B JaHHOM pasferne Heobxoanmo nepesarpy3utb IP-noptan.

BHUMAHUE!

Mocne nameHeHust ceTeBbIx NapameTpoB IP-IP-noptan 6yaeT nepesarpyxkeH aBToMaTU4ECKU.

[na coxpaHeHus N3MEHEHMI HaXXMUTE KHOMKY [COXpaHUTb]| BHM3Y 3KpaHa.
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8.3. PPPoE

CtpaHuua HacTporku napameTtpoB PPPOE npeacrasneHa Ha PucyHke 8.3.

MeHlo npegHasHayYeHo Ansi HAcTpoWiku coeanHeHus PPPOE, koTopoe MOXET MpUMEHSTbCS
Ans nonyyeHuss goctyna IP-noptana B ceTb VIHTEPHET npu npenocTaBrneHnyM npoBangepom

l/IHTepHeT—ycnyr ANHaMN4eCcKoro IP-a,u,peca, MMEHN Nornb30oBaTeNA U naposia Aansa ayTeHTI/I(*)I/IKaU,VII/I.

BE\VARD

NoKankHele HacTpeiika PPPOE

Ayawo

Bugeo BKNOUMTE

CeT AyTeHTuduKkaLMA

> Ousosmase -

& T Mons3osatens
flapere

-

> E-mail

> DDNS

> VPN

> RTSP

> HTTPS

> siP
Banuce
Tpeeora
KoHTponnep
CHucTeMHEIe

Puc. 8.3
BknounTb: BKNIOYNTL/OTKNIOUNTE GyHKUMO PPPOE.
AyTeHTudumkauma: Bbibepnte NpOTOKON NPOBEPKN NOASTUMHHOCTMW.
Appec: IP-agpec/nomeHHoe nms cepsepa PPPoE (BbigaeTtcsa cepepom).
NMonb3oBartenb: BBeANTE UMS NOfb3oBaTenNs Ansa co3gaHua coeguHeHns PPPoE.
Maponb: BBeaMTe Naposib Nofb3oBaTens ans cosgaHna coeanHennst PPPoE.
Bpewms B ceTu: oTobpaxxeHne BpeMEHN CoeaUHEHUS.

[nsa coxpaHeHus1 3MEHEHUIN HaXXMUTe KHOMKY [CoXpaHUTb] BHU3Y SKpaHa.
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8.4. E-mail

CTtpaHuua HacTporku napameTpoB E-mail npeacrasneHa Ha PucyHke 8.4.

BC\VARD

TNokankHele HacTpoiika E-mail

Ayawo

Bugeo SMTP-cepesp (152.168.0.126
om
o pasuTens |DS05M@domain.local
n
A lonyuatens beward@domain.local
Momssosarere SUTP feward |
o T beward
Fapors TP
> PPPOE
SN

ssL ]

> FTP

> DDNS

> RTSP

> HTTPS

> SIP
Sanuce
Tpesora
KoHTponnep

CHucTeMHble

Puc. 8.4

,D,aHHbIIZ NYHKT MEHI0 MNo3BONnAeT YCTaHOBUTb HaCTpOIZKI/I NnOYTOBOro KrMeHta Aand

MCcnosib3oBaHUA onunn oTnpaBkn KagpoB BO BITOXEHUU NMUCbMa SﬂeKTpOHHOVI NOYThI.

SMTP-cepBep: BBeaute IP-agpec nnm nms ucnonsdyemoro Bamm SMTP-cepBepa.

OTHpaBMTeﬂbZ BBeouTe WuMd NOYTOBOINO AlMKa oTnpasuTend ansa Oonee nerkon

I/IJJ,eHTVI(*)VlKaLI,VIVI nosny4yeHHbIX nNncem.

nonyanenb: BBeAUTE UMA MOYTOBOIro AlMKa nony4yartens. Ha 3ToT no4ToBbIN ALMK 6y,El,yT

oTnpaBiATbLCA NUCbMa.

Monb3oBatenb SMTP: YKaXute Mg nonb3oBaTtend And AoCTtyna K No4YTOBOMY CepBeEpY.

Maponb SMTP: BBeanTe naponb Ans 4OCTYyNna K NO4TOBOMY CEpPBEPY.
Tema nucbMma: BBe4MTE 3arofioBOK NMCbMa.

SMTP-nopT: BBeguTe nopt cepsepa SMTP (no ymonyaxutio — 25).

SSL: BblibepuTe 3TOT NYHKT, ecnv npoBavaep TpebyeT ncnono3osaHme SSL.

[nga coxpaHeHus N3MEHEHUI HaXXMUTE KHOMKY [COXpaHUTb] BHM3Y 3KpaHa.
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8.5. FTP

CtpaHuua HacTporku napameTpoB FTP npeacTtaBneHa Ha PucyHke 8.5.

BE\WARD

TNokankHele HacTpoiiku FTP

Ayauo
FTP-cepeep 1 FTP-cepsep 2

Anpec [89.201.78.13 [ps.201.78.14
Bt

Buaeo

CeTb

Mopt
> OCHOBHLIE er 21

?> LAN

Monsaosatens [userftp juserftp

> PPPOE

|
|
Katanor [/door_station/ ] [rdoor_station/
J
|

M2pore [seseeee [resases

> E-mail
e
B

> DDNS

> RTSP

> HTTPS

> siP
3anuce
Tpesora
KoHTponnep

CHCTEMHBIE

Puc. 8.5

[aHHbIN NYHKT MEHI MO3BOMSET YCTAaHOBUTb HAcTponkm FTP-knueHTa Ang MCNoSib3oBaHUS
onumn oTnpaeku Buageosanucen n kagpos Ha FTP cepeep. Bbl MoXeTe ycTaHoBUTL ABa agpeca FTP-
cepBepa. B cny4ae ecnu oCHOBHOW cepBep HeEAOCTYMNeH, Ana oTnpaBku dannos bygeT Mcnonb3oBaH
anbTepHaATUBHbIN.

Appec: Beeaute IP-agpec FTP-cepBepa.

MopT: BBeante nopt FTP-cepsepa. NopT no ymonyaHuio: 21.

Katanor: ykaxute nanky Ha FTP-cepBepe, B KOTOpPylO HeOOXOAMMO 3anucbiBaTb Pansbl.
Ecnu nanka He ykasaHa, unu ykasaHHas nanka He cywecTByeT, TO OHa OyaeT aBTOMaTUYECKU
cosgaHa B kopHeBoM kaTtanore FTP-cepsepa.

Monb3oBaTtenb / Maponb: BBeAUTE UMSA Nonb3oBaTens M naponb Ana gocrtyna k FTP-
cepsepy.

HavyanbHbin nopt / KoHe4yHbIW nOpT: BBEeaUTe AManasoH MNOpPTOB Ans goctyna k FTP-

cepBsepy.
NMPUMEYAHMUE!

Mepen HacTponkon oTnpasku cannos Ha FTP-cepBep ybeantech, 4to y Bac ecTb gocTaToYHO NpaB Ans

3anncu Ha gaHHbIN cepBep.

[nga coxpaHeHus n3MEHEHUIN HaXXMuTe KHOMKY [CoXpaHUTb] BHU3Y SKpaHa.
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8.6. DDNS

Ctpanuua HacTporku napameTpoB DDNS npeacrtasneHa Ha PucyHke 8.6.

BEWARD [ rpscors{ secrpossoa | com | Tpwos | —awoon |

TNokankHele HacTpoiika DDNS

Ayauo
Buageo BrniounTs Appec dyndns.org

CeTb peep ’ 2
> OCHOBHLIE

Napon
? LAN o

owes
> PPPOE ! :
Appec cepeepa members.dyndns.org
MopT cepeepa (30000

> E-mail

> FTP

MopT ganHex (5000
W HTTP oot
Witessan oovoanenv

Mpumep gomenHa:test1.dyndns.org

> VPN

> RTSP
> HTTPS
Sanuce

Tpesora

KoHTponnep

CHCTEMHBIE

Puc. 8.6

MeHio npegHasHa4vyeHO ANnsi HacTpPOMKM coeanHeHust ¢ nomoulbtio cepsuca DDNS. Cepsuc
DDNS npepoctaendet Bam Bo3MmoxHOCTb caenatb IP-IP-nopTtan goctynHbeiM n3 cetun UHTepHeT,
Aaxe ecnu B Bawem pacnopspkeHun nameHsiiowmnica nyonnyHein anHammyeckui IP-agpec.

Mpn nameHeHnn Bawero Tekywero IP-agpeca oH GygeT aBTOMatM4eckM COMNOCTaBMSATLCA C
onpeaeneHHbiM AOMEHHbIM MMEHEM, K KOTOPOMY MOXHO obpaTtuTbcsi M3 cetn VIHTepHeT B ntobon
MOMEHT BPEMEHN.

BknounTb: BkNoyeHne/oTknodeHe yHkumm DDNS.

CepBep DDNS: meHto npegHasHayeHo ans Bolibopa nposangepa ycnyrn DDNS.

NMonb3oBaTenb: BBeAUTE WUMS MOMb30OBaTenNs, MOMyYEeHHOE MNpW perucTpaumm Ha caunTte
npoBangepa DDNS.

Maponb: BBEANTE Naporib, NOMYYEHHbLIN NPU perncTpaumm Ha cante nposargepa DDNS.

[JomeH: BBEAUTE JOMEHHOE UMS, MOMNyYEeHHOE Npu perncTpauuu.

Appec cepBepa: BBeaute agpec nocraswmka ycnyrn DDNS.

MopT cepBepa: nopT, ucnonbdyemoli and DDNS. 3HayeHne no ymonyanuto: 30000 (maHHoe
3Ha4YeHMe U3MEHSATb HE pekoMeHayeTcs).

MopT AaHHbIX: BBEAMTE NOPT AaHHbIX, UCNOSMb3yeMblld AN nepeagpecalmm nopTos.

HTTP-nopT: BBegute HTTP-nopT, ncnonb3yemMbln ANg nepeagpecawmm nopTos.

MHTepBan oO6OHOBNEHuA: BbIbepuTe NEpUoOaUYHOCTb, C KOTOPOWM YCTPOWCTBO MOCne
n3meHeHus IP-agpeca 6yaet nHmummpoBatb obHOBreHue 3HaveHus IP-agpeca Ha DDNS-cepsepe.

[na coxpaHeHus N3MEHEHMI HaXXMUTE KHOMKY [COXpaHUTb]| BHM3Y 3KpaHa.
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8.7. VPN

Ctpanuua HacTporku napameTtpoB VPN npeacrasneHa Ha PucyHke 8.7.

BE\WARD

MNokaneHele HacTpoiika VPN

Ayavo

Bugeo Brniounte

. P
D ronsoserns
o rapons
> EERaR e
Bpewnmcea [ |

> E-mail

> DDNS

> RTSP

> HTTPS

> siP
3anuce
Tpesora
KoHTponnep

CHCTEMHBIE

Puc. 8.7
BknounTb: BKIOUNTL/OTKMOUMTE yHKUmMo VPN.
VNP-cepBep: BBegute IP-agpec unn gomeHHoe nvs cepsepa VPN.
Monb3oBaTenb: BBeANTE UMs Nonb3oBaTens Ans goctyna kK VPN-cepsepy.
Maponb: BBeauTe naponb anga gocryna k VPN-cepsepy.
IP-appec: none otobpaxaeT IP-agpec, nony4veHHbIn nocne yctaHoeneHns VPN-coeanHeHus.
Bpewmsa B cetu: none otobpaxaet ctatyc VPN-coeanHeHus.

[na coxpaHeHnsi U3MEeHEHWI HaXXMuTe KHOMKy [CoxpaHuTb] BHU3Y 3KpaHa.
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8.8. RTSP

Ecnn gyHkums RTSP BkrtoyeHa, nonb3oBaTenb MOXET nonyyaTb BUAEONOToK ¢ IP-nopTana B

pexxMMme pearbHOro BpeMeHu Yepe3 CTOPOHHWE nneepbl, nogaepxuBalowmne craHgapTHein RTSP-
npoTokon (Hanpumep, VLC, Quick Time, Real Player n gp.).

JdocTyn K BMOEOMNOTOKY 4epe3 CTOpOHHMEe RTSP-knuMeHTbl ocyllecTBnAeTcs npyv NOMOLLM
KomaHgbl rtsp://<IP>:<PORT>/av<X>_<Y>, rge:

o <|IP>—IP-agpec oOMOGOHa;

e <PORT> — RTSP-nopT gomodoHa (3HayeHue no ymonyaHumo — 554.);

e <X> — KOMaHOa KaHana ugeonoToka. Hymepaumsa kaHanoB HadMHaeTca ¢ Honsd. |IP-

nopTan MMeeT TONbKO OAWMH KaHarn, No3ToMy Heobxoanmo ykasaTb O;
e <Y> - koMaHaa npocunga sngeonotoka: 0 — OCHOBHOM NOTOK, 1 — anbTEePHATUBHbLIN NOTOK.
Mpumep KomaHAabl: rtsp://192.168.0.99:554/av0_0.

Tun cxaTtus Ans AaHHOro NOTOKa 3a4aeTcs B HaCTp0I7IKaX KoOOnpoBaHUA.

NMPUMEYAHUE!

Mpu nogkntoyeHum K IP-nopTtany 4yepes cetb NHTEpHET CKOPOCTb 3aBUCUT OT KaHarna gocTyna.

CtpaHuua HacTporku napameTpoB RTSP npeacrtaeneHa Ha PucyHke 8.8.

BEWARD

TokanbHele HacTpoiika RTSP

Ayavo

Bihgeo BKNIOUMTE

Ceri AsTopuzauma [V

> OcHoBHble Faaties Doy

o fopr

> PPPOE MynbTUKacT/ioHUKacT | MynsTukact v

> E-mail MynsTUKacT cepeep

> FTP TTOpT BUE0 OCHOBHOTO NOTOKA

> DDNS TIOpT ayAWO OCHOBHOTO NOTOKA

> VPN MopT BUaeo 0 NOTOKA |5020—|
m TopT ayauo 0 NoToKa ’5022—|

>

> SIP

3anuce

Tpesora

KoHTponnep

ChcTemHbie
Puc. 8.8

BknounTb: OTMETbTE AaHHbIV MYHKT ANd BKAOYEHUA pyHKuun RTSP.

ABTOpU3aumA: OoTMETbTE OAHHbIN NYHKT, ecnn gns npocmoTtpa RTSP-notoka Heobxogmmo
ucnonb3oBaTb aBTopusaumio. Npu Mcnonb3oBaHUMM aBTOpM3aUMM KOMaHOa Ana nonydeHns RTSP-
notoka wumeet BuAa: rtsp://<IP>:<PORT>/av<X>_<Y>&user=<USER>&password=<PASS>, rge
<USER> — umsa nonb3oBartensd, <PASS> — naporib.

Mpumep Komanapl: rtsp://192.168.0.99:554/av0_0&user=<admin>&password=<admin>.

Pa3amep nakeTta: yctaHOBUTE HEOOXO4MMBIN pa3mep naketa. 3HayeHne no ymonyanuto: 1460.
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MopT: nopt RTSP. 3HayeHne no ymonyanHuto: 554.
MynbTUKacT/IOHUKACT: BKIOYEHUE WM OTKMNIOYEeHMe BelaHus notoka «MynbTukact» (no

YMOSNYaHUIO BKITHOYEHO U HEQOCTYMHO OS5 U3MEHEHMS).
MynbTukact cepBep: ykaxuTte IP-agpec MynbTukact-cepsepa Bawuen cetu.

BHUMAHUE!
Onsa paboTtel ¢ npoTokonom «MynbTukacT» gormkHa 6biTb obecneyeHa COOTBETCTBYIOLLASA NoaaepxkKa Co

CTOPOHbI MapLupyTusatopa Balueii cetu.

nOprI Bnageo n aygno ana OCHOBHOMO U anbTepHaTMBHOIO MOTOKa Bbl MOXeTe 3agatb B

COOTBETCTBYIOLLMX NONAX B AnanasoHe oT 1124 go 65534.

[na coxpaHeHns U3MeHeHW HaxxMuTe KHOoNkKy [CoxpaHuTs).
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8.9. HTTPS

CTtpaHuua HacTporku napameTpoB HTTPS npeacrtaBneHa Ha PucyHke 8.9.

BEWARD e

NokaneHbie HacTpoiiku HTTPS

Ayauo

Bugeo Co3aaHue 1 YCTaHoBKa

CeTb | CamonoAnMCaHHeIil cepTudmkaT |

> OcHosHble | Co3AaTh 3anpoc cepTudukata | ‘ YCTaH0BUTL cepTudukar

> 2
s Co3aaHHEIi 3anpoc

> PRROE Cybwext 3anpoc cepTudukaTa He co3faH

> E-mail Coapan

> FTP

SRS | CgoiicTBa |l Ypanuts

YCTaHOBNEHHBIN cepTUdmkaT
> VPN

Cybvekr CepTudukart oTcyTCTBYeT
> RTSP

HTTPS

CocroaHue

> SIP 7 1 | CsolicTBa |l Yaanute

3anuce Tvn noaknioueHuA

Tpeaora Brnouute HTTP

i

CucremHble

Puc. 8.9

IOna HacTporikm u ynpaeneHuss HTTPS-coeguHeHneM npeaBapuTenbHO Heobxogumo
HacTpouTbL NapameTpbl B BEO-MHTEepdeNnce.

Bbl MoXeTe cosgaTb camonognucaHHbii cepTudmkaT MM cgenatb 3anpoc Ha cosfjaHue
cepTucmkaTa B LeHTpe cepTudukaumnu.

[CamonoanucaHHbIn cepTUdUKAT]: HaXMuTe AnNs  COo34aHMS  CaMOMOANMCAHHOro
cepTudukata. llocne BHeceHuss Bcel HeobxoguMmonm MHMOPMaUUM BO BCMMbIBAOLWEM OKHE WU
Haxatms kHonkn [Co3pmaTtb] cepTudumkat OyaeTr cpasdy Xe [OCTyneH [Ans MCMNONb30BaHUA W
oTobpasnTca B nomne «YCTaHOBMAEHHbIM cepTUDUKAT.

[Co3spaTb 3anpoc cepTudmkaTal: HaXXMUTE ANA CO30aHMs 3anpoca, KOTOPbIN B AaNbHENLLEM
MOXHO OyaeT nepedatb B LeHTp cepTudumkaummn. lNocne BHeceHMs BCel HEOBXOOUMOW UHOpMaLMK
BO BCMJIbIBAIOLLEM OKHE M HaxaTtusi kHomnku [Cosmatbk] 3anpoc oTobpasuTcs B none «Co3gaHHbIN
3anpocy.

Co3pgaHHbIN 3anpoc: B AaHHOM rnosie oTobpaxaeTcs 3anpoc cepTudukara.

[CBoncTBA]: HaXMUTE AONs NPOCMOTPa CBeAeHUW O 3anpoce cepTudukata, HeobBXoaUMbIX
ANA nepefayn B LEHTP cepTMduKaumm.

[YaanuTb]: HaxxmuTe Onsa yaaneHus 3anpoca ceptudukaTta.

[YcTraHOBUTBL cepTudmkat]: HaxxMuTe NS YCTaHOBKM cepTudmkaTta, Nofy4eHHOro 13 LeHTpa
cepTudmKaLmm No paHee co3gaHHOMY 3anpocy cepTudukarta. [JaHHas KHoMka CTaHOBUTCA OOCTYMNHA
TOMbKO Nocne co3fgaHus COOTBETCTBYIOLEero 3anpoca. [locne HaxaTusa KHOMKM OTKpPOeTCs CTpaHuua

3arpy3kn anna ceptudpmkaTa; ykaxute nyTb K danny cepTudmkata ¢ pacwuvpeHuem “pem” un
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HaXXmMuTe KHomky [3arpy3uTb]. YcTaHaBnuBaeMbIn cepTudukaT AOSMKEH COOTBETCTBOBATL 3anpocy,

TakK Kak rnpu ycTaHoBKe cepTugumnkaTa npomcxoauT ceBepka nHdopmaumm 3anpoca n ceptugukara.

NMPUMEYAHUE!

0Ons BO3MOXHOCTM 3arpy3ku damna wu3 JoKanbHOro kartamora TpeOyeTcs W3MEeHWTb HaCTPOWKM
GesonacHocTn Gpaysepa. [Ons storo nepenante B MeHio Cepeuc — Ceolicmea ob6o3peeamesnsi —
BesonacHocmb 1 HaxxmuTe KHOMNKY [Apyron]. B oTkpbiBLUEMCHA OKHE HanauTe NyHKT «BknroyaTb NyTb K

nokanbHOMY KaTanory npwu 3arpy3ke cdanna Ha cepBep» v Bbibepute «Bknwountb» (Puc. 12.5).

YcTtaHOBNEeHHbIN cepTudmKaTt: B JaHHOM nosnie oTobpakeH YCTAHOBMNEHHbIN cepTudmkar.
OT0 MOXeT ObiTb Kak caMonognucaHHbl cepTudukaT, Tak U cepTUdUKaT, NONyYeHHbIM B LEHTpe
cepTudmkaunn.

[CBoncTBA]: HAXMUTE AN NPOCMOTPA CBEOEHUN O TeKyLeM cepTudukare.

[YpanuTtb]: HaxXmuTe Anga yoaneHus cepTtudukara.

Tun nopkntoyeHun: BbibepuTe uUCNONb3yembld NPOToKon. [ocTynHbl 3HaveHus: HTTP,
HTTPS, HTTP & HTTPS.

Mpn ncnonb3oBaHnn HTTPS gns poctyna k BebG-uHTepdency mcnonbsyetca 443-n nopr.
YuuTbiBanTe 310, €cnu Bbl ucnonb3yete nepeHasHavyeHne NopToB Ha Ballem mapLipyTmnsaTope.

Ansa coxpaHeHus n3aMeHeHUn HaxxmuTe KHonky [CoxpaHuTb].
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8.10. SIP

CtpaHuua HacTporku napameTpoB SIP npefcrtasneHa Ha PucyHke 8.10.

BEARD

NokankHele HacTpoiika SIP

Ayamuo
Paspeumts SIP #1 Paspelwuts SIP #2

Bugeo [ ]Pasp L IPasp

MmA: Wws:
CeTk

Homep: Homep:
> OcHOBHEIE

VMR nonb3oaatena: VIMA NONbaoBaTens:

repons — Rapons: ]
SIP nopr: SIP nopr.
3aperncTpMpoBaTeeA Ha SIP cepeepe 3apervcTpMpoeaTtsCA Ha SIP cepeepe
® R Cepeep pervcTpaLmn: |:| MopT: Cepeep perucTpaLm [ Nopt  [5060
> EItE SIP cepeep: |:| MopT- SIP cepeep [ | MopT  [5060
> VPN JomodoH HaxoguTcA 3a NAT Jomodox HaxoguTeA 3a NAT
DEE stun e — st —

> HTTPS STUN ropt- Bazs | I Bars |
[T r——— RFC2833 v P DTVF: RFC2833 v

Januce

> LAN
> PPPOE

2 E-mail

JlononHMTENBHO

Tpesora
Tunnorors
KouTponnep

Bbi308 a00HEHTA NPY HAKATHM KHOMKY "Bbi30B"
CHCTEMHbIe P

AKKEYHT ANA BLI3083: SIP 1

[[]Beissats aboHeHTa #1:

[[] Bizeath aboHeHTa #2:

[] Beissatk aboxeHTa #4:

I
I
[[] Brizeats aboHenTa #3: [
I
I

[[]Beissath aboHeHTa #5: |

PeneiiHsii Baixod 1(DTMF): :D Pa30pEaTh COEMMHEHHE NOCTIE OTKPLITHA JBEpH
PeneitHsii Beixon 2(DTMF): |:|D Pa3opeath COEMHEHNE NOCTE OTKPLITHA BEpH
PeneiiHsiit Buixog 3(DTMF): |:|D Pa30peath COEMMHEHHE NOCTIE OTKPLITHA JBEpH

[[] Np#HMMATL BXOAAUME 3BOHKW

[[] WicnensaoBate Menoawo BI30Ba

3aBepLWHTL COSAMHEHHE KHOMKOH "BLI30B™
BO BpEMA BLI30BA
Bo BpeMA pa3rceopa

Puc. 8.10
Ana HacTponku n ynpasnenuns SIP-coeguHeHveM npeaBapuTenbHO HEOBXOAMMO HacTpoOUTb

napameTpbl B BEO-MHTEpPdENCE.

PaspewunTtb SIP #1 (#2): aktuBmpyeT BbibpaHHbIN akkayHT. OgHOBPEMEHHO MOXeT paboTaTtb
Kak OauH akkayHT (ntobon), Tak n oba akkayHTa cpaasy. [1o ymonyaHuio aHHble NyHKTbl HE BblIOpaHbI.

Mmsa: uma BbI3bIBHOW NaHenu, otobpaxaemoe npu 3BoHKe. 1o ymonyaHve none nycroe.

Homep: HOMep BbI3bIBHOW nNaHenu, UCNOMNb3yembll AN Bbl30oBa  CTOPOHHUMU
none3oartensamMu. 1o ymonyaHuio none nycroe.

Uma nonb3oBatens/laponb: AaHHble wucnonb3yemble AN peructpauuun (aBTopusauum)
BbI3bIBHOW NaHenun Ha SIP-cepeepe. 1o ymon4yaHuio none nycroe.

SIP-nopT: 3Ha4yeHMe nopTa, N0 KOTOPOMY OCYLLECTBNSAETCHA B3anmoaencrame ¢ SIP-areHToMm.
3HaveHune no ymonyanuio 5060.

3apernctpupoBatbca Ha SIP cepBepe: paspelsaeT npou3BectM peructpaumo Ha SIP-

cepsepe. [1o yMonyaHuto NyHKT He BbiGpaH.
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CepBep peructpaunu/llopT: agpec B ceTu cepBepa peructpauum u ero nopt. Agpec

cepBepa perucrTpauumn MoXeT coBnagaTtb ¢ agpecoM SIP-cepsepa. Mo ymon4yaHuio nonsi nycrble.

SIP cepBep/TMopT: agpec B cetn SIP-cepepa (agpec ATC unu npokcu-cepeepa) U 3HaYeHus
nopta gnst obMeHa gaHHbIMU. 1o ymonyaHuio nons nycrble.

DomodoH HaxoauTtca 3a NAT: paspeluaeT paboTy Bbi3biBHOM NaHenn yeped STUN-cepsep.
STUN-cepBep sIBNSeTCS CpeAcTBOM, KOTOpoe nomMoraeT onpenenuTb nokanusauuto IP-noptana B
cetn ViHTepHeT. No ymonyaHuto none He BbiGpaHo.

STUN IP/MopT: agpec 1 nopT STUN-cepsepa.

BHUMAHUE!
STUN He 6yneT koppekTHO paboTtaTtb ¢ cummeTpuyHbiM NAT. IMpu cummeTtpuuHom NAT IP-agpec STUN-
cepBepa OTNM4aeTcs OT KOHEYHOro agpeca, u u3-3a atoro agpec NAT, koTtopbin Buant STUN-cepsep,

OTIIN4aeTCA OT KOHEYHOro agpeca, KOTOprl7I 6y,u,eT MCcnonb30oBaTbCA OJ1A OTNPaBKN NMAKETOB KITNMEHTY.

Pexxum DTMF: BbIGop pexnma nepegayn DTMF-curHanoB. [JJOCTYNHbI PEXUMBI:

e RFC2833 — otnpaensetr DTMF-ToHbl B RTP-naketax.

e In-Band — DTMF curHanbl BKMOYEHblI B Meama noTok; ucnonb3yetcs Tonbko gnga G.711

alaw/ulaw.

e SIP INFO - otnpaBsnsiet DTMF-ToHbI B INFO-coo6LeHusX.

Tun noTtoka: BLIOOP TMNa NOTOKa, KOTOPLIA OyaeT TpaHCNMPOBAaTbLCS B MpOLIECCE pa3roBopa
locta u Knuenta. Mo ymonuanuio ans SIP 1 BbiGpaH OCHOBHOWM BMAEOMNOTOK, ans SIP 2
anbTepHaTUBHbIN BUAEOMNOTOK. Takke JOCTYNHO 3Ha4YeHne « TOMnbKo ayamnoy.

Bbi3oB aGoHeHTa NMpu HaxXaTUMu KHOMKM «BbI30B»: N03BOMNsieT Bbi3BaTb abOHeHTa npwu
HaXkaTuM KHOMKW BbI30B CO CTOPOHbI BbI3bIBHON naHenn. ®yHKkums He paboTtaeT, ecnv He BblibpaH
aboHeHT ans Bbi3oBa.

AKkayHT Ans Bbi3oBa: TpebyeTca Ans Bbl3oBa aboHeHTa (aBOHEHTOB) NPU HaXKaTUM KHOMKM
«Bbi3oBy». Mo ymonuyaHuio ycTaHOBEHO 3HayeHune «SIP 1». Ecnu akkayHT «SIP 1» OTKNoYeH, TO
3HayeHve aBToMaTMYeCKn MeHsieTcs Ha «SIP 2» (1 Haobopor).

BbizBaTb aboHeHTa 1-5: B 3TOM none 3agaeTtcs HOMep abOHEHTa, KOTOPOro Hagdo Bbi3BaTb
NPy HaXaTuUn KHOMKK «Bbi3oBy. Mo ymonyaHuio nons nycrbie.

PenenHbin Bbixog 1-3 (DTMF): B aTtom none 3agaetcsa 3HavyeHne DTMF-curHana, npu
NOCTYMMEHNN KOTOPOIro 3amMbIKaloTCS BbIXOAHbLIE KOHTaKTbl pene. Hanpumep, npy HaxaTumn ykasaHHON
B OOHOM W3 3TUX MNONMEn KHOMKM TenedoHa OymeT OTKpbiBaTbCs BXOgHas ABepb. [lonyckaeTcs
3agaHue go Tpex cumsonoB DTMF (cumsonsl: 0-9, #, *). o ymonyaHuio nons nycrble.

PasopBaTtb coeauHeHue nocrne OTKpPbITUA ABepu: Npu BblboOpe 3TOro NyHKTa CoeavHEeHue
OyneT pasopBaHO, €Cnv nocTynuia KoOMaHnga OTKpbITUS ABepu (Ha BbI3bIBHYIHO MaHenb MOCTYMNWUI

curHan DTMF Ha 3amblkaHWe BbIXOAHOrO KOHTakTa pene). PyHKuusi MoxeT OblTb HacTpoeHa
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OoTAENnbHO Ans Kaxaoro Bbixoda perne. Mo ymonyaHuio 3TOT NYHKT He BblGpaH HM Ans O4HOro U3

KOHTaKTOB BbIXOHOIO pere.

MpuHMMaTbL BXxoAasimMe 3BOHKU: NO3BONSET NPUHMMAThL BXOAdALME 3BOHKM Ha oauH n3 SIP-
aKkayHTOB aBTOMaTuyecku, 6e3 kaknx-nmbo A4enNCTBMI CO CTOPOHbI Nonb3oBaTtens. Ecnu akkayHT, Ha
KOTOpbIN COBepLUaeTCH BbI30B, HEAOCTYnNeH, To IP-nopTan oTMeHseT BbI30B (OTNpaBnseT coobleHne
06 oTMeHe BbI30Ba).

3aBepwunTb coeanHeHne KHonkon «Bbi3oB»: npegocTaBnsaeT aboHEHTY, HAaXOAALEMYCS CO
CTOPOHbI BbI3bIBHOW MaHeNM, BO3MOXHOCTb 3aBEpLUMTL COeMHEHNE HaXxaTheM KHOMNKK «Bbi3os». Mpu
3TOM coeAuHeHne MoXeT OblTb pasopBaHO BO BpeMs Bbl30oBa (COeAWHEHWE elle He YCTaHOBMEHO)

M BO BpeMA pa3roBopa. Mo YMOJI4aHUo oba NYyHKTa 3a0elCTBOBaHbI.

[ns coxpaHeHnsa N3MEHEHUN HAXXMNTE KHOMKY [CoXpaHUTb].
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8.11. Wi-Fi

BHUMAHUE!

Mpn nogkntoyeHHom USB-moaeme onumsa Wi-Fi oTkntovaeTcs.

Ona mogenn DK103(P)W Bo3amoxHa nepegada gaHHbix oT IP-noptana B ceTb Ethernet no
6ecnposoagHon TexHonornn Wi-Fi ctangapt IEEE 802.11 b/g (ao 54 Méut/c). BecnpoBogHow moaynb
IP-noptana pabotaeT B pexume "Infrastructure" (knueHT Toukm goctyna). MNpu atom kaxabia IP-
nopTtan nogknto4vaeTtca yepe3d Touky goctyna (AP). B pexume "Infrastructure" (unu no- gpyromy
KnueHT/cepBep) 6ecnpoBogHasa ceTb COCTOMT Kak MMHMMYM M3 OgHOM Touvkn agoctyna (Access Point),
NOAKIMIOYEHHON K MPOBOAHOW CETWU, U HEeKOToporo 4ymcna 6ecnpoBOOHbIX OKOHEYHbIX YCTPOWCTB, B
HaweMm cnydae - 6ecnpoBogHbix IP-noptanoB. CtpaHuua HacTponku napameTtpoB Wi-Fi

npencraeneHa Ha PucyHke 8.11.

BEWARD s me gy s p—

TokanbHble Hacrtpo#ka Wi-Fi

Ayauo
Brniounts [

DHCP []

Bugeo
CeTb
D Ochostie IP-appec | 107. 168. 1 . 160
> LAN A 255. 255. 255. 0
| wm wnee | 100, 168 1 . 1
‘ s ]
> PPPOE
Y —
Tun wudposanua |WEP .
Pexum windpoealua |Open System .
®opMaT knioua wecruaguampuuuk.
LUnpuHa kaHana [Asto .
Pexum |AsTo .
> HTTPS

Cox| T
> e

3anuce

> E-mail
> FTP
> DDNS
> VPN

> RTSP

Tpeeora

OTKpbITHE ABEPH

TepmuHan

CucremHsie

Puc. 8.11

BknouuTtb: yekbokc Bknouvawowmun paboty onumm Wi-Fi. Mo ymonuanuio onuua Wi-fi
OTKITHOYEHa.

DHCP: yekboKC BKNOYaKOLWUIN aBTOMATUYECKOE MOSNyYEeHNEe OCHOBHbIX CETEBbIX NMapaMeTpoB
oT Wi-Fi Toukn goctyna. Anga paboTbl aton dyHKUMM HeoBXxoamMMm akTuBmpoBaHHbIn DHCP-cepsep B
HacTpoviKax TOYKM JocTyna.

IP-agpec: ecnu onuua DHCP oTknioyeHa B HacTpoWkax TOYKM [OCTyna, B JaHHOM rorne
Heobxoaumo HasHaunTb IP-agpec BpyyHyto.
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BHUMAHUE!

IP-agpec 1 Wwnto3 ans 6ecnpoBoAHOrO MHTepdbeiica He OOMKHbI COBMaAaTth C 3TUMU Ke napameTpamu

Ons npoBoaHoro nHTepderica! Agpeca AomkHbl pacnonaraTbCsa B pasHbix noaceTsx! Takum obpasom, Bbl
MoxeTe ycTtaHoBUTbH |P-agpec ana nposogHoro wuHTepdenca 192.168.0.99, ana 6GecnpoBogHoro
192.168.1.99, HO He MOXeTe YCTaHOBWUTb Anisl NpoBogHoro mHtepdenca IP-agpec 192.168.0.99, a ons
6ecnpoBogHoro 192.168.0.100.

Macka noaceTu: no ymonyaHutoo ucrnornb3yetcsa 3HaveHne 255.255.255.0 (aaHHbIM napameTp
N3MEHSTb HE pekomeHayeTcs).

LUnto3: yctaHoBUTE agpec Wio3a, Kak npasuno — ato IP agpec Wi-Fi Toukn goctyna.

SSID: (go 32-x nevaTtHbix cumBosioB ASCII) — 3To yHMKanbHOE UMSI, CONOCTaBIEHHOE AaHHOW
6ecnpoBogHon cetn. WpeHTudwmkaTop npegoTBpawlaeTr  cnyyvavHoe — obbeguHeHue  OBYX
nepecekarmxca 6ecnpoBOAHbIX NoKanbHbIX ceTern. HeobxogMmMo yCTaHOBUTb 3HadeHuMe 3TOro

napameTpa aHanorM4yHo yCTaHOBIIEHHOMY Ha TOYKe AoCcTyna.

lUudpoBaHne: MOXHO yCTaHOBUTbL MapamMeTpbl wWudpoBaHua Ans

Het O0esonacHoctn Wi-Fi nogknodeHnsa. BoamoxHble 3HadeHuss — Her
WEP

(wncbpoBaHue BbIkNOYeHo), WEP - wwudgposaHne WEP, WAP -
WPAZ wundpposaHne WAP, WPA2 — windposanne WPA2.

O6wme cBegeHUA o 6e3onacHOCTU 6eCcnpoBOAHbLIX COeANHEeHUN

[ns npenoTBpalleHnsl HeCaHKLUMOHMPOBAHHOMO AocTyna kK GecrnpoBOAHOMY COEAVHEHUIO
HeoGxoaumMo ocoboe BHUMaHWe K Borpocam 6e30nacHOCTH.

BbecnpoBogHas Touyka AoCcTyna nogaepKmMBaeT HeCKoNbko BuaoB 3awmTbl Wi-Fi cetn ¢
NCNONb30BaHMEM Pa3fNYHbIX METOAOB W anroputMOB LWINpPOBaHNA n uaeHTudpukauumn (WEP,
802.1x, 802.1x ¢ WEP, WPA-PSK, WPA-AES n WPA RADIUS).

Mcnonb3oBaHne TOro uUnM MHOrO Buaa WNPOBaAHMS MO3BOSIUT 3HAYUTESNbHO CHU3UTb PUCK
nepexsaTta WHGOpMaLMM N HECaAHKLUWMOHUPOBAHHOIO MOAKMYeHus K Bawen GecnpoBogHOW ceTw.
Hanbonee npocton n 0ogHOBPEMEHHO HAMMEHEE 3aLUMLLEHHBIN NPOTOKON wudpoBaHna ato WEP ¢
ONMHHONW krtoda 64 6ut. Ero cnegyet Mcnonb3oBaTb TOMbKO B TOM Crlyvae, ecnv nogkniovaemoe
obopyaoBaHune He nogaepXuBaeT Apyrux anroputmMoB LWNPOBaHKS.

MpoTokonbl 3awmnTtel WEP (Wired Equivalent Privacy), WPA n WPA2, obecneunBaroT eanHyto
WHAPaCTPYKTYPY ANS ynpaBfeHust OOCTYMNOM, 3aluTbl U WNGPOBaHMA AaHHbIX, Nepecbhinaemblx
mexay 6ecnpoBogHOM TOYKOM AgocTyna n 6ecnpoBogHbIM KNMeHTOM. [ns 3awuTbl NOAKNIOYEHUSA HA
TouYke gocTtyna Heobxoanumo aktnsuanposaTbe WEP nnn WPA.

B ocHoBe npotokona WPA, koTopbin npuwen Ha cmeHy WEP, nexut nogmMHOXecTBO
ctaHgapTta IEEE 802.11i, a WPA2 ocHoBaH Ha okoH4aTenbHom pegakuuu ctaHgapta IEEE 802.11i. B
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WPA npumeHsieTcss HECKONbKO CnocoboB 1 anroputmoB, B YacTHocTu TKIP (Temporal Key Integrity

Protocol) n AES (Advanced Encryption Standard), gns noBbllWEHMST HAOEXHOCTM METOLOB
ynpaBreHnss Kniovyamu un wndpoBaHns. BonbLUMHCTBO COBPEMEHHbIX 6ecnpoBOAHbIX YCTPOWCTB
coBmecTuMbl ¢ WPA,

WEP n WPA wundpytoT AaHHble, nepecbiriaeMble Mexay Toudkon goctyna v yaaneHHbIMu
KnueHTamu. To ecTb, kntod (Habop CMMBOSOB), M3BECTHLIN Kak BbecnpoBogHon Toudke gocTyna, Tak u
KNWEHTY, UCMOonb3yeTcs ANs WdPOBaHNA U BOCCTAHOBMEHMS OaHHbIX, NepechifiaeMblX Mexay aTUMn
ycTponcTBamu. Banomwimk, 3aBnageBLUni KNIOYOM, MOXET paclumndpoBaTb AaHHbIe, NepecbinaemMble
mexay 6ecnposogHbiMM AP 1 KNMEHTOM, UMW YCTaHOBUTb coeduHeHue ¢ GecnpoBoaHOM Touykon
gocTyna.

CywecTtBeHHbIn HegocTtatok WEP 35TO0  HeobGxoOuMOCTb  BPYYHYHO BBOOMTL  KIHOM,
ncnonb3yembli 4nsi LWMpPoBaHMS, Kak Ha 6ecnpoBOAHOM TOYKE, TaK U Ha KNNEHTE.

[Ons yctpaHeHus HepoctatkoB WEP wungposaHua npotokon WPA gononHeH yHKUMSMK
ynpaeneHuna kntovom. Kak n B8 WEP, kntod 3gecb ncnonbdyetca ans wndpoBaHmsa gaHHbiX. OgHako
OH BBOAMTCHA OOWH pa3, a BNocneacTteBuMM C nomolbio atoro krnova WPA reHepupyeT HacTosLwmK
Knod ana wudgposaHna gaHHbix. WPA nepuognyeckn MeHsieT kntod. CregoBaTtenbHO, B Criyvae
B3/IOMa Krtoya wudppoBaHus, ToT ByaeT noneseH TOMbKO A0 Tex nop, noka 6ecnpoBogHas Touka
AOCTyNna W KINUeHT aBToOMaTUYECKN He N3MEHSAT €ero.

OntumanbHbin  pexumom  aensetcas  WPA  Pre-Shared Key (WPA-PSK), koTopbin
obecneynBaeT AOCTAaTOMHO HAAEXHYIO 3aLLMTy 1 NPOCT B HACTPOWKE.

Ana HacTtponkn mncnonb3oBaHua pexmma WPA-PSK HyxHO BbiGpaTb napametp WPA Pre-
Shared Key. B Touke goctyna peanusoBaHbl Tpu anroputma WPA: TKIP, AES n coBmelleHHbIn. TKIP
- 9TO yCTapeBWMWA MPOTOKOS, MpefHa3HaYeHHbIN Afs TOro, YTobbl YCTPaHMTb MHOFOYUCIEHHbIE
npo6brnembl WEP [0 LWMpOKoro pacnpoctpaHeHus npoTtokona crieayowero nokoneHus WPA (WPA2).
B TKIP ucnonb3yeTcs TOT e anroputm wudpoBaHus, yto n 8 WEP, HO MHorne umsbsaHbel WEP
yCTpaHeHbl bnarogaps AMHaMMYECKOW CMEHEe Krtoya WNGPOBaHNA OaHHbIX, LUMGPOBAHUIO OAHHbIX
HaCTPoOWMKKU, NpeacTtaBneHHbIX 0bbl4HbIM TekcToM B WEP, 1 npoBepke uenoctHoctn coobueHmnn. AES
- 9TO HOBbIN, WUCKMOYMTENBHO HAOEXHbIA anroputMm wWngpoBaHus, BasvMpyemblin Ha cTaHgapTe
802.11i n WPAZ2.

Mocne BbiGopa pexnma pabotbl BBoauTca kntod WPA Shared Key. HeobxoamMmo BBecT oanH
N TOT e KN4 Ha BCEX KNMeHTaX, KOTopble YyCTaHaBNMBAKT CBA3b C Touykow goctyna. Cneayet
BblOMpaTh OMVHHBLINA, TPYAHO pasragblBaemblin knod. [nvHHa knoya He meHee 8 CMMBOIMOB, HO He
6onee 63 cumsonoB ASCII. PekomeHoyemas anvHa kniova He 6onee 20 CMBOMOB.
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BHumaHune! He pekomeHayeTcst BBogMTb Kntod anmHon 6onbwe 20 ASCIl cumBonos, Tak Kak

ANVHHBIV KINoY MOXKET CYLLECTBEHHO 3aMeAnnTb paboTy TOYKM OOCTyna.

Ecnu knueHTbl HecoBMmecTuMbl ¢ WPA, nyyuwe ncnonssosatb WEP, 4yem BoBCce 0TkasaTbCs OT
3awmtbl. Ons Hactponkn WEP B cneagyet ykasaTb pexum 6esonacHoctn Shared Key (Mento
Advanced Setting), BbibpaTb koY ANsg UCNOMbL30BaHWUS B KAa4ecTBe CTaHAAPTHOrO Kro4a nepegayu
(ko4 ¢ Homepom oT 1 go 4) u gnvHy WEP «knwoua (64 wnim 128) ¢ npeacraBneHnem B
wecTtHaguatepnyHom wunu  ASCll-cpopmate. Knou cnegyetr BBectu B none Key, kotopoe
COOTBETCTBYET BblOpaHHOMY CTaHO4apTHOMY Kntodvy nepepadn. Hanpumep, ecnu BbibpaH 64-x
paspsaHbIA LWeCTHaauaTEPUYHbIN KoY, TO MOXHO BBECTM CTPOKY M3 AECATU LieCTHaguaTepuyHbIX
umdp. A1y koHdurypauuo WEP-kntoya HeobxooMmo MOBTOPUTbL BO BCEX KIIMEHTaX, MO3TOMY
cnenyeT BbiOMpaTb BapMaHT HAaCTPOWKK, NMPUEMIEMbIN O7151 BCEX YCTPOUCTB.

BHumaHue! Mpoueaypa HacTporikn WEP wndpoBaHua MOXET pasnuyatbes Ana pasfiudHoro
obopyaoBaHus B 6onbLuen cteneHun, 4em Hactpornka WPA, noatomy pekomeHgaumm no WEP TpyaHee

afanTupoBaTb K KOHKPETHOW CUTYyaLUK.

Takmum o06pa3om, NO CTOMKOCTU K HECaHKLMOHMPOBAHHOMY [OCTYyNny pPeXuMbl
WndpoBaHMA pPacnosioXeHbl crieayowmm obpasom:
e WEP 64 6ut
e WEP 128 6urt

e WPA TKIP
e WPA2 AES
LndpoBaHne 6ecnpoBogHoro coeguHeHus B IP-noptane
HeT v Ecnn BbibpaHo NONE, TO Kamepa noaknw4yaetcd K
He3aLLMLLEHHOI CeTV 6e3 NCTONb30BaHUST LLIMPOBAHUSI.
WEP i
WPA B atom cnyyae gnga nogkntoveHuss K cetm Wi-Fi HY)XHO TONbKO
WPAZ 3agaTtb npaBunbHbIN SSID.
WudposaHne WEP

Mpn BbIGOpe wudposaHns WEP Heobxogumo BBecTn [Maponb Ana nogknioveHus K
3aLMLLEHHOMY COEINHEHUIO.

B paHHOom o6opygoBaHun ana  6Ge3onacHoM nepedadn  AaHHbix  mcnonb3dyetca WEP
WwudpoBaHue ¢ anuHon krtoya 128 6ut popmata HEX. [nga BkntoveHUs wngposaHns Heobxoaumo

Mapont (essssssssssen

BeBecTn WEP knto4 B CTPOKY , UTOObI 3awmdpoBaTb AaHHble. Koy MoxeT

cogepxatb 0...9, A, B, C, D, E, F, T.e. wecTtHaguaTepuyHble CUMBOJIbI, KITOY JOIMKEH UMETb OSIMHY
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26 cumBonos (wudposaHne WEP 128 bit HEX). B atom cniyyae IP-kamepa CMOXeT NOLKITHUNTLCA K

Touke gocTyna, y KOTOPOKM B HAacTpomKax NponmncaH aHanormyHbIn KoY LWMpoBaHnsa U ycTaHOBNEHO
wudgposaHne WEP c knto4om 128 6uT.

B MEHI0 NaeHTudnkauyms ycTaHaBnuBaeTcd pexnm

Open System e

ayteHTMdukaumm — Open System (OTtkpbeiTas cuctema), Shared key

B

Shared Key (Pasgensembli KITto4) nnm Automatic (ABTOMATUYECKM).
Automatic

PekomeHgyembin pexxum paboTel — Automaic.

BHuMaHue: knoun wundpoBaHna 1 napameTpbl WMdpoBaHud, a Takke SSID, ucnonbsyemole
IP- nopTanamu, OOMKHbI coBMagatb C  KAKYEM, napameTpamu wndgposaHms un  SSID
YCTaHOBJIEHHbIMW B TOYKEe AOCTyna.

WundposaHne WPA

WPA (Wi-Fi Protected Access) — aTo wndposaHne, obecnevmBaroiee 3Ha4MTeNnbHO 6onee
BbICOKMA ypOBEHb 3awmTbl ans Bawen OGecnpoBogHoW ceTu M gadHbix. B otnmnume ot WEP,
NCNONb3YIOLLEro cTaTuyeckmne Kroum WngpoBaHns, 3TOT CTaHgapT Ucnonb3yeT Naponb Bnagenbua,
OT KOTOPOro cucTema MpPOU3BOAMT MOCTOSIHHO M3MEHSIOWMECS KIHOYM (AMHAMUYECKN), UCNONb3ys
npotokon TKIP. Kntoun Hukorga He MCNONb3YyTCA MOBTOPHO, YTO 3HAYMTENbHO CHWXKAET PUCK
HeCaHKLMOHNMPOBAHHOro A0CTyNa

Mpun BbIGOpe WwundpoBaHnas WPA nosiensetca BblGop B MeHi0 Pexum wudcgppoBaHma Tuna

| koaouposanua — TKIP nnu AES.

lndpoBaHne WPA2

WPA (Wi-Fi Protected Access) 2 — WPA2 onpegensietca ctaHgaptom |IEEE 802.11i,
npuHATeiM B uMtoHe 2004 roga, M npu3eaH 3ameHuTb WPA. B Hém peanmszoBaHo CCMP wu
wndposaHme AES, 3a cuet yero WPA2 ctan 6onee 3awueHHbIM, YHeM CBOW NPeALLIECTBEHHUK.

Mpwn BbIGOpe WndpoBaHna WPA2 nosaensieTca Bbibop B MeH0 Pexxunm wmncppoBaHua trna

kogupoBaHna — TKIP nnn AES. B Tekylien NpoLIMBKU pekoMeHayeTcs

ncnone3oBaTtb AES, kak bonee cTomnkoe.

[nsa coxpaHeHWs 3MEHEHUI HaXXMUTE KHOMKY [CoOXpaHuUTb].
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8.12. 4G

IP-nopTan nogaepxunBaeTt nepenady AaHHbIX no cetam 4G npu nogkrtodeHnn USB mogema

(npnobpeTtaeTtca otaensHoO) mogens Huawei E3272.

BHUMAHUE!
Mpn nogkntodeHHom USB-mogeme onuma Wi-Fi oTkntovaetcs. Ha TtapudpHom nnaHe npuMeHsemon B
mogeme SIM-kapTbl HEOB6XOAMMO Hanmuuue noakndeHHon ycnyrn «CTtaTnyeckun (BblaeneHHbIn) IP-

agpec». bes gaHHon ycnyru onuma 4G He paboTaeT!

CtpaHuua HacTporku napameTpoB 4G npeacTtasneHa Ha PucyHke 8.12.

BEWARD " g ey gy

TNokankHbie Hactpoiiku 4G

Ayauo

Bugeo BrriouTs
cers son
> OcHoBHble NormH
> T —
> PPPOE i ppec

Macka noaceT
OCHOBHO# W03
TMpeanounTaemsiii DNS
A WDNS [213.87.1.1
P
YpOBEHb CUTHaNa AB
> RTSP

> HrTPs |_copsmm |

> sIP

> E-mail

> FTP

> DDNS
> VPN

3anuce
Tpesora

OTKpbITHE ABEPK

TepmuHan

CucrteMHbie

Puc. 8.12

BknounTtb: yekbokc Bkntovawowmn paboty onumm 4G. o ymonyaHuio Npy NOAKMHOYEHHOM
mogeme onuusa 4G BKOYEHa.

APN: (aHrn. Access Point Name, nms TodkM gocTtyna) — uAEHTUdUKATOp CeTn NakeTHOW
nepegayvn gaHHbIX. BolgaeTtcs onepaTtopomM SIM kapThbl.

NoruH: JlormH goctyna K ceTu nakeTHOM nepefdayn AaHHbIX. Bblgaetcs onepatopom SIM
KapThbl.

Maponb: naponb AoCTyna K ceTu nakeTHOW nepefayv AaHHbIX. Beigaetca onepatopom SIM
KapTbl.

Ans coxpaHeHnss M3MeHeHWn HaxmuTe KHonky [CoxpaHuTb]. [logknioyeHve npoucxoauT
aBTOMATUYECKN B TeYEeHUU 1-2 MUHYT, NO UCTEYEHU0 3TOr0 BpeMeHn 0BHOBUTE cTpaHuuy bpaysepa
ANA 03HAKOMIIEHWUS C HACTPOMKaMM NOMYyYEHHbIMX MOAEMOM NPU NOAKYEHNM K onepaTopy COTOBOM

cBsA3n. NcnonbayinTte IP-agpec 4na AocTyna K yCTPOMUCTBY M3 NHOOON TOUKM CETU MHTEPHET.
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Mmaea 9. HacTtpounku: 3anucb

9.1. Kapta namsatu
CTpaHuua HacTpoKrKku NapamMeTpoB KapTbl MAaMATK NpeacTaBneHa Ha PucyHke 9.1.

BC\VARD

JokaneHbie Kapra namatn

Ayawo

YHpoﬁdeoMep

Bugeo

CeTtb

Sanuce

> 3anuch Bugeo

> ¢
SHmCs KAno0s | DopmaTUpoBaTL | | QBHoBHTL

Tpesora

OTKpBITHE ABEpKH Tun noToka OcxosHoM v
CucTeMHble [nutensHocTs :anuc MUH

Puc. 9.1
[aHHas cTpaHuua oTobpaxaeT MHOopMaUMo O KapTe NamaTh, B TOM Yucne ee Tvn, obLuim
ob6beM, cBoOOAHBLIN 0OBEM N COCTOSIHME.
[PopmaT]: HaxXMUTe [OaHHY KHOMKY ONA 3anycka npouecca (opmMaTtnpoBaHus KapTbl
namaTu.
[OBHOBUTL]: HAXXMUTE OaHHYI KHOMKY Ons 06HOBNEHNS MHOPMaLMM O TEKYLLLEM COCTOSIHUM

KapTbl NaMATHN.

BHUMAHUE!
IP-nopTan He nogaepXuBaeT KapTbl NaMATh, NPU HOPMaTUPOBAHUM KOTOPbLIX BbINO CO34aHO HECKOSbKO
pa3fenos.

He oTkntovante nutaHue IP-nopTana Bo BpeMs npolecca hopmaTUpoBaHUs KapTbl NaMATH.

Twvn noTtoka: Bbibop TMNa NOTOKa — OCHOBHOW MW anbTEPHATUBHBIN.
AnNuTenbHOCTbL 3anMCKU: yCTaHOBKA MPOLOIPKUTENBHOCTM 3annCbiBaeMbIX Ha KapTy namsaTu

Bunaeodannos.

BHUMAHUE!
Ha gaHHom mogenu IP-nopTana dyHKUMUS nepesanncy BKYEeHa No yMonyaHuio. OTO 03Ha4vaeT, YTo npu
3arnofiHeHUM KapTbl NaMsTh, cTapble dainbl 6yayT aBTOMaTUYeCKU yaansTbcsl, ocBoboXaasi MecTto Ans

3arnmcun HoBbIX.

[na coxpaHeHns U3MeHeHW HaXxxmuTe KHorkKy [CoxpaHuTb] BHU3Y 3KpaHa.
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9.2. 3anucb BUOeo

CTpaHI/ILl,a HaCTpOI7IKVI 3anncun Bngeo npeacrtasreHa Ha PUCyHKe 9.2.

BE\VARD

NokankbHbIe 3anuce BUaeo

Ayauo

Bugeo
oo rpsone1 (0 ] (5[5
3anuce rpaduc2 (][0 ]-[o |- -

Pexum sanucn [ ] FTP*

> 3anuck kaapos * Ecnv He BuiOpar nyHT "FTP”, To ANA 3anvcy MOKeT G&iTs UCMONL308aHa TONSKO KapTa NamATy. Mpu 3ToM AnA nepesays (ainos Ha FTP-cepsep, kapTa namaTy Gyaet
MCONL30BATECA KaK BHYTPEHHWIA Byhep.

> Kaprta namatn

Tpesora
OTKpbITHE ABEPU

CuctemHble

Puc. 9.2
[JaHHbIn  NYHKT MeH npefHasHayeH Ans  HacTPOMKM  Nepuoamnyvyeckon  OThpaBKu
BMOEO03anncen.
Fpachuk 1 / 2: ycTaHOBKa pacnucaHus OTnpasku Bugeosanucen. NogaepxmsaeTcs ycTaHOBKa
OBYX pacnucaHuni.
Pexxum 3anucu: JocTynHa oTnpaeka Buaeosanucen Ha FTP-cepsep. Hactponkm FTP-

cepBepa npomssogaTcs B MeHto « FTP» (cMm. nyHKT 8.5 gaHHoro PykoBoacTea).

NMPUMEYAHMUE!
Mpu BoIOOPE NyHKkTa « FTP» chbannbl Buaeosanucen 6yayt coxpaHaTecst Ha FTP-cepsepe.

Ecnu nyHkT «FTP» He BbiGpaH, Buaeo3anucy ByayT oTnpaBnsTeCs Ha KapTy NaMsTul.

BHUMAHUE!

Ecnun kapTa namaTn He ycTaHoBneHa, TO Npu coxpaHeHuu cannos Ha FTP-cepBepe Anga KaWMpoBaHUS
3anucu GygeT ucnonb3oBaTbCs BHYTpeHHMN OGydep kamepbl, pasmepom okono 1 MB. lpu atom B
3aBUCUMMOCTM OT UCMONb3YEMOro butpenTa onnTeNbHOCTb BUOEOPOSIMKOB OyaeT COCTaBnAaTb OT OOHON 4O
HECKOIbKNX CEKYHA.

Ecnu kapta namsaTy ycTaHoOBMeHa, TO oHa OyaeT Mcrnonb3oBaHa Anst KALWMPOBAHWUS 3anucu gainnoB Ha

FTP-cepBep, W ANUTENbHOCTb BMOEOPONINKOB He GydeT orpaHuMyeHa pa3MepoM BHYTpeHHero Gydepa

Kamepbl.

[ns coxpaHeHusa namMeHeHnIn HaXxXmMmnTe KHomnky [CoxpaHuTb| BHU3Y 3KpaHa.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\'vARD Hacmpotixu: 3anuco

9.3. 3anucb KagpoB

CTpaHuua HacTpoKrKKU 3anncuK kagpos npeacrasneHa Ha PucyHke 9.3.

BEWARD

TNokankHsle 3anuck Kaapos
Ayauo

Bugeo
WHTepsan 3anucu E cex.

Cetb

o rpague 1 (Jfo |:[0 |- =
-G

Fpadwk2 [J[o |-

Pexwm 3anucy [ ] E-mail * FTP*

> Kapra namatu

>

Tpesora * Ecnu He sbiGpan(bl) nyHkT "FTP" wiunu "E-mail”. To AnA 3anucy GyaeT ucnons3osaHa kapTa namaTy. Mpu 3Tom AnA nepefaun taiinoe Ha FTP-cepaep unu Ha E-mail, xapTa

NamATY By/JeT MCTIONL30BATLCA KaK BHYTPEHHMIT Bycep.
OTKpLITHE ABEPH

CucremHbie

Puc. 9.3

[aHHbIN NYHKT MEHI0 NpeAHa3HayYeH Ona HaCTPONKN Nepruoanyeckon oTnpaBkn Kagpos.

MHTepBan 3anucu: ycTaHOBKA MHTepBana oTnpaBku KagpoB. MUHMManbHbIM UHTepBan — 1
cekyHAaa, MakcumarbHbIn 9999 cekyHA.

Fpaduk 1 / 2: yctaHOBKa pacnvcaHnsa oTnpaBku kagpoB. [loggepkmBaeTcs yCTaHOBKA OBYX
pacnncaHun.

Pexunm 3anucu: [ocTynHa oTnpaBka kagpoB Ha FTP-cepBep M Mo 9nekTpOHHOW ModTe.
HacTpoika E-mail nponsBoanTtcst B MeHto «E-mail» (cm. nyHKT 8.4 naHHoro PykoBoacTBa), HacTpolika

FTP-knueHTa nponssoamtcsa B MeHo «FTP» (cM. nyHKT 8.5 gaHHoro PykoBoacTea).

NMPUMEYAHUE!
Mpu BbiOOpe nyHkTa «FTP» mn/vnn «E-mail», nsobpaxeHus 6yoyTt coxpaHeHbl Ha FTP-cepBep w/unu
OTNpPaBMEHbl NO 3NEKTPOHHON noyTe. Ecnn nyHKT «FTP» u/unun «E-mail» He BbIGpaH, nsobpaxeHus 6yayT

COXpPaHeHbl Ha KapTy naMATn.

[na coxpaHeHnsa N3amMeHeHUn HaXxXMUTe KHONKy [CoxpaHUTb] BHU3Y aKpaHa.
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Mnaea 10. HacTtpounku: TpeBora

10.1. [leTeKTOp ABMXEHUA
CTpaHunua HacTpoKrKu geTekTopa ABWKEeHM npeactasneHa Ha PucyHke 10.1

BE@\VARD

TNokaneHble OeTexTop ABWKEHUA
Ayawo
Bugeo

CeTb 2 0 R d 3apate | I Bce | l O4mCTUTS

3anuce

Tpeeora 3 S ; YyBCTBUTENLHOCTE *

ae q - Y X Pazpewuts []
> Cencop ) s rpacnc 1 o]0 ]-[23 |:[s9]
OTKpLITHE ABEPH : e . & Tpaduk2 ] E E o E

CHCTeMHbIe

3anmce.

M»ﬂepsan cex. [] E-mail= []FTP*
unmenauucn: cex. [ ] FTP*

CoxpaHuTs
] oT 1 40 5. Bonbluee 3HaueHne BonbLueit

** Ecnu He BaiOpaH(sl) nyHKT "FTP" wiunu "E-mail”, To AnA 3anucy OyAeT “cnons30BaHa kapTa namATy. Mpu 3ToM ANs nepedayn dainoe #a FTP-cepeep unu Ha E-mail, kapTa
NamMaTV GYAET MCNONL30BaTLCA KaK BHYTPEHHUI Dydep

Puc. 10.1

[aHHaa cTpaHvua npegHasHayeHa ONs HACTPOWKM NapameTpoB OeTeKTopa AOBWXKEHMS W
OTNpaekn yBegoMMneHnn n pannoe npu cpabartbiBaHNM TPEBOTM MO AETEKUMN.

[3apaTtb]: HaxXmuTe OaHHYK KHOMKY, 4TOoObl 3agaTb OOnacTb AeTekuun OBWXKEHUs. 3aTem,
Ha)XMUTE IIeBOW KHOMKOW MbIM Ha uM300pakeHun W, nepeasBuras ykasatenb, 3agjanTte obnactb
Heobxoaumoro pasmepa. [onb3oBartenb MOXET YCTaHOBUTbL A0 4 30H AeTeKLMN.

Bce: ycTaHOBUTL 30HY AeTEKUUN OBWKEHUSA HA BCE n3obpakeHue.

O4nCTUTBL: OUYNCTUTL BCE 30HbI AETEKLMN.

YyBCTBUTENbHOCTL: YCTaHOBKA 4YyBCTBMTENbHOCTM cpabaTtbiBaHUS AeTeKTopa OBUKEHMS.
[ocTynHo nATb YpoBHeW: BonblLuee 3Ha4YeHne CoOoTBETCTBYET GonbLuen YyBCTBUTENBbHOCTH.

Pa3pewunTb: BKIOYEHNE/OTKNIOYEHNE (DYHKLUUN OETEKLMN OBUKEHNS.

Fpacduk 1/2: yctaHoBka pacnucaHusa Ans cpabatbiBaHWs TPEBOMM MO AETEKUUN OBUMXKEHUS.
MopoepxmnBaeTcs ycTaHOBKa ABYX pacnncaHui.

E-mail: BbIGOp OaHHOro nyHKTa O3HayaeT, YTo npu cpabaTbiBaHUW TPEBOrM MO AeTeKuuu
OBVKEHUA NpomnsongeT oTnpaBka YBEAOMIIEHUS NO ANEKTPOHHOM MoyTe.

Kapp: Bbibepute [aHHbIA MYyHKT AN CbEMKM KagpoB npu cpabaTbiBaHWW TpeBOrM no
aeTekunn gBmkeHus. Bl MOXeTe yKasaTb KOSIMYECTBO CHATLIX KagpoB B MOsie cnpasa.

UHTepBan: ykaxute uHTepBasn Mexay OTnpaBfieHUEM CHATbIX KaapoB; MOXeT 3ajaBaTbCA

pecatnyHbiMm yncnom: 0.5¢c,1.5cun 1.40.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



BG\.UARD Hacmpouixu: Tpesoea

E-mail / FTP: BbiGepuTe cnocob 3anucu KagpoB Npu BO3HUKHOBEHWUM TPEBOXHOIO COObITUS:

Nno 3MeKTPOHHOW noyte u/unm Ha FTP. Ecnn HM oguH 13 gaHHbIX cnocoboB He BbiGpaH, TO 3anucb
npounssoanTbCA He Byaer.

Bupeo: BbibepuTte AaHHbIA NYHKT Ons 3anucu Buaeo npu cpabaTbiBaHMM TPEBOrU Mo
aeTekunn oBuKeHus.

OnNUTenbHOCTb: YKaXnte HeoO6Xo4MMYH0 ANUTENBbHOCTbL 3anMcu BU4EO.

FTP: BbiOGepuTe OdaHHbIN NYHKT Ans 3anucu Bugeo Ha FTP-cepsep npu cpabatbiBaHun
TpeBorv no aetekummn asmxexns. Ecnn FTP He BbiGpaH, TO 3anncb Npon3BoauTbCA He Byaer.

[ns coxpaHeHus 3MEHEHUI HaXXMUTE KHOMKY [COXpaHUTb| BHMU3Y 3KpaHa.

BHUMAHUE!
Mpn coxpaHeHun dannoB Ha FTP-cepBepe pOna kawmpoBaHus 3anucu OygeT MCNonb3oBaTbCs
BHYTpeHHUN 6ydep IP-noptana, pasmepom okono 1 MB. lNpu 3aTom B 3aBMCMMOCTU OT UCMOSb3YEMOro

GuTpenTa ANUTENbHOCTL BUAEOPOSIMKOB OyAeT COCTaBNSATb OT OAHOM 40 HECKONbKUX CEKYHA.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\«VARD Hacmpoiixu: Omxpvuimue dsepu

NnmaBa 11. Hactpouku: OTKpbITUE OBEPU

Ha PucyHke 11.1 npepacTtaBneHa CTpaHUUa HACTPOEK OTKPbITUS ABEPWU MOOKMOYEHHON K

BugeonaHenu IP-nopTana.

BE@\WARD

NokankHsle HacTtpoiitkn

Ayauno

Bugeo 3ByKa Npu nAsepn
UTENBHOCTS OTKPLITUS ABEPU cex.
Cetb An Pt Asepl

3anuce

Tpeeora

OTKpbITHE ABEpPH

CucremHble

Puc. 11.1
BocnpousBegeHue 3ByKa Mpu OTKpbITUM ABepuU. No KomaHae «OTKpblTb OBepb» B
ANHaMunke BMOEeOoOOMOMOHa MOAKMYEHHOro K IP-noptany npos3Byy4uT 3BYKOBOW curHan. [ns
OTKINIOYEHUS 3TOrO CUrHana CHUMUTE OTMETKY C Yekbokca.
ONuTenbHOCTbL OTKPbITUA [ABepU. YCTaHOBUTE AONUTENbHOCTb OTKPbITMS ABepu (B
3aBMCMMOCTM OT BMAA UCMONb3yeMOro 3aMKka U ero KoHTpornnepa).
MopcBeTka B pexume Houb: MK-noaceeTka gomodoHa MmeeT gBa pexuma padotbl — «[1o

3anpocy» n «lMoCTOAHHOY.

[nsi coxpaHeHus 3MEHEHUI HAXXMUTE KHOMKY [COXpaHUTb]| BHM3Y 3KpaHa.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\;vARD Hacmpouxu: Cucmemnule

MmaBa 12. Hactponku: CucrtemMmHble

12.1. Unchbopmauus
Ctpanuua «UAHcopmauums» npeacrasneHa Ha PucyHke 12.1.

BC\VARD

TokaneHele WHpopmauus o6 ycTpoicTee
Ayauo

Bugeo WA ycTpolictea (IPC153859
v
oo Craaapr
Sanuce il
1D ycrpoiicrea |153859
Bepcua 3.1.0.0.0.18.8
OTKpbITHE ABEPH
BepcuA eeb- jica [2.1.3.7(20151217)

CucTeMHble

Tpeeora

> [lata v spema

*  TMocne cMeHs! A3iKa ANA

> Mons3osartenu
> OGHosneHue
> COpoc HacTpoek
> MMepezarpy3ka

> CUCTEeMHBIN XypHan

Puc. 12.1

Ha paHHom CTpaHunue HaxogAaTcA cBegeHud o0 ID yCTpOVICTBa N TEKYLLUMNX BEPCUAX NPOLUNBKA

n Beb-uHtepgenca. Kpome toro, 3gecb Bbl MOXeTe M3MEeHUTb cneayoLime HaCTPONKK:

Mma ycrtponctBa: Bbl MoxeTe uW3MEHUTb UMMA ycTpouWcTBa Aans  Gonee  nerkow

naeHTudukaumn.

CraHpapT: Bbl MOXeTe BbiOpaTb HE06X0AMMbIN CTaHAAPT TENeBELaHMs.

A3bik cuctembl: Bbl mMoxeTe BblbpaTb A3blk BeG-uHTepdenca. [ocTynHbl gnsi Bbibopa

PYCCKNIA N @HTNIMACKUIA A3bIKW.

[na coxpaHeHnsi U3MEeHEHWI HaXxXMuTe KHOMKy [CoxpaHuTb] BHMU3Y 3KpaHa.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\;vARD Hacmpouxu: Cucmemnule

12.2. laTta v Bpems

Ctpanuua «[Jata u BpeMa» npegcraesneHa Ha PucyHke 12.2.
BC\VARD

JlokansHble HacTpoliku Aatbl/BpeMeHn
Ayawo
Bugeo

Cetb ®opmar [24 aca

Sanuce

Yacosoit NoAC ‘(GMTvﬂa’ODJ Mocxea, CankT-TMeTepGypr, Bonrorpaa, Baraaa, Kyseir, v‘

Tpesora
QDara/Bpema 2016- 1 - 15|16 17 41
OTKpLITUE ABEPH

Cucremisle CHHXPOHU3ALMA

> u - i i
HchopMaLma ® Mcnonsao8ats NTP Agpectime.nist.gov Mopr123

(O CHHXPOHM3ALMA C KOMMLIOTEPOM
> MMonb3osatent
(O YcraHoBuT, AaTy/Bpema BpyYHYO
> ObHoenexue 22 el i el

> COHpoc HacTpoek
s P [[] Netxee Bpema
> Mepe3arpy3ka ~ -
. Tun @ To gare (O Mo Hegene
> CHUCTeMHBII XypHan

Hauano [ﬂna v\ |1 v| [1 v‘ yacos

Kowney [nex v] |31 v[ [24 v‘ yacos

Cueusrve

Puc. 12.2

®dopwmar: BbibepuTte hopmat oTobpaxeHnss BpeMeHu — «12 yacoB» uUnu «24 yacay.

YacoBoW nosfiC: yKaxxmTe 4acOBOW MOSIC; BbibMpaeTcsa B 3aBUCMMOCTM OT MECTOMOSIOXKEHMUS
obopyaoBaHus.

[aTa: B faHHbIX Nonsx oTobpaxatTcsa Tekyline aata u BpeMsi YCTPOMUCTBA, YCTaHOBMEHHbIE
aBTOMATUYECKN C MOMOLLLIO CUHXPOHMU3ALMN UNN BPYYHYIO.

Ucnonb3oBatb NTP: BbibepuTe AaHHbIM NYHKT, 4TOObI Mony4YyaTb gaty W Bpems
aBTomatmyeckn no npotokony NTP (Network Time Protocol) oT cepBepa 3TanoOHHOrO BpeMEHMU,
Haxogsuwlerocsa B cetn WHTepHeT (MO ymonyaHuio — time.nist.gov). B nonax cnpaBa Bbl moxete
3agatb agpec n nopt cepeepa NTP BpyyHylo.

[CHXpOHM3aUUA ¢ KOMNbIOTEPOM]: BbibepuTe JaHHYIO0 HACTPOKKY, YTOObI yCTaHOBUTL AaTy
n Bpems no aaHHbiM [K, ¢ koToporo npoucxoaut obpawieHue k IP-nopTany.

[YcTtaHOBUTL paTy/Bpemsi BpyYHYH]: BblOepute OaHHYt0 HACTPOWKY, 4TOObI YCTaHOBUTb
AaTy 1 Bpemsi BPY4HYHO.

JNleTHee BpemaA: HacTpoKrka nepexoda Ha netHee BpeMs u obpatHo. Bbibepute Tpebyembin
crnocob nepexoda — No KOHKPETHOW aTe unu no AH Hegenu. 3agavite Bpems nepexoga Ha netHee
BpeMs 1 06paTHO — Ha 3MMHee, a Takke BpemMs CMeLLeHNs.

[na coxpaHeHus U3MEHEHUI HaXXMUTE KHOMKY [COXpaHUTb] BHM3Y 3KpaHa.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\;vARD Hacmpouxu: Cucmemnule

12.3. Nonb3oBaTenu

Ctpanuua «lMonb3oBatenu» npencrasneHa Ha PucyHke 12.3.

B@\VARD

TokankHble HacTpoiika nons3oBarens

Ayawo

Bugeo Pexuim nposepki | WEB v
Tun nonbaosatena |Administrator v
CeTb
3anuce
repone
Tpesora
e

OTKpbITHE ABEPH

> Wucopmauus *  VIMA nonb30BaTENA 1 Naponk MOryT cofepate oT 1 4o 15 cumsonos: a-z, 0-9, (.). PervcTp cMBONOB UMeeT 3HayeHue!

= Tlocne U3MEHEHNR MMEHM NONb30BaTEeNA UK Napons TpeGyeTcA NOBTOPHARA aBTopH3aLMA.
> [lata v BpemAa

> ObHoBneHue
> CO6poc HacTpoek

> Mepe3arpyaka

> CHCTEMHBIN XypHan

Puc. 12.3

Pexxum npoBepkn — WEB: B gaHHOM pexume BBOA MMEHM MOMb3oBaTens v naponsa ans
[0CTyna K AOMOOHY OCYLLIECTBNAETCA B OKHE aBTopu3aLmu.

Mo ymonyaHuto IP-IP-nopTan UMeeT TPU YHETHbIX 3arnucu:

e «Administrator» ¢ uMeHeM nonb3oBaTtens n naponem «admin / adminy». YyeTHasa 3anucb

«Administrator» aBnNAeTCAa OCHOBHOW U HE UMEET OrpaHUYeHnin Npas 4ocTyna.

o «Userl» c uMeHeM nonb3oBaTens 1 napornem «userl /userly.

e «User2» c nmeHeM nonb3oBaTens n naponem «user2 / user2y.

Ons nonb3oBatenen «Userl» wn «User2» [oCTynHbl TOMbKO cnegytowme cTpaHuubl:
«IMpocmoTp», «BocnpousBegeHune» 1 «JlokanbHble HACTPOMKUY.

[nga coxpaHeHus U3MEHEHUI HaXXMUTE KHOMKY [COXpaHUTb] BHM3Y 3KpaHa.

NPUMEYAHUE!
Nmsa nonb3oBaTtenst u napornb YyBCTBUTENbHbI K PErMCTPY, MOryT cogepxatb oT 1 go 15 cumBonos u

BKItovaThb GykBbl NaTuHcKoro andasuta (A-Z, a-z), undpsl o1 0 4o 9 u Touky (.).

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



BG\,UARD Hacmpouxu: Cucmemnule

12.4. ObHOBNEeHue

CtpaHuua «ObHoBREeHMe» npencraeneHa Ha PucyHke 12.4.

BE\VARD

TNokaneHbie O6HoBNEHNe

Ayavo

TexyLyan sepcus [3.1.0.0.0.18.8

®aiin |

Bugeo

CeTb

Sanuce

Tpesora
OTKpEITHE ABEpH

CucTeMHble

> Wndopmauua
> [lata u BpemA

> Monb3oBaTent
> CBpoc HacTpoek

> Mepesarpyska

> CHUCTEeMHBIA XypHan

Puc. 12.4
Ona obHoBNeHns nporpaMmHo-annapaTtHoOro obecnevyeHus yCTPOWCTBA  BbIMOSIHUTE
cnepywllee:
1. Haxmwute [O630p...]. B OTKpbIBLLEMCSA OANANOroBOM OKHe Bblbepute Tpebyembli hann v
HaxxmuTe [OTKPbITb].
2. [Ons Havyana npouecca o6HoBNeHWs HaxmuTe [3arpy3uTb]. [locne 3arpysku dhanna

oOHOBREHUS ,El,OMO(bOH aBToMaTU4eCKn nepesarpy3nTcs.

NMPUMEYAHMUE!

0Ons BO3MOXHOCTM 3arpy3ku anna wu3 rnokanbHOro kartamora TpebyeTcss W3MEHUTb HaCTPOMKM
GesonacHocTn Gpaysepa. [Ons atoro nepenaute B MeHio Cepeuc — Ceolicmea ob6ospeeamesiss —
Be3zonacHocmb v HaxxMuTe KHOMKy [Apyro#n]. B oTKpbIBLLUEMCS OKHE HanauTe NyHKT «BknoyaTb NyTh K

nokKanbHOMYy KaTanory npu 3arpy3ke danna Ha cepBep» U Bbibepute «Bknrountb» (Puc. 12.5).

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\VARD Hacmpouxu: Cucmemusie
rl'lapaMETpm BesonacHocTy - 3oHa MnTepreta - u

MapameTpel

|| PasHoe

|| BnoxmposaTe BonnbiBaowme okHE
BrNo4MTE
) OTKMO4MTE

|| Bef-caiiTel s 30H MHTEDHETE C MEHBLIMMKM NPSBaMA MOTYT J
BrNo4MTE
) OTKMO4MTE
() Mpeanarats

BrAOHaTE MY Th K NOKENEHOMY KETanory Npy oTnpaske Qainoe Ha cepsep
I BT

) OTKMO4MTE

| BrnmuuTe npodHyio nposepky MIME
BrNo4MTE
) OTKMO4MTE

L ,ﬂocry'rl K MCTOYHWMKEM AdHHBIX 34 NpEAENaMW OOMEHS
1 P nare
< i | D

* W3meHeHnA ByayT NPMMEHEHEI MOCIE NEPEIaNYCKa KoMMLKTepa

Chpoc ocobeix napameTpos

Ha ypoBeHb: [BhILLIE CpEfHEro (Mo YMONYEHMKD) v] l ChpocuTe... ]

Puc. 12.5

3. C6pocbTe IP-nopTan B HACTPOWKN MO YMON4YaHUo (CM. NyHKT 12.5).

BHUMAHMUE!

ByabTe BHMMaTenNbHbI 1 UCMONb3yWTe dansbl NPOLLUMBOK, CTPOro COOTBETCTBYOLLME MOAENN yCTponcTaa!l
3arpyska HenpaBubHOro danna NPOLLUMBKU MOXET NPUBECTU K BbIXOAY 060pygoBaHMs U3 CTPOS.

Bo Bpems npouecca oOGHOBMEHWS MPOLUMBKM He OTKMYanTe ycTponcTBo oT cetu! Nocne cbpoca B
HaCTpOWKKM No ymonyaHuto IP-agpec yctponcTBa OyaeTt ycTaHOBMEH B 3Ha4YeHne «192.168.0.99».

3a BbIxo4 060pya0BaHNs U3 CTPOS B pedynbTaTe HenpaBuibHbIX 4ENCTBMI N0 OBHOBMEHUIO MPOrPaMMHO-

annapaTHOro obecneyeHnsi NPOM3BOAMTENb OTBETCTBEHHOCTM He HeceT!

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\;vARD Hacmpouxu: Cucmemnule

12.5. Copoc HacTpoek

CtpaHnua «Copoc HacTpoeK» npeacraerneHa Ha PucyHke 12.6.

BE€\VARD

TokankHbie CBPOCHTE HAaCTPOMKK

Ayauo

Bugeo

Qkenopt ] | Vimnopt |

CeTb |

Banuce

Tpesora * TPy HAXaTHM KHONKN “COPOCHTL" BCe Y
OTKpbITHE ABEPH 3aBO/ICKUE YCTHOBKM.
CucremHble
> WHdopmauus
> [lara v Bpema
> MMons3osarenu
> OGHosreHue
Cop
> lepe3sarpy3ka

> CUCTeMHbIA XypHan

Puc. 12.6

Ha paHHon cTpaHuue Bbl MoxeTe cOpocuTb Kamepy B HAacTPOMKM MO YMOM4YaHUIO B Criyyae
BO3HMKHOBEHWSI Npobnem unu nocne o6HOBMEHUS MPOLLMBKW.

Ana ynobctBa nonb3oBaTens npefycMoTpeHa BO3MOXHOCTb COXPaHEHUSA Y BOCCTaHOBMEHUS
OCHOBHbIX HAcCTPOeK Kamepbl 13 hanna.

[9kcnopT]: HaXMUTe ONA COXpaHeHusa HacTpoek kamepbl B dpann. CoxpaHaembin ¢ann ¢
pacwupeHuem “.bak” cogepXxuT B Ha3BaHUU AaTy U BpeMs COXpaHeHus (No yacam Kamepsl).

[UMnopT]: Haxmute [Ona BOCCTAHOBMEHMS HacTpoek Kamepbl w3 pavna. Bbibepute
COXpaHeHHbI paHee ¢hann ¢ pacwmpeHnem “.bak” npu nomowm kHonku [O630p...] U HaxmuTe
[MUmnopT]. MNocne BoccTaHOBNEHMSI HACTPOEK YCTPOMCTBO ByaeT nepesarpyKeHo.

[COopocuTb]: Mpy HaxaTuM 3TOM KHOMKM npoucxoauT BoaspaTt |IP-BugeogomooHa K
3aBOACKMM ycTaHoBkaM. [locne HaxaTtus Ha kHorky [COpocuTb] OTKpOETCA OuanoroBoe OKHO C
noaTBepxaeHnem paencteus. Beeaute naponb agmuHucTpaTopa u HaxmuTe kHonky [OK] ans
noaTeepXaeHnsa unum Haxmmte [X] ons oTMEHbI.

lMocne Bo3BpaTa 3aBOACKMX YCTaHOBOK |P-BMoeoaomModhoH aBTOMaTUYECKM nepesarpysunTes.
Mpn aTom BCe HacTponku, B TOM uucne IP-agpec u Tekywasa garta, cbpacbiBaloTcs B 3HA4YE€HMS MO

YMOJYaHWIO.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\;vARD Hacmpouxu: Cucmemnule

12.6. MNepe3arpyska

Ctpanuua «lMepe3arpy3ka» npeacraeneHa Ha PucyHke 12.7.

BE@\VARD

TNokankHeie Mepesarpyaka ycTpoicTea

Ayauo

Bugeo

CeTb * Tput HaXaTHM KHOMKN “Mepe3arpyauTs" yCTPOICTBO GYAET NepesarpyxeHo.

3anuce

Tpeeora
Mepesarpyauts
OTKpbITHE ABEPH

CucremHble
> Vncopmauma
> [lata 1 Bpema
> Monb3osatenu
> OGHoBneHne

> CO6poc HacTpoek

> CHCTeMHbBIW XypHan

Puc. 12.7
[Mepe3arpy3nTb]: npu HaxaTtuM 3TOW KHOMKM MPOUCXOAUT rnepesarpyska |P-noprana.
Mpouecc nepesarpy3kn MOXeT 3aHuMmaTtb 1-2 MuHyThI. [locne HaxaTust Ha KHonky [lMepe3arpy3unTsb]
OTKPOETCH AMarnoroBoe OKHO C MNOATBepXAeHWeMm AencTBus. BeeguTte naponb agmuHucTpatopa u

HaxxmuTe kHonky [OK] ansa nogteepXxaeHus unu Haxmute [X] Ans oTMEHbI.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\;vARD Hacmpouxu: Cucmemnule

12.7. CUCTEeMHbIN XypHan

CTtpaHuua «CucteMHbIN XXypHan» npeacraeneHa Ha PucyHke 12.8.

BEWARD socponsesame | oo | oo | _owron ]

ToxaneHele CUCTEMHBIN XypHan

Ayauo

Bugeo fata 2016- 01- 15 - [2016- 01- 15 Crpo

Cetb Dara Bpems Copgepxanve | Mpumeyaxe
Sanuce

Tpesora
OTKpbITHE ABEPH
CucremHble

> Vndopmaums

> [lata v Bpema

> Monk3osareny

> OGHosnexue

> C6poc HacTpoek

> MMepeaarpy

Puc. 12.8
B cuctemHom XypHarne (uKCUpYIOTCH U3MeHeHUs HacTpoek IP-nopTtana v npowusoweawme
cuUCTeEMHble cOBbITUSA. CUCTEMHBIV XXYpPHan HaYMHaET 3anofHATLCA aBTOMATUYECKN NOCNE BKITHOYEHMS
yCTpOWCTBa.
B naHHOM MeHIo nosb3oBaTento OCTYMNHbI cneayoLlmne HaCTPONKN:
[aTta: Bbibepute HeobX04MMbIN MHTEPBAN 415 NOMcKa COObITUN.
CTpok: yKaxnte Heobxoanmmoe KOnm4ecTBoO CTPOK Ha OAHY CTpaHuLy.

[ns otobpaxeHns 3adUKCMPOBaHHBLIX COObITUI HaXxXMUTe KHOMKy [Mounck].

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Tpesoca

MnaBa 13. TpeBora

Ctpanuua «XXypHan TpeBor» npeacrtaeneHa Ha PucyHke 13.1.

BEWARD

JKypHan Tpesor

Nata Bpems CoaepxaHue MpurMedanue

Puc. 13.1

BHewHWin B1UA 1 hyHKUMM J@HHOW CTpaHWLbl aHanorMyHbel MeH0 «CUCTEMHbIN XypHan» (CM.

nyHkT 12.7 paHHoro PykoBogcTtBa), C TOW NUWb pasHUMUEWN, 4YTO 34eCb OTOOpaXKeHbl TONbKO

TPEBOXHbIE COObITUS.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



BekUARD Pexomenoayuu no nacmpotuixe u sxcnayamayuu IP-nopmana

MnaBa 14. PekomeHgauum no HaCTpoMKe U aKkcnsyataumm IP-noptana

O6nactb npumeHeHus IP-nopTtana 3aBeAoMO npeanonaraeT ero aKcnyaTtaumio COBMECTHO C
obopydoBaHMEM pasnMyHbIX TUMOB M KOH(Urypauum (nepcoHanbHble KOMMbITepbl, HOYTOYKM,
MUKPOMOOHbI, AMHaMUKM 1 T.4.). CnegoBaTtenbHO, KOPPEKTHOCTbL paboThl BCEN AOMOMOHHON CUCTEMBI
3aBUCUT OT MNPaBUITbHOW HACTPOMKM KaXOoro M3 YCTPOWCTB, BXOASALWMX B €e CcOocTaB, C y4eToM

0CODEHHOCTEN UX B3aUMOOEeNCTBUA.

14.1. HacTpouka axonogaBreHus

B npouecce aKkcnnyataunn IP-nopTana moxeTt BO3HUKHYTb CUTYaUuA, Koraa KnuneHT nnn octb

MOryYT ychnbiwaTtb COBCTBEHHOE 3X0 13 AnHaMmkoB K nnm BbI3bIBHON NaHENM COOTBETCTBEHHO.

Oddekt axa Ha cTopoHe [oCTa (OUHaAMKK BbI3bIBHOW MaHeNnuW) 3aBUMCUT OT HaCTpoeK
npMMeHsieMoro 3BykoBocnpoussoasiiero obopyaosanms ans MNK KnueHTa, a Takke HacTpoek 3Byka
onepaumoHHon cuctemsl MK knnexTa.

OdhdekT axa Ha ctopoHe KnueHTa (guHamuku NK) 3aBUCUT OT HACTPOEK BbI3bIBHOM MaHenu.

MpuunHon nosiBneHus adpdekta axa MOXET MOCMAYXUTb BbIMNONHEHWE XOTs Obl OAHOro U3
cnefyowmx yCrnoBuin:

®  CNULIKOM BbICOKNA YPOBEHb YCUNEHNSA MUKPOGOOHA;

e OWNHAMMKW PacrofoXeHbl CITULWKOM GIiM3Ko K MUKPOGOHY;

e [POMKOCTb AUHAMMWKOB yBESIMYEHa HACTONbKO, YTO MUKPOGIOH BOCMIPUHUMAET MX 3BYK,;

e  MUKPO(POH MMEET OYEHb BbICOKYHO YYBCTBUTENBHOCTD.

Cambin  adhpeKkTMBHbIN MeToh YyCTpaHeHua addekta 3xa Ha cTopoHe [octa — 3To
ucrnonb3oBaHne KnueHToM pAns pasroBopa C [0OCTEM HaYWHWKOB WU TapHUTYpbl, C LEMbIo
WCKITIOYEHNST BO3MOXXHOCTM MonagaHus 3Byka M3 AWMHAMUKOB B MUKPOGOH. Ecnu ucnonb3osBaTtb
HaYLUHUKN WNU TapHUTYPY HET BO3MOXHOCTW, TO ANA ycTpaHeHus adpdbekta axa cnegynte

npunBegeHHbIM HUXe pekoMeHaaunam.

EcTb OBa nogxoda K CHWXKEHUIO BNUAHWA adpdekTa 3xa — U3MEeHeHWe ayauo HacTpoek

onepaunoHHON CUCTEeMbI 1 U3MEHEeHUe ayano HacTpoek camoro |IP-nopTana.

1. Ona cHwKeHus BNuSHWS AaHHOro adypekta Ha CTopoHe [OocTa (AMHaMUK BbI3bIBHON
naHenu) cpeacTesamu onepaumoHHOM CUCTEMbI HEOBXOAMMO BbINOMHUTL CReayoLmne warm:
e B MeHi [laHenb ynpaeneHuss — 38yK — 3anucb BblbepuTe YCTPOMCTBO 3anucw,
YCTaAHOBMIEHHOE NO YMON4YaHumioo (MUKPOGOH), HaxkMUTe KHOMNKy [CBOMCTBA] 1 Ha BKNagke
«Mpocnywartb» ybegutecb, 4to onuus «lMpocnywmBatb € AaHHOro YCTPOUCTBa»

OTKIO4eHa.
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e B MeHw [laHenb ynpaeneHussi — 38yk — Bocnpou3eedeHue BbibepuTe YCTPOWUCTBO

BOCMNPOU3BEAEHNS!, YCTAHOBMNEHHOE NO YMOMYaHWo (AMHaAMUKK), U Ha BkNagke «YPOBHU»

ybegutech, uto onuunsa «MukpodoH» OTKIoYeHa (KHoMnKa .

Takke ycTpaHUTb 3PEEKT 3Xa MOXHO C MOMOLLBI BKAKYEHNA cneumasbHbIX Orunn
WyMonoaaBfieHUsa Wnu 3axonopaBrieHUss Ha Bknagke «YnydweHus» («Enhancements») B
CBOWMCTBax YCTPOWCTBaA 3anucu no ymondaHuo. [pu aTOM HeobxoouMmo OTMETUTb, YTO He Bce
ApaviBepbl 3BYKOBbIX KapT NOAAEPKMBAKOT AaHHble cneynanbHble HacTponku. Kpome Toro, HassaHus

OMuUMIA B MEHIO MOTYT pasnmyaThbCes.

2. Ana cHwXeHna BnNuaHMA axa Ha ctopoHe KnwueHta (guHamuku TK) moxeT adekTuBHO
NPUMEHSATLCA BCTPOEHHbIN anroputm 3XonogaBneHns Bbl3bIBHOM NaHenu. Ytobbl ncnonb3oBatb 3TO
pelleHne, B MeHo BeO-uHTepdenca IP-noptana Hacmpolika — Ayduo — Hacmpolku n3veHute
3Ha4YeHne Tuna KogupoBaHuA Ha «G.726» (nNpouecc nonyyeHus gocTyna Kk BeO-uHTepdency IP-
noptana onucaH B nyHkTe 3.1 Hactosiwero Pykosoactea). MMHYCOM OaHHOro meTtoda siBnsieTcs
HEKOTOpPOE CHWXKEHWEe KavyecTBa U YPOBHS TPOMKOCTM 3ByKa BBMAY OrpaHUYEHU MNPUMEHSIEMOro

Kogeka.

14.2. PerynupoBKa ypOBHEMN YCUITEHUSA U TPOMKOCTMU 3BYKa
1. Ecnn KnneHT nnoxo cnbilwnt [OCTS MNK ero ronoc NpepbIBUCTbIA, a Takke, ecnu [oCcTb
CNbILLMT CBOE 3X0, TO B HACTPOMKaxX onepawumMoHHON CUCTEMbI HEODXOOUMO:

e OTperynupoBaTb YPOBHM MUKpOdoHa. [1ns1 aToro B MeHio lMaHenb ynpaesieHusi — 38yK —
3anucb BbiGepuTe YCTPOMCTBO 3anucu, YCTAHOBMIEHHOE MO YMOMYaHUIO (MUKPOGOOH),
HaxxmunTe KHOMKy [CBOMCTBA] 1 Ha BKNagke «YPOBHU» YMEHbLUMTE 3HAYEHWE YCUNEHMUS
MUKPOGPOHa M YpOBEHb FPOMKOCTM (Npyn HeobxoaumocTun). PekomeHayemble HaCTPOMKM:
ycunenne — 0 gb, ypoeHb rpomkoctn — 100. lMpu atom ybeautechb, YTO Ha BKNagke
«MpocnywaTtb» oTkNtoYeHa onums «MpocnywmBaTb C AAHHOIO YCTPOUCTBAY.

e YMEHbLWNTb FPOMKOCTb AuMHamukoB [NK 0o mMuHMManbHOro koMdopTHOro ypoBHs. Ecnn
rpoMkocTb AnHamukoB MK BygeH CnuwKoM Benuka, MUKPOGOH MOXET BOCMPUHMMATL UX
3BYK, B peayrnbTaTe 4yero 'ocTb 6yaeT cnbiwaTth cBoe 3x0, a KnueHT 6yaeT cnbiwaTb [ocTa
OTpbIBKaAMW.

e pacnonoxmntb MnkpodoH MK kak moxHo ganblie oT AnHaMmmnkoB MK 1 kak MOXHO Bnivke K

nnLy roBOpSiLLEro.

Kpome Toro, Bbl mMoxeTe perynupoBaTb ycuneHue 3BYyKa, TPaHCIMPYyemMoro ¢ MUKpodoHa
BbI3bIBHOW NaHenu Ha guHamukm MK, ncnonb3ysa Be6-nHtepdenc IP-noptana. [ina aTtoro B MeHio Beb-
nHtepcenica Hacmpolika — Ayduo — Hacmpolku w3MeHWTe 3Ha4YeHUe YyBCTBUTENbHOCTU

MUKPOHOHA Ha NoAobpaHHbIA  OMbITHBIM — MyTEM  ypoBeHb. [1pM  YMEHbLUEHWM  YPOBHS
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YyBCTBUTENbHOCTU MUKpodpoHa ronoc Mocts OyaeT Tuwe, a ¢ HUM U cobcTBeHHoe axo [ocTs, u

HaobopoT.

2. Ecnn Toctb nnoxo cnbiwnT KnneHTa uvnu ero rosioc npepbiBUCTLIM, TO B HaACTpoMKax
onepaunoHHON CUCTEMbI HEOBXOOUMO:

e OTperynupoBaTb YPOBHU MUKpPOOHa. [1ns aTtoro B MeHto lMaHenb ynpaesieHusi — 38yK —
3anucb BbIGEpUTE YCTPOMCTBO 3anucu, YCTAaHOBMEHHOE MO YMOMYaHUIO (MWUKPOGOOH),
HakmuTe kHomnky [CBowncTBa] 1 Ha Bknagke «YPOBHW» YBENUYbLTE 3HAYEHME YCUNEHUS
MUKpOpoHa. 3aTeM, OMbITHbIM MNYTEM, YCTAHOBUTE OMTMMAalbHbIA YPOBEHb FPOMKOCTHU.
PekomeHayemble HacTponku: ycunenve — 0 gb, ypoBeHb rpomkoctv — 100. 3HayeHus
napameTpoB MOTyT OTNMYaTbLCH B 3aBUCMMOCTHM OT BUAA NPUMEHAEMOro MUKPOGOHA.

e ybeantbcsa, 4yTOo Ha Bknagke «[lMpocnywarb» oTKMoyYeHa onuusa «lMpocnywmBatb €
AaHHOro ycTpoucTBay.

e YMEHbLUMTb IPOMKOCTb AnHamukoB MK o MUHMManbHOro KOMOPTHOIO YPOBHSI.

Kpome Toro, Bel MoXeTe perynupoBaTb YCUNEHME 3BYKa, TpaHCIMpyemMoro ¢ MukpodoHa MK
Ha OMHaMUK BbI3bIBHOW MaHenu, ucnonb3dysi Beb-uHTepdenc IP-noptana. [na 3Toro B MeHo Be6-
nHtepdgenca Hacmpolika — Ayouo — Hacmpolku n3meHuTe 3HavyeHne rpoMKOCTM AMHAMWUKa Ha
noaobpaHHbIA OMbITHEIM NyTEM YpPOBEHb. [1py yMEHbLUEHUM YPOBHSA TPOMKOCTM AMHaMMKa rofioc

KnueHTta 6yneT Tvwe, a ¢ HUM 1 cobecTBeHHOe 3xo KnneHTa, u HaoboporT.
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MpunoxeHus

MpunoxeHue A. 3aBoaAcKUe YCTaHOBKMU

Hwxe npuBegeHbl HEKOTOpPble 3Ha4YeHNA 3aBOACKMX YCTAHOBOK.

HanmeHoBaHue 3HayeHue
IP-agpec 192.168.0.99
Macka nogceTtu 255.255.255.0
Lnto3 192.168.0.1
Nmsa nonb3oBatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopT 554
ONVIF-ropT 2000

MpunoxeHune B. TexHnyeckoe obcnyxmnsaHve
PeKomer,yeTc;l C nepnoan4yHOCTbid OOMH pa3 B Mecdl npon3BoAnTb OYUCTKY obbekTnBa
KaMepbl BUgeonaHesnun I'IOLI,KJ'IPO‘-IeHHOIZ K IP-nopTany BaTHOM I'IaJ'IO‘-IKOIZ, CMOYEHHOWN B TEXHUNYECKOM

cnnpTe. AnameTp BaTHOW Nano4vkn 3 Mm.

e

=
(] - 3

Puc. B1

Ecnu He npon3sBoaAnTb O4YUCTKY obbekTnBa, Ka4ecTBo V|306pa>|<eH|/|;| MOXeET yXyaLwlaTbCA.
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MpunoxeHune C. NapaHTMMHbIE 06A3aTeNnbLCTBA

C1. O6wme cBeageHus

a) MNMepea noagkntoyeHnem obopyaoBaHMa HEOHBX0AMMO O3HAKOMUTLCS C PYKOBOACTBAMM MO
NOAKIMOYEHNIO 1 AKCNyaTaumm.

6) [1na noBbIlWEHNA HagexXHOCTN paboTbl 060pyA0BaHMS, 3aLLNUTLI OT GPOCKOB B NUTAIOLLEN
cetn n obecneveHna GecnepebOMHOrO NMUTaHWS cnegyeT UCNOoNb3oBaTb CeTeBble UMBbTPbI U

ycTponcTBa 6ecnepebonHOro nuTaHus.

C2. dnekTpoMarHuTHass COBMeCTUMOCTb

3710 06opyagoBaHME COOTBETCTBYET TpebOBaHMAM SMEKTpOMarHUTHOM comectumoctn EN
55022, EN 50082-1. HanpsbkeHne pagumonoMex, co3gaBaeMblx annapaTtypoll, COOTBETCTBYET
FOCT 30428-96.

C3. dnekrponutaHue

[lomKkHO cOOTBETCTBOBATL NapameTpaMm, yka3aHHbIM B PykoBoacCTBe MO aKcnnyataumm ans
KOHKpeTHoro yctponctea. [Ona YCTPOMCTB CO BCTPOEHHbIM WCTOMHMKOM MNUTaHUA — 3TO
nepemeHHoe Hanpskenve 220 B +10%, uyactoton 50 Iy +3%. [Ona ycTpOWCTB C BHELIHUM
CTabunManMpoBaHHbIM aganTepoM MUTaHUS — WCTOYMHWUK nutaHua 5 B 5% wnm 12 B +10%

(HanpskeHne nynbcauun — He 6onee 0.1 B).

C4. 3azemneHue

Bce ycTponcTtsa, nmetowme BCTPOEHHbIN BNOK NUTaHWS, OOMKHbI ObiTb 3a3eMeHbl NyTeM
NOAKMIYEHNss K creunanbHbiM  pO3eTKam  3MEKTPONUTaHus C  3a3eMSIeHMEM WK NyTem
HENOCPEACTBEHHOrO 3a3eMiieHMs1 Kopriyca, €CnuM Ha HeM nNpeayCcMOTPeHbl crneumanbHble
KpenexHble 3nemMeHTbl. 3a3eMfnieHne 3neKkTponpoOBOAKM 34aHUSA OOMKHO ObiTb BbINOMIHEHO B
cooTBeTCcTBMM ¢ TpeboBaHuamu MY3I (Mpasuna YcTponctea OnekTpoyctaHosok). ObopyaosaHue
C BbIHOCHbIMWM Onokamy NUTaHMA U aganTepaMmy Takke OOMMKHO ObiTb 3a3eMieHO, ecnu 3TO
NpeaycMOTPEHO KOHCTPYKUMEN KOpryca WM BUSIKA Ha LIHype nuTaHus. MOHTax BO3AYLUHbIX
NIVHUIA  3nekTponepesayn u JVHWIA, NPOKNaAblBAaEMbIX MO HAPYXXHbIM CTEHaM 30aHWA U Ha
Yyepaakax, OOImKeH ObiTb BbIMOSTHEH 3KPaHMPOBaHHbIM kabenem (Mnv B MeTannopykase), U JIMHUK
AOMKHbI ObITb 3a3eMreHbl C ABYX KOHLOB. [MpuyeM, ecnn oguH KOHEL, 3KpaHa MOAKIYaeTcs
HEMNOCPEACTBEHHO K LUMHE 3a3eMfeHusi, TO BTOPOM — MOAKMYaeTCa K 3a3eMeHuio 4yepes

paspsiaHuIK.
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C5. MonHuesawumTa

MonHuesawmTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "MIHCTpyKUMA NO YCTPOWCTBY
MOSHMe3aLWmnTbl 3gaHni n coopyxenun" n FOCT P 50571.18-2000, FOCT P 50571.19-2000, NOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA N NUHWUKA, UOYLLMX MO Hapy>XHOW CTeHe
3[4aHMN 1 NO YepAayHbIM NMOMELLEHNsIM, Ha Bxogax obopyaoBaHWst OOSMKHbI ObiTb YCTAHOBEHbI

yCTpOVICTBa MOJTHNEe3alnTbI.

C6. Temnepartypa n BNaXXHOCTb

MakcrMMmarnbHble 1 MUHUManbHbIE 3HAYEHWs TemnepaTypbl dKCnyaTauum n XpaHeHus, a
Takke BnNaxHocTn, Bbl MoxeTe nOCMOTPETb B  TEXHWYECKOM OMUCAHUN  KOHKPETHOrO
obopynoBaHunsa. MakcumanbHasi paboyas TemnepaTypa — 3TO TemnepaTypa, Bbille KOTOPOW He

OOJDKeH HarpeBaTbCA Kopnyc yCTpOI;lCTBa B npouecce AONNTEenbHON paGOTbI.

C7. Pa3melueHune

[na BeHTUNAUMKM yCcTponcTBa HEOBXOAMMO OCTaBUTb Kak MMHUMYM no 10 cm cBo6oaHOro
npocTpaHcTBa no 6okam.

MecTto anga pasmeLleHnss 06opyaoBaHNs OMKHO OTBeYaTb Crieayowmm TpeboBaHNsaM:

a) OrcytctBME B BO3gyxe napoB Bnarm (B COOTBETCTBMM C  3aSIBNIEHHbIMU
XapakTepucTMkamu), arpeccuBHbIX cpes.

0) 3anpelaetca pasmellaTtb Ha 060OpyaoBaHUN NMOCTOPOHHME NpeaMeThl N NepekpbiBaTb
OTBEPCTUS MUKPOOHA, AMHAMMKA, KaMepbl.

B) 3anpelyaeTcsa 3akpbiBaTb BHELLUHME MOBEPXHOCTU 060pyaoBaHMA (Tak Kak 3TO HapyLuT

TemnepaTypHbIn pexum paboTbl yCTPONCTBa).

C8. O6cnyxuBaHue
O6opynoBaHne Heobxoammo obcnyxmBaTb C NEPUOLAMYHOCTBIO HE MEHee OL4HOro pasa B
rog C Uenbl yganeHns u3 Hero nbinn. ATO no3sonut obopyaoBaHuio paboTaTb 6e3 cboes B

TevyeHne NpoaoINKUTENIbHOIO BPEMEHMN.

C9. NMopknioveHne nHTepdencos
O6opynoBaHne OOSMKHO MOAKIIYATLCA B CTPOrOM COOTBETCTBUM C HA3HAYEHUEM U TUMOM

YCTaHOBMNEHHbIX MHTEPdENCOB.

C10. M apaHTUMHbIE 06GA3aTenbLCTBA
OO0O «HIIM «beeapa» He rapaHTupyeT, 4yTOo obopynoBaHue GyaeT paboTaTb OOMKHbLIM

06pa3oM B pasnmyHblX KOHGUrypaumsix u obractsix NPUMEHEHNUs, U He AaeT HUKaKOW rapaHTuu,
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yTo obopynoBaHme obs3aTenbHO ByneT paboTaTb B COOTBETCTBUM C OXUOAHMAMU KITMEHTa Npwu

ero NpMMeHeHun B crneunduyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 00s3aTenbLCTBaAM Npu
NOBPEXOEHUN BHELIHUX WHTepdencoB obopyaoBaHusa (CeTeBblX, TeNeOHHbIX, KOHCOSMbHbIX W
T.N.) 1 camoro obopyaoBaHWs, BO3HMKLLEM B pe3ynbTaTe:

a) HecobntogeHnst NpaBuI TPAHCNOPTUPOBKM M YCNOBUIA XpPaHEHS;

6) bopc-MaxKOpHbIX OBCTOATENBLCTB (TAKMX Kak NoXap, HABOAHEHWE, 3eMMEeTPACEHME U Ap.);

B) HApYLLUEHUSA TEXHUYECKNX TPeDbOoBaHMI MO pa3MeELLEHWNIO, MOAKMIOYEHMIO U SKCMnyaTaumm;

) HEeNpaBUITbHbIX EACTBUI NPU NepenpoLUnBKE;

[) NCNONb30BaHNS HE NO Ha3HAYEHWIO;

€) MEeXaHUYECKUX, TEePMUYECKMX, XUMUYECKMX W WHbIX BMAOB BO3OEWNCTBUM, €CNU WX
napameTpbl BbIXOASAT 3@ pPaMKuM AOMYCTUMbIX 3SKCMNyaTauMOHHbIX XapaKTepucTuk, Nmbo He
npegycMOTPEHbl TEXHMYECKON crieumdmKaumen Ha gaHHoe obopyaoBaHue;

) BO3LENCTBUA BbLICOKOrO HanpshkeHust (yaap MOSHWM, CTaTU4eckoe 3MeKTPUYEeCcTBO U

T.M.).
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MpunoxeHune D. NpaBa u nogaepxka

D1. ToproBas mapka

Copyright © BEWARD 2017.

HekoTopble nNyHKTbI HacTosiwero PyKoBOACTBa, a Takke pasgenbl MEeHH YynpaBreHus
obopyanoBaHusa mMoryT 6biTb M3MeHeHbI 6e3 NpeaBapuUTENbHOrO YBE4OMITEHUS.

BEWARD gaBnsetca 3apernctpmpoBaHHon Toproson mapkon OOO «HIMIM «besapa». Bece

OCTarbHble TOProBble MapKu nNpunHaanexat nx snagenbuam.

D2. OrpaHun4eHne OTBETCTBEHHOCTU

OO0 «HIMIM «beBapg» He rapaHTUpyeT, 4YTO annapaTHble cpeactBa byoyT paboTtaTb
OOIMKHBIM 0Bpa3oM BO BCEX cCpedax W MPUIOXEHUSAX, U He OaeT rapaHTUn U NpeacTaBreHun,
noapasymMmeBaeMblX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, pabouymx XapakTepucTuK, Wnu
paboTocnocobHOCTM MNpu uMcnonb3oBaHuu B creundmyecknx uensax. OO0 «HIMM «beeapg»
NpUNoXnno Bce ycunus, 4tobbl caenatb 370 PyKoBOACTBO MO aKkcnnyaTauum Hanbonee TOYHbIM U
nonHbiM. OO0 «HIIM «beBapg» oTKasbiBaeTCs OT OTBETCTBEHHOCTU 3a NHOOLIE onevaTkn unm
NpOnycKu, KOTOpble, BO3MOXHO, MPOM30LLAN NPU HanMcaHum gaHHoro PykoBoacTea.

MHdopmauusa B ntobon yactu PykoBogcTBa no aKkcniyataunm U3MEHAETCS U OOMOMHSETCA
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenms. OO0 «HIM «besapa» He Gepet
Ha cebs HMKaKON OTBETCTBEHHOCTW 3a NtoOble NOrpeLlHOCTN, KOTOPble MOTYT COAEPXaTbCsA B 3TOM
Pykoogctee. OO0 «HIIN «beBapa» He 6GepeT Ha cebsi OTBETCTBEHHOCTM U HE 4aeT rapaHTuin B
BbiNycke OOHOBMNEHWUA WNN COXPaHEHUN HEU3MEHHOM KaKOM-NMbO MHGOpMauum B HACTOALLEM
PykoBogcTtBe no akcnnyaTauum, M ocTaBnsieT 3a cobon npaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBogcTtBo w/unu B usgenus, onucaHHble B Hem, B Nnioboe Bpemsi 6e3 npenBapuTenbHOro
yBegomnexus. Ecnn Bbl obHapyxute B 3TOM PykoBoACTBE MHGOPMaUMio, KOTopas siBNsieTcs
HenNpaBWUNbHOM WU  HENoOSIHOW, WM BBOAWUT B 3abnyxaeHwe, Mbl Oygem Bam kpaiiHe

Nnpun3HaTesibHbl 3a Bawmu KOMMEHTapun n npeanoxeHunA.

D3. NpeaynpexaeHua FCC

910 06opyaoBaHMe BbINIO NPOTECTUPOBAHO M NMPU3HAHO YAOBMETBOPSAIOWMM TpeboBaHMSAM
NoNoXeHUss O LUPOBLIX YCTPOWCTBAX, NpuHagnexawmx K knaccy A, 4vactu 15 T[lpasun
®epepansHon komuceun no ceasm (FCC). Otn orpaHudeHus Obinm paspaboTaHbl B Lensix
obecneyeHns 3aWwmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HMKATb NPU MCMOSb30BaHUN
obopynoBaHna B KOMMepYeECKUX uenax. 310 obopyaoBaHMe MOXET M3nyyaTb, reHepupoBaTb U
MCNonb3oBaTb JHEPruto B pagumovyacToTHOM AuanasoHe. Ecnm gaHHoe obopypoBanue 6yper
YyCTaHOBIEHO W/unn BygeT ncnonb3oBaTbCA C OTKNOHEHMAMM OT HacToswero PykoBoacTtea, OHO

MOXeT OKa3biBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paganoceA3n, a npu yctaHoBke B Xunom
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30He, BO3MOXHO, — Ha 340poBbe ntoaen. B aTom cnyyae Bnageney 6ynet o6si3aH McnpasnsTb

nocneacTesns Bpe4HoOro BO34enCTBUS 3a CBOW CYeT.

D4. NpeaynpexaeHue CE
OTO YyCTPOMCTBO MOXET BbI3blBaTb PagMoONOMEXN BO BHELLHEM OKpYyXeHun. B atom cnydyae

nonb3oBaTtesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYHOLLNE MEPDI.

D5. Noanepxka
Ona nHpopmaumm OTHOCUTENBHO CepBUCa W MOAAEPXKKW, MOXanynucra, CBSXKUTECh C
cepBucHblM beHTpom OO0 «HIIM «beBapa». KoHTakTHble AaHHble Bbl MoXeTe HanTu Ha canTe

http://www.beward.ru/.

Mepen oGpalwieHveM B cnyxby TeXHUYECKOM NOoAAEpPXKW, NoXanymcra, noaroToBbTe
cneayoLyo nHpopmMaumio:

¢ TouHoe HanmeHoBaHue u IP-agpec Bawero obopygoBaHus (B criydae npuobpeTteHus
IP-o6opyaooBaHus), AaTa NOKYMKK.

o Coo0OLieHuns 06 owmbkax, KOTopble NOABMASIINCL C MOMEHTA BO3HUKHOBEHUSA NPOONeMbI.

e Bepcua npowuvBkM M 4epe3d Kakoe obopynosaHue paboTano yCTPOWCTBO, Korga
BO3HMKNa npobnema.

e [lpousBegeHHble Bamu genctena (No waram), NpeanpuHaTblie And camoCTOATENbHOMo
peLLeHns npobnembl.

e  CKpUMHLIOTbLI HACTPOEK N NapaMeTpbl MOAKITHYEHMS.

YUem nonHee OyaeT npeactaBneHHas Bamu uHdopmaums, Tem ObicTpee cneunanuctbl

CEePBUCHOrO LieHTpa CMOryT noMoyb Bam pelmnTs npobnemy.

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa
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MpunoxeHune E. Fmoccapun

BpaHamayap (MexceTeBOM 9KpaH) — 3TO KOMMJSIEKC annapaTHbIX WM NpPOrpaMMHbIX
CPEACTB, OCYLLECTBNSOLWMN KOHTPOMNb 1 OUNbTpaumio NPOXOASLMNX Yepes3 HEro CETEBbIX NakeToB
B COOTBETCTBMM C 3aaHHbIMU npasBunamu. [porpaMMHbIN GpaHamayap, kak npaBuio, BXOAWUT B

COCTaB OI'IepaLI,VIOHHOVI CUCTEMBbI, @ TaKkke MOXeT ObITb YCTaHOBJ1€H KaK OTAEJIbHOE MPUINoXeHne.

FocTb — nuuUo, Xenatowlee MonyyYnTb AOCTYN Ha OObEKT M AN 3TOro MHULMMpYoLLee
BbI30OB MO BMAeoNaHenu noakroyYeHHon K IP-nopTany HaxaTMeM KHOMKM 3BOHKA, PacnorioKeHHoM

Ha BMAEONaHenn ycTponcTaa.

KnueHT — nuuo, ynpaensiowee IP-noptanom 4epes MNpUIoXeHWe W OcyllecTBhsiolee

KOHTPOJSb 4OCTyNna Ha OObEKT.

POE-MHXeEKTOp — 3TO YCTPOMCTBO, C NMOMOLLbI0 KOTOPOro MOXHO MofdaTtb nuTaHue Ha IP-
noptan no kabenio «BuTasi napa». [uTaHMe W OaHHble nepegalTcs Mo ceTeBoMy kabento
oaHoBpeMeHHo. POE-uHXekTop ncrnonb3yeTcsi, Hanpumep, B Tex cny4asix, korga nobnmsoctu Het

pocTtyna K po3eTtke 220 B.

O6nacTb yBegOMNEeHUM — 3TO JJfIeMEHT raHesnu 3adady B ONepauuoHHbIX CUCTeEMax
cemenctea Windows, ucnonb3yembll ANA HYX4 AONUTENbHO 3amnyleHHbIX, HO Mpu 3TOM He

NOCTOAHHO NCMNOJIb3yeMbIX nNporpamMmm.

MaHenb 3agay — 370 NPUIOXEHUE, KOTOPOEe MCMONb3yeTcs ANs 3anycka ApYrnx nporpamm
UNn ynpaeneHus yxe 3anylleHHbIMW WU npeacTaensowee cobov naHenb WMHCTPYMeHTOB. B
YaCTHOCTWU, UCMOMb3yeTCA AN YNpaBneHUs OKHAMW MPUMOXEHUN B ONEpPaLMOHHBbIX CUCTEMaXx
cemenictea Windows. B aToMm kadecTBe raHesib 3aday pasmeLlaeTcsl Mo YMOMYaHUI0 B HWXKHEN
yacTu pabodero crtona u BkNYaeT B cebsa (cneBa-HanpaBo) raHesib 6biIcmpoe20 3arycka,

A3bIKO8YIO NaHesib n obrnacms ygedomeHud.

3GP — mynbTUMeannHbIi KOHTENHep, onpeaensembln MapTHEpckuM [MpoekTom TpeTbero
nokoneHus (Third Generation Partnership Project (3GPP) ansa mynbtumeauinHbix cnyx6 3G UMTS.
MHorve coBpemeHHble MOBWnbHblE TenedOoHbl MMEKT (PYHKLMM 3anncu U nNpocMoTpa aygauo u

Buaeo B popmate 3GP.

ActiveX — 3To CTaHOapT, KOTOpbIV paspellaeT KOMMNOHEHTaM NPorpaMmMHoOro obecneveHms
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBMCUMO OT 43blka(-OB), UCMONb3yemMoro Ans ux
co3faHusa. Beb-Opaysepbl MOryT ynpaBnsaTb anemeHTamu ynpasneHus ActiveX, gokymeHTamu

ActiveX un cueHapusamn ActiveX. 3OnemeHTbl ynpaBneHusa ActiveX 4acTto 3arpyxawTtcs U
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MHCTannMpyroTca aBTOMaTU4eCKM, Kak 3anpallnBaembl. Cama no cebe gaHHasi TEXHOMOIMUSI He

SIBMISIETCS KpoccnnatopMeHHOM 1 nogaepXnuBaetcs B NofiHOM obbeme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummerpunyHaa wuudpoBas
aboOHeHTCKasA INWHUA) — MOAEMHas TEXHOMNOrus, npeBpalalwas aHanoroBble CuUrHanbl,
nepefaBaemMble MOCPEACTBOM CTaHO4APTHOM TenegOHHON NUHUK, B UUAPOBbIE CUrHarnbl (NakeThbl

D,aHHbIX), Nno3BOJIAA BO BpeMA pa6OTbI coBepLUaTb 3BOHKW.

Angle / Yron o63opa — 370 yron, KOTOpbI 06pasyloT nyyn, COeauHSoWmneE 3a0HI0K TOYKY
o0bekTMBa 1 gmaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE pacCTOsiHME W Yalle BCero
BblpaxaeTca B rpagycax. OOblMHO yron 3peHus WU3MepsieTCs Ha nuH3e, (POKyC KOTOpOM
yCTaHOBIEH B GECKOHEYHOCTb. B 3aBMcMMOCTM OT yrna 3peHus, o6bekTuBbl 4ENAT Ha TpU Tuna:
LUMPOKOYrofbHble, HoOpMaribHble M ANMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale BCero Mcnonb3ylTcsa A4S NaHOpPaMHOro HabnaeHus, yron 3peHnsa coctaBnseT 75 rpagycos
n 6onblwe. HopmanbHble 0ObEKTUBBI MMEKT yron 3peHust oT 45 go 65 rpagycoB. Yron 3peHus

ANMHHOOKyCHOro oobekTuea coctaensieT 30 rpagycos.

ARP (Address Resolution Protocol / [lpotokon onpegeneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HM3KOrO YPOBHSA, MpefHa3Ha4yeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS NO M3BECTHOMY apecy ceTeBOro ypoBHs. Hanbonbluee
pacrnpocTpaHeHne 3TOT MPOTOKOS nony4ymn Gnarogapsa NOBCEMECTHOCTM ceTen |P, NoCTpOEHHbIX
noeepx Ethernet. 3TtoTr npotokon wucnonb3dyetcs ans cedasm IP-agpeca ¢ MAC-agpecom
ycTporctBa. 1o nokanbHOW ceTu TpaHcnupyeTcsa 3anpoc ans noucka ysna ¢ MAC-agpecowm,

cooTBeTCcTBYOWMM IP-agpecy.

Aspect ratio /| ®opmaT aKpaHa — 3TO pOpMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WCMNOMb3YEMbIA ANS  TENEBUSNOHHBIX 3KPAHOB U KOMMbIOTEPHbIX
MOHUTOPOB, cocTaBndeT 4:3. TeneBuaeHne Boicokor YeTkocTn (HDTV) ncnonbayet chopmat kagpa
16:9.

Authentication / AyteHTudukauma — npoBepka NpuHaanNexHocTn cybbekTy gocTyna
npeabaABNeHHOro UM  uaeHTudukatopa; noaTeepxaeHne nognmHHoctn. OavH M3 cnocobos
ayTeHTUMMKaLUMM B KOMMNBLIOTEPHOW CUCTEME COCTOMT BO BBOAE Ballero nofib30BaTerbCKoro
naeHTudmkaTopa, B NpoCcTopeynn HasbiBaemoro «JiormHom» (login — perncrpaumoHHoe ums
nonb3oBaTtensl) M Napons — HEKOW KOoHmaeHuManbHOW WHGOpMaumMm, 3HaHMe KOTOpPOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcom. NMonyyns BBEAEHHbIV NOMb30BaTENEM JTIOMUH
M naporb, KOMNbIOTEP CPaBHMBAET MX CO 3HAYEHWEM, KOTOPOE XpPaHWUTCH B creuumanbHon 6ase

OaHHbIX, U, B Clny4ae coBnageHua, nponyckaeT nonb3oBaTend B CUCTEMY.
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Auto Iris / AP[] (ABTOperynupyemasn gunadparma) — 3T0 aBToOMaTU4ECKOE perynmpoBaHue

BENMWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwolero Ha martpuuy.
CywecTByeT OBa BapwaHTa aBToMaTudeckon perynunpoBku gmadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4m gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNS
6uToB MHOpMaunn. BUTPenT NpMHATO MCNoNb30BaTb MpPU U3MepPeHUn APPOEKTUBHON CKOPOCTU
nepegayn uvHOpMauuM Mo KaHamy, TO eCTb CKOPOCTU nepefaynm «nonesHon WHgopmaumm»

(noMMMO TaKkoBOM, MO KaHany MOXeT nepeaaBaTbCsi CrykebHasi MHopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKM, KOMMEHcauus
3agHero cBeTa). TUMMYHLI NpPUMEpP HEOOXOAMMOCTU MUCMONb30BaHUA: YENoBeK Ha (POHE OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOM» Kamepon Yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa vyenoBeka Ha 60MbLLIOM

CBETSIOM (pOHE OKHa BbINIbETCSH B UTOre "3acBeTKon" BCeW KapTUHKKU. BkritoveHne pyHkumn «BLC»

MOXeT B NoAo6HbIX Cryyasx ncnpaeuntb paboTy aBTOMaTMKM KaMepbl.

Bonjour — npoTokon aBTomMaTn4eckoro obHapyxeHusi cepBmcoB (cnyx6), ncnonb3yemoin B
onepaumoHHon cucteme Mac OS X, HaumHas ¢ Bepcumn 10.2. Cnyxba Bonjour npegHasHavaeTtcs
ANS MCMONb30BaHNS B JTOKAINbHbLIX CETAX U UCMONb3yeT CBeAeHUs (3anucu) B crnykbe AOMEHHbIX
nMéH (DNS) ans obHapyxeHust OpyrMx KOMMbIOTEPOB, PaBHO KaK M WUHbIX CETEBbLIX YCTPOMWCTB

(Hanpumep, NPUHTEPOB) B BnvkanemM CETEBOM OKPYXKEHUM.

CIDR / becknaccoBasi agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, NO03BONALWMI MTMOKO ynNpasnsaTb NPOCTpaHCTBOM IP-agpecoB, He ncnonb3ys
XECTKME paMKu KnaccoBon agpecauuun. Mcnonb3oBaHue 3TOr0 MeToda MO3BOMSEeT 3KOHOMHO
ncnonb3oBaTb OrpaHUYeHHbIM pecypc IP-agpecoB, NOCKOSbKY BO3MOXHO MPUMEHEHUE pasfnnYHbIX

MacoK NnoaceTen K pa3nn4HbiM NOACETAM.

CCD / N3C-maTpuua — 3T0 CBETOYYBCTBUTESNbHbIN 3NIEMEHT, UCNOMNb3YOLWMNNCA BO MHOMMX
LMGPOBLIX Kamepax U NpeacTaBnAloWmMin cobom KPyrnHy UHTErpanbHylo CXemy, COCTOSLLYH U3
COTEH ThbICAY 3apsaoB (NuKcenemn), KoTopble NpeobpasyroT CBETOBYH) SHEPIUMIO B 3NEKTPOHHbIE

curHanbl. Paamep matpuubl MoxeT coctaenaTte 1/4", 1/3", 1/2" nnn 2/3".

CGl (EpuHbin wnwo30BbIM  UHTepdenc) — chneumdukaums, onpegensiolas
B3ammopencTteue web-cepsepa c¢ gpyrumm CGl-nporpammamn. Hanpumep, HTML-cTpaHuua,

cogepxawasa oopmMy, MOXeT mucnonb3oBaTb CGl-nporpammy ana o6paboTkm AaHHbIX POPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTaNIoOKCUAHbIA MNONYNPOBOAHMUK) — 3TO LUMPOKO WCMONb3yEMbIA TUM MNONYyNpOBOLHUKA,
KOTOPbIA WUCNONb3yeT Kak OTpuUaTenbHyl0, TaK W MOMOXUTENbHYI 3MNEKTPUYECKY0 Lenb.

MockonbKy TONMbKO OAHA M3 3TUX TUMOB Liernein MoXeT OblTb BKItOYeHa B Ntoboe JaHHOoe Bpemsi, TO
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mukpocxembl KMOlMa noTpebnsioT MeHbLle 3NEKTPOSHEPTNN, YEM MUKPOCXEMbI, UCMONb3ytoLne

TOMbKO OOMH TWM TpaHaucTopa. Takke gatunkm nsobpaxkeHus KMOIT B HEKOTOPbIX MUKpPOCXEMaX
cogepxaTt cxembl 06paboTKM, OAHAKO 3TO MPEMMYLLECTBO HEBO3MOXHO ucnosnb3oBatk ¢ M3C-

OaT4ynKaMu, KOTOpble ABJTAIOTCA TaKKe Oonee AopormMmn B npon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3Ha4YeHWs1 NOCTOSIHHOMO AOMEHHOIo UMEHM YCTPOMCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMO) C
AnHamnyeckum IP-agpecom. 31o moxeT 6bIThb IP-agpec, nonyyeHHbin no DHCP vnun no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yganéHHoM [JocTtyne 4epe3 moaem). [Opyrne mawuHbl B

MHTepHeTe MOryT yCTaHaBlninBaTb COeauHeEHNe C 3TOM MaLUWHOM MO AOOMEHHOMY MMEHMWN.

DHCP (Dynamic Host Configuration Protocol / [lpotokon auHamu4veckomn
KOHdUrypaumm ysna) — 310 CETEBOWM MPOTOKOJS1, MO3BOMSIOWINA KOMMbIOTEPAM aBTOMaTU4ECKU
nonyyatb IP-agpec v gpyrve napametpbl, Heobxoanmble ana pabotbl B cetn TCP/IP. [JaHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [OnNs aBTOMATMYECKOW KOHUrypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdwurypauum ceTeBoro YycTponcTBa obpaiwjaetca K Tak

Ha3biBaemomy cepeepy DHCP v nony4aeTt oT Hero HyxHble napameTpbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam IP-agpeca BHyTpu
3agaHHOro guanasoHa Ha onpeneneHHbld Nepuod BpeMeHWu. [aHHy yHKUUIO MoadepKuBatoT

npakTU4Yeckn BCe COBPEMEHHbIE MapLLPYTU3aTopPbI.

Digital Zoom / LiucpoBoe yBennyeHne — 310 yBenuyeHve pasamepa kagpa He 3a cyet
ONTWUKK, @ C NOMOLLBIO KaappOBaHWS MOMYy4YEHHOrO C MaTpuubl n3obpaxeHns. Kamepa Huyero He
yBENnMUMBaET, a TOMbKO Bblpe3aeT HYXHYI 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBoHa4aribHOro paspeLlueHus.

Domain Server / CepBep AOMEHHbIX UMEH — TaKKke AOMEHbI MOryT BbITb NCMOMb30BaHbI
opraHuMsaumsiMu, KoTopble XOTAT LEHTPanu3oBaHHO YNpaBnsTb CBOMMK KOMMbkOTEpaMu (Ha
KOTOpbIX YyCTaHOBMeHbl onepaunoHHble cuctembl Windows). Kaxabli nonb3oBaTtenb B pamMkax
OOMeHa norny4vaeT Y4YeTHY 3anncb, KoTopasi OObIYHO paspellaeT 3aperucTpupoBaTbCa U
ucnonb3oBaTb NO6ON KOMMNbIOTEP B OOMEHE, XOTS OOHOBPEMEHHO Ha KOMMbHTEP MOryT ObiTb
HanoxeHbl orpaHuyeHnsi. CepBepoM [OOMEHHbIX WMEH 4BMSETCA  cepBep, KOTopbin

ayTeHTI/l(*)VILI,VIpyeT nonb3oBaTteneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JOKalbHbIX
KOMMbloTepHbIX ceTax. CrtanpapTel Ethernet onpegensitoT npoBoaHble coeavHeHUst U
3MeKTpUYeckme curHanbl Ha u3nyYeckoMm ypoBHe, copmaT KagpoB W NPOTOKOSbI yrpaBreHus

AOCTYNOM K cpefe — Ha KaHanbHoMm ypoBHe mogenu OSI.

Factory default settings / 3aBoackne ycTtaHOBKM MO YMOJSYaHUIO — 3TO YCTaHOBKWU,

KOTOpble n3Ha4aribHO NCNofib30BaHbl ANA yCTpOVICTBa, Korga OHO OTrpy»xaeTtcd C 3aBoja B nepBb||7|
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pa3. Ecnv Bo3HUKHET HEOBXOAMMOCTb NEepeycTaHOBUTL YCTPOWCTBO A0 €ro 3aBOACKUX YCTAHOBOK

No YyMONYaHWio, TO 3Ta (PYHKUMS NpUMeHMMa Ansi GOnbLUMHCTBA YCTPOWCTB, M OHa MOMHOCTbIO

nepeycraHasnnBaeT nobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBon dkpaH) paboTaeT Kak 6apbep Mexay
CeTaAMM, Hanpumep, Mexay rfokanbHOW ceTbio U MHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbIM Nonb3oBaTensMm OyaeT paspelueH AOCTYn U3 OAHOW CEeTU B APYryto
ceTb. bpaHamayapom MoxeT OGbITb MporpaMMHoe obecrneveHue, paboTatollee Ha KOMMbOTepe,

nnn 6paH/:|,M3y3p0M MOXET ObITb aBTOHOMHOE annapartHoe yCTpOI?ICTBO.

Focal length / ®okycHoe paccTtosiHne — n3sMmepsieMoe B MUIMMETpax (OOKyCHOe
paccTosiHne 06beKTMBA Kamepbl, onpeaensioLlee WMPUHY ropnu3oHTanbHOM 30HbI 0630pa, KoTopoe
B CBOI ovepedb uamepsdeTcsa B rpagycax. Onpenensercsa Kak pacCTtodgHne OT nepeaHen rnaBHom
TOYKM OO nepegHero dokyca (ans nepegHero OKyCHOrO paccTOsiHMSA) U Kak pPacCcTosiHue oT
3aHewN rmaBHON TOYKM OO0 3agHero dokyca (ansa 3agHero okycHoro paccrosanus). MNpu atom, nog
rMaBHbIMM TOYKaMU NOAPaA3yMeBalOTCA TOYKM nNepeceveHus nepeHen (3agHen) rrnaBHOM

MTOCKOCTU C ONTUYECKON OCbIO.

Fps / KagpoBasi 4yactoTa — KONMYECTBO KagpoB, KOTOPOE BMaeocucteMma (KomnbtoTepHas

urpa, Teneeusop, DVD-nneep, Buaeodann) BbIAET B CEKyHAY.

Frame / Kapp — kagpom sBnsetcs nonHoe BugeounsobpaxeHne. B dopmate 2:1
4YepeccTpoYyHOM pasBéPTKM uHTepdenca RS-170 u B dopmatax MexgyHapogHoro
KOHCYNbTaTUBHOrO KOMUTETa NO paguoBeLLaHuio, Kagp co3fgaeTcs u3 AByX oTAeNbHbIX obnacren
TNIMHUIN YEepPECCTPOYHON pa3BepTkn 262.5 nnn 312.5 Ha vactote 60 wnm 50 My ans Toro, 4To6kLI
cchopmMmmpoBaTb MOMHbLIA Kadp, KOTOPbIA 0TOOpa3nTcs Ha akpaHe Ha 4actoTe 30 wunm 25 lu. B
BMgeokamepax C MNporpecCMBHOM pPa3BEPTKON Kaxabl Kadp CKaHUPYeTCA MOCTPOYHO U He

ABMNAETCA YepPeCcCTPOUYHbIM; BONBLUMHCTBO U3 HUX OTOGpaxaeTcsa Ha YyacTtoTe 30 1 25 Iu.

FTP (File Transfer Protocol / [lpoTtokon nepepaun ¢annoB) — 3TO MNPOTOKON
NPUIIOXEHWS, KOTOPbIN Mcnonb3yeT Habop npoTtokonos TCP / IP. OH ucnonb3yetcs, 4TOObI
obmeHuBaeTca dannammu  Mexay KomnbroTepamu/yctponctsamm B cetu. FTP  nossonser
nogknoyaTbca K cepsepam FTP, npocmaTtpuBaTh COOEPKMMOE KaTanoroB U 3arpyxatb hansnbl ¢
cepBepa unu Ha cepsep. poTtokon FTP oTHocuTcs K NpoTOKOnam NpUKNagHoro ypoBHA U Ans
nepeaayn AaHHbIX UCMOoNb3yeT TpaHCNopTHLIN npoTtokon TCP. KomaHabl 1 gaHHble, B OTNnyne ot
GonbLlIMHCTBA ApYrMx NPOTOKOMOB nepedatnTcs no pasHbiM noptam. [opt 20, oTKpbiBaeMbi Ha
CTOpPOHE cepBepa, Ucnonb3yeTca Ana nepegadn gaHHbelx, nopt 21 - Ang nepegaym komana. MNopt

ana npuemMa gaHHbIX KIMMeHTOM onpenendeTcd B Ananore corriacoBaHu4.

Full-duplex / MonHbIM Aynnekc — MNOMHbLIA Aynrekc npencrasngetT cobown nepepady

OaHHbIX OOHOBPEMEHHO B OBYX HanpaBlieHUAX. B cucreme 3BYyKOBOCMNpousBeaeHnda 310 MOXXHO
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onucaTb, Hanpumep, TenedoHHbIMM cucTeMamMun. Takke nonyaynnekcHas cBsidb obecneuvvBaeT

OBYXCTOPOHHKOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a OanH pas.

G.711 — craHgapT gna npeacraeneHus 8-6utHon komnpeccun PCM (MKM) curHana c
yactoton pguckpeTtusaumm 8000 kagpos/cekyHay u 8 6Gut/kagp. Takum obpasom, G.711 kogek

co3aaéT noTok 64 Kout/c.

Gain / KoadhcpmumeHT ycnuneHmsa — KoadhpULNEHTOM YyCUINEHUS SIBNISIETCS KO3PULNEHT
YCUNEHUsT W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTENb YCUNUBAET Cuny curHana.
KoadhumumeHTbl yecmunenunsa obbl4HO BbipaXkatoTcsa B eanHmuax mowHoctu. deunben (ab) sensetca

Hanbonee yl'lOTpeGVITeJ'IbeIM crnocobom ans n3MepeHna ycuneHua ycunmtens.

Gateway / MexceTeBOM W3 — MEXCETEBbIM LUMIO3OM SBMSIETCSA CETb, KOoTopas
OENCTBYET B KayecTBe TOYKM BXOAa B Apyryto ceTb. Hanpumep, B KopnopaTuBHOW CETU, CepBep
KOMNbloTEpa, AENCTBYIOLUNIA B Ka4eCTBE MEXCETEBOro L03a, 3a4acTylo Takke OeNCTByeT U B
KayecTBe MPOKCU-CepBepa M cepBepa CeTeBOM 3almTbl. MexXceTeBOW L3 YacTo CBA3aH Kak C
MapLUpyTU3aTOPOM, KOTOPbIA pacno3HaeT, KyAa HanpaensATb NaKeT AaHHbIX, KOTOPbIN NPUXOAUT B
MEXCETEBOW LUMO3, TaK M KOMMYTaTopOM, KOTOPbIN NPeaoCTaBNseT UCTUHHBLIA MapLUpyT B U U3

MeXCceTeBOoro wn3a gnd gaHHoro nakeTra.

H.264 — 9TO MeXayHapoaHbIN cTaHA4apT KOAUPOBaHMSA ayauo u Buaeo, (opyroe HasBaHue
'MPEG-4 part 10' unin AVC (Advanced Video Coding)). JaHHbI cTaHOapT COAEPXUT psad HOBbIX
BO3MOXHOCTEMN, MO3BONAOLWMX 3HAYUTESNBHO MOBbLICUTL 3(EEKTMBHOCTE CKaTUA BUOEO MO
cpaBHeHuto ¢ bonee paHHumMu ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
GonbLuyo MTMHBKOCTE NPMMEHEHNA B pa3HOOBOpa3HbIX CeTeBbIX cpeaax. Mcnonb3yetca B UMPOBOM

TenesmaeHnn BblCOKOro paspewennsa (HDTV) n Bo MHOrmMx gpyrmux obnactsax unugpposoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTokon nepenaym runeptekcra) — ato Habop
npasun no obmeHy cpavnamm (TEKCTOBbIMK, rpaduyeckumn, 3BYKOBbIMW, BUOEO- U APYruMu
MynbTumegma dannammn) B cetu. poTtokon HTTP gaBngeTca NpOTOKONOM BbICLLENO YPOBHSA B
cemenctee npotokonoB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetcd A0 NOmnydYeHnus

noaTeepXxgeHma o ero npaBuiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIA NMPOTOKON nepegayvun
rmneptekcra) — pacwwupeHvme npoTtokona HTTP, nopgepxmBawowee wudpoBaHue. [aHHble,
nepegasaemble no npotokony HTTP, «ynakosbiBaloTcs» B Kpuntorpaduyeckuin npotokon SSL
unn TLS, Tem cambiMm obecneunBaeTca 3aluuTa 3TUX AaHHbIX. B otnnyme ot HTTP, ana HTTPS no

ymonyaHuio ucnonbdyetca TCP-nopt 443.

Hub / CeTeBOM KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCNOMNb3yeTcs AN NOAKNHYEHNS

MHOTOYUCIIEHHBIX YCTPONCTB Kk ceT. CeTeBOW KOHLEHTpaTop nepeaaeT Bce AaHHbIe B YCTPOWCTBA,
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NOOKMOYEHHbIE K HEMY, TOr4a Kak KOMMyTaTop TOMbKO nepeAaeT AaHHble B YCTPOWCTBO, KOTOpoe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NpoTOKON ynpaBnsitoWmMX
coobOuweHun) — ceTeBon NpPOTOKOS, BXogswmn B ctek npotokonioe TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Ana nepegaydn coobuweHnn o6 owmbkax v Opyrux UCKMIOYUTENbHBIX CUTyauusx,
BO3HUKLLMX NPWU Nepeaaye AaHHbIX, Hanpumep, 3anpawmBaemMas ycnyra HegocTynHa Unm XocT Unu

MapLpyTn3aTop He OTBe4aloT.

IEEE 802.11 / Ctanpapt IEEE 802.11 — 370 cemeincTBo cTaHaapToB Ansi 6eCcnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogaepxuBaeT nepedadvy AaHHbIX Ha ckopoctv 1 wunu 2
M6uTt/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepegadn AaHHbIX 11
M6uTt/cek Ha nonoce 2.4 [Ty, B To BpeMs kak cTaHaapT 802.11a no3BonseT 3agaTb CKOPOCTb A0

54 M6uT/cek. Ha nonoce 5 Tu.

Interlaced video / YepeccTpouyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n3obpaxeHuin (Ha3biBaeMbIX NONAMU) B CEKyHAY, U3 KOTOPbIX Kaxable 2 nocreaoBaTenbHbIX MNOMs
(monykagpa) 3atem obbeamHsitotca B 1 kagp. YepecctpodHasa pasBepTka Obina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBnaeHust N 40 CUX Nop WKNpoko npumeHsietcs. OHa gaet
Xopowmne pesynbTaTbl NPU NPOCMOTPE ABWXKEHWsI B CTaHOAPTHOM M300paXkeHun, XOoTs Bcerga

CyLLLECTBYET HEKOTOPOE UCKaXEeHNEe N300paxeHus.

Internet Explorer (IE) — cepus 6pay3sepoB, pa3pabaTbiBaemas kopnopauuen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepaunoHHbIix cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yembiM Be6-6paysepom.

IP 66 (Ingress Protection) — aT0 ctaHgapT 3awmTbl 060pya0BaHUSA, KOTOPbIA ONUCbIBaeT
nbine- 1 BRaro- 3awuTy Kamepbl BuaeoHabniogeHusa. lMepsas umdpa o6Go3HavaeT YypoBEHb
3aWmMThl OT NonagaHna TBEpAbIX YacTuy (Hanpumep, umdpa 6 o6o3Ha4YaeT NOSTHOE UCKIKYEHME
nonagaHusa nbinun). Btopas umdpa obo3HayaeT ypoBEHb 3aliMTbl OT NoMnagaHust KUOKOCTEWN
(Hanpumep, umdpa 6 obo3HayaeT GesynpeyHyo paboTy Kamepbl NpPU BO3OENCTBMM MACCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BpEMEHHOM 061'II/IBaHI/IVI.)

IP-kamepa — uMdpoBas BUAeOKamepa, OCOBEHHOCTHLIO KOTOPOW sBMsieTCs nepeaaya

BMgeonoToka B uncpposom copmate no cetn Ethernet, ncnonesaytowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt OG6beauHeHHOW rpynnbl
akcneptoB B obnactu coTtorpachmm) — oauH M3 NONyNsApHbIX rpadudeckmx GopmMmaTos,
NPUMEHSIEMbIN ONS1 XpaHEHUST (POTOM300paKeHnn n NogobHbIX UM n3obpaxeHun. Mpu cosgaHum
n3obpaxerma JPEG nmeeTcsi BO3MOXXHOCTb HACTPOWMKM MCMOMb3YyeMOro KoddduumeHTa cxaTus.

Tak kak npu OGonee HU3KOM KO3PUUMEHTE CXaTusa (T.e. CaMOM BbICOKOM KayecTBe)
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yBenuumeaeTcs ob6bem dpanna, CywecTByeT BbIbop Mexgy KadecTBOM M300paxeHus n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 310 Mepa namepeHus CKOpoCTM NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOp017| onpeaeneHHoe Konn4ectBso outoB npoxoaaT 3aaHHYK TOYKY.

LAN (Local Area Network / JlokanbHasa BblMMCNUTENbHAA CeTb) — KOMMNbIOTEPHAs CETb,
noKpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO NN HEBOMbLUYIO Tpynny 34aHWN

(aom, oduc, bmMpmy, MHCTUTYT), TO €CTb ONpeaeneHHY0 reorpaguyeckyo 30Hy.

Lux / Jllokc — eguHuua namepeHus oceelleHHocTU. OnpeaensieTcsl Kak OCBELLEHHOCTb
NOBEPXHOCTU nrowaibio 1 KB.M. CBETOBbIM MOTOKOM 1 noMeH. McnonbayeTtcs anst o0603HayYeHns

HYyBCTBUTEJIbHOCTU KaMep.

MAC-agpec (Media Access Control address / AnnapaTHbIi agpec YCTPOUCTBA) — 3TO
YHUKanNbHbIN NOEHTUMUKATOP NPUCOEANHEHHOrO K CETU YCTPOMCTBA UNN, TOYHEE, ero nHTepdenic

A4 NoAKNKYEeHUA K CeTU.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MeEpPEHUsT CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTbI MPOXOAAT 3afaHHYH TOYKY. ATOT napameTp 0ObIYHO
ncrnonb3yeTcs, YToObl NPEeACTaBUTb «CKOPOCTb» ceTu. JlokanbHas ceTb AorkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbii MeTof BMAEOCXKaTMsl, OCHOBHOW OCOBGEHHOCTbIO
KOTOPOro SBNSAETCS CXKaTue KaKOoro OTAENbHOro Kagpa BMAEONMOTOKa C MOMOLLbIO anroputma
ckatna wusobpaxenHun JPEG. lMpm coxkatum metogom MJPEG wmexkagpoBasi pasHuiua He

YYNUTbIBaAETCA.

MPEG-4 — 310 MexXayHapoaHbI cTaHgapT, UCMONb3yeMblil MPenMyLLLECTBEHHO AN CxXaTnus
umgposoro ayauo u sugeo. CrtaHgapt MPEG-4 B OCHOBHOM wuCnonb3yeTcd AN BellaHus
(noTokoBoe BMAEO), 3anMcu PUNbLMOB Ha KOMMNAKT-AUCKKW, BuaeoTenedoHumn (BngeotenedoH) m

LLUNPOKOBELLaHKA, B KOTOPbIX akKTUBHO NCNOJb3yeTCA CKaTue Ll,Md)pOBbIX BMOEO U 3BYKaA.

Multicast / FpynnoBasa nepegaya — cneunanbHas oopma LUMPOKOBELL@HUSA, NPU KOTOPOM
KOMUW MakeToB HanpaBnaAwTCcs onpedenéHHoMy noAgMHOXeCTBY agpecatoB. Hapsagy c
NPUNOXEHNAMM, YCTaHaBNMBAKOLWNMKN CBSA3b MeXOY WCTOYHUKOM W OOHWM fonydvaTenem,
CYLLLECTBYIOT Takue NpunoxeHus, rae tpebyetcs, YTobbl UCTOYHMK NOCbINan nHpopmMaumo cpasy
roynne nonydatenen. [lpu TpaguumoHHon TexHonornn |P-agpecauun TpebyeTcs Kaxgomy
nonyyaTento WHgopmaLMM nocratb CBOM MaKeT AaHHbIX, TO eCTb Of4Ha WU Ta Xe WHdopmaums
nepegaeTcsi MHOro pas. TexHonorus rpynnoBon agpecauun npeacraenset cobon pacwmpenue IP-

agpecauunun, no3pondmoLlee HanpaBuTb OOHY KOMNUIKO NakeTa cpady BCEM MnonyvaTenam. MHoxecTBO
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nony4aTenen onpeaensieTcs NPUHaANEXHOCTbIO KaXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky

ANA KOHKPETHOW rpynnbl MOMAy4atoT TOMNbKO YNeHbl 3TOW rpynnbl.

TexHonornsa IP Multicast npegocrtaBnseT psag CyLLeCTBEHHbIX NPEeUMYLLECTB NO CPaBHEHUIO
C TPagMUMOHHbIM Noaxoaom. Hanpumep, aobaBrneHne HOBbIX NONb3oBaTeNen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne nponyckHOM CnoCOBHOCTM ceTu. 3Ha4YMTENbHO COKpaLLaeTCsl Harpyska
Ha nocbinawwWwun cepBep, KOTOpbIi Oonblle He [O0MKEeH noadepXumBaTb  MHOXECTBO

OBYXCTOPOHHUX COeMHEHUN.

Ana peanusaumn rpynnoBoM agpecauun B fOKanbHOW CeTU HeobxoauMmbl: MOAAepKKa
rpynnoBon agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
Ons OTNpaBKM 3anpoca o NpucoeavHeHUU K rpynne 1 nonyvyeHun rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumv CETeBOM KapToW, MPUNOXeHue, UCnonbaylolee rpynnoByl agpecauuio,
Hanpumep, BMAEOKOHepeHUnsa. TexHonorma «MynbTukacT» mcnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTtca craTudeckass WM AuHaMudeckas agpecauusi. [Npumepom
cTatnyeckmx agpecoB siBnisitotca 224.0.0.1 — agpec rpynnbl, BKAo4Yawowen B cebs Bce y3nbl
nokaneHon cetun, 224.0.0.2 — Bce MapwlpyTM3aTopbl fIOKanbHOW ceTu. [dnana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Af9 MNPOTOKOSIOB MapLipyTmsauum wn apyrux
HU3KOYPOBHEBbLIX MPOTOKOMOB  NOAAepXku rpynnoson agpecaumn. OcTanbHble agpeca
ONHAMWYEeCKn  UCMOMb3ylTCA  NpUNoxeHmsmn. Ha  cerogHAWHWUM  AOeHb  BOMbLUMHCTBO
MapLUpyTM3aTOPOB NOAAEPKUBAIOT 3Ty ONUMIO (B MEHIO 0ObIYHO eCTb onums, paspewatowasn IGMP

NPOTOKOM UK MynbTUKAcCT).

NTP (Network Time Protocol / lNMpoTokon CUHXPOHU3ALUMN BpPEMEHU) — CEeTeBOW
NPOTOKON ANSA CUMHXPOHM3ALMN BPEeMEHM C ucnonb3oBaHmeM ceter. NTP ncnonbayeT ans ceoeun

paboTtbl npoTokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctangapt NTSC
sBNAeTcs TeneBn3noHHbIM 1 BuaeoctaHaaptom B CLUA. CtaHgapt NTSC gocraensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacneBow cTaHAapT, ONpeaensoLnii
NPOTOKONbI B3aMMOAEWNCTBMA TakMX YCTPOMCTB, Kak |P-kamepbl, BUaeopernctpaTopbl 1 CUCTEMBbI
ynpaeneHna Buageo. MexayHapoaHbli ¢opyMm, CO34aBLUMKA  AaHHbIA - CTaHAapT, OCHOBaH
KomnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTkn U pacnpoCTpPaHEeHNst OTKPLITOrO CTaHAapTa AN CUCTEM CETEBOro BUAEOHabNoaeHus.

PAL (Phase Alternating Line / TeneBusnoHHbin ctaHgapT PAL) — TeneBW3MOHHbIV
ctaHgapt PAL saBndaetcs npeobnagalowmm TeneBM3MOHHBIM CTaHA4apTOM B cTpaHax Esponbl.

TeneBun3noHHbI cTaHgapT PAL goctaBnsieT 625 cTpok B kagpe Ha 25 k/cex.
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PoE (Power over Ethernet / NutaHune 4epe3 Ethernet) — TexHonoruns, nossonswLlas

nepefaBaTb YyOanéHHOMY YCTPOMCTBY BMeECTE C [JAaHHbIMU 3MIEKTPUYECKYID JHEpruo 4vepes

CTaHOapTHYLO BUTYIO napy B cetn Ethernet.

Port / MopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIA pPECYPC, BblOEMNSEMbIN
NPUITOXKEHUIO, BLINOMHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, ASI CBA3U C MPUMIOXKEeHUAMMU,
BbIMOMHSAEMbIMU Ha APYrnMX ceTeBbIX XOCTax (B TOM YMCne C APYrMMU MPUMNOXKEHUAMM Ha 3TOM Xe
xocte). B 0Bbl4HOM KNMEHT-CEpPBEPHON MOAENN MpUNOXeHne nNnbo OXMaaeT BXOASALWMX OAHHbIX
UNu 3anpoca Ha coeauvHeHue («cnywaeT nopT»), NMbo nocbinaet AaHHble Unu 3anpoc Ha

coeMHEHNe Ha U3BECTHbLIN nopT, OTKprTbIVI npunoXxeHmnem-cepsepom.

PPP ([MpoTtokon ABYXTOYEYHOro CoOeaMHEHUA) — TMpPOTOKOS,  MO3BONSAIOLLNIA
ucnonb3oBaTb MHTEpdEnC nocrneaoBaTenbHON nepefadyn Ans CBA3WM MeXAy OBYMsS ceTeBbiMU

ycTponcteamn. Hanpumep, nogkntodeHue MK k cepsepy nocpenctBoM TeNedOHHON NIHUK.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «TOYKa - TOYKa») — NPOTOKON
ona  nogknoyveHna  nonb3oBaTtenen cetm  ctaHpgapta  Ethernet k WHTepHeTy  uyepes
LLIMPOKOMOSIOCHOE COeanHEHNEe, Takoe kak NnHua DSL, 6ecnpoBogHoe yCTPONCTBO Ui KabenbHbIn
mogem. C nomoulbto PPPOE 1 LunpokononocHoro Mogema nosib3oBaTtesnn nokanbHOW ceTn MoryT
nony4atb OOCTYNn C MHAMBMAOYanbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHLIM CEeTAM
AaHHbix. Obbeaunaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT ahPEeKTMBHbLIN Cnocob co3aaHnsa oTAENbHbIX COEQVMHEHWI C YOaneHHbIM CEPBEPOM

ONa KaXXgoro nosjib3oBaTtend.

Progressive scan / [porpeccuBHOe CKaHMpPOBaHME — 3TO TEXHONOMNSA npeacraBrneHns
KagpoB B BWOEOHAOMOAEHUMN, NMPU KOTOPOM KaxKablA Kaap BOCMPOW3BOAUTCS MO OAHOW NMUHUK B
nopsigke WX pasMeLleHnss Kaxayr LecTHaguaTylo [OM  cekyHabl. To ecTb cHadvana
nokasblBaeTca NuHuA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpasom, n3obpaxeHne He GbeTca
Ha oTAenbHble nonykagpbl. B aToM cnyvae nNonHOCTbIO McyesaeT achdekT mepuaHus, NnoaTomy

Ka4eCTBO OTCHATOro BMAeo nony4vyaetca ©onee BbLICOKM.

RJ45 — yHMMUMPOBaHHLIN pa3bEéM, WUCMNONb3yeMbld B TENEeKOMMYHUKauusx, uvmeet 8

KOHTakTOB. Mcnonbayetcs ansa cosganus JIBC ¢ ncnonb3oBaHnem 4-napHeix kabenen BUTon napbl.

Router / MapwpyTtusatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOuKy Gnwkanwen
CeTn, B KOTOPYH NakeT AaHHbIX OOMKEeH ObiTb HanpaBfeH Kak B CBOW OKOHYaTESbHbIA MyHKT
HasHayeHus. MapwpyTnsatop cosgaeTr w/unuv noggepXuBaeT  cneumanbHyrw  Tabnuuy
MapLUpyTM3aLmMK, KOTopas COXpaHdaeT MHAOPMaUMo, Kak TOMbKO OHa AocTuraeT onpeaerieHHbIX
MyHKTOB HasHayeHud. WHorga MaplupytMsatop BKMIOYMEH B KayecTBe 4acTu  ceTeBOoro

KOMMyTaTopa.
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RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXumMe peanbHOro

BpeMeHU) — aTO npoTokon IP ong nepefayn gaHHbIX (Hanpymep, ayauo Unu BUAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arosfioBke gaHHble, Heobxoanmble Onis
BOCCTAHOBIIEHUSA rofloca Unu BuOeonsobpaxeHnsa B NPUEMHOM y3rie, a Takke [aHHble O Tune
koauposaHua nHgpopmauuun (JPEG, MPEG n 1. n.). B 3aronoske gaHHOro NpoTokosa, B YaCTHOCTM,
nepenaroTcs BpeMeHHas MeTka M HOMep nakeTa. OTW napameTpbl NO3BONSAIOT NPU MUHUMATbHbIX
3agepxkax onpegenutb MOpPsSAOK W MOMEHT OEKOAMPOBaHUS KaXOoro mnaketa, a Takke
WHTeprnonupoBaTb NOTEPSIHHbIE MakeTbl. B KayecTBe Huxenexallero NpoTokora TPaHCMOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepepayn NOTOKOB B peXxume
peanbHOro BpeMeHu) — 3TO NPOTOKON yNpaBeHns, KOTOPbIN CAY>XUT OCHOBOWN AMsi COrnacoBaHUs
TPaAHCNOPTHLIX NPOTOKOSOB, Taknx kak RTP, MHOroagpecHom nnn ogHoaapecHon nepegayn n ans
cornacoBaHunsa ucnonb3yemblx kogekoB. RTSP MoxHO paccmaTpuBaTb Kak NynbT AUCTAHUMOHHOMO
yrnpaBneHnss NoOTokaMu OaHHbIX, NpegocTaBnseMbiMu cepBepoMm Mynbtumeana. Cepsepbl RTSP
0o6blvHO wucnonb3ytoT RTP B KayectBe cTaHgapTHOroO MpoOTOKONa And nepedadn ayguo- U

BUAEOAAHHbIX.

SD (Secure Digital Memory Card/ kapta namatu Tuna SD) — ¢popmaT KapTbl pnaLu-
namsaTi, paspaboTaHHbLIA ONS UCMONb30BaHWA B OCHOBHOM B MOPTATUBHbLIX YCTpoWcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcs B  UUMPOBbLIX YCTPOMCTBAX, Hanpumep: B
oToannapatax, MoOunbHbIX TenedoHax, KIK, kommyHuMkaTopax wn cmapTdoHax, GPS-

HaBuratopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPpUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpeMsi HaKOMMEeHUsa 3NeKTpudeckoro 3apsga. dTa deTanb OTBeYyaeT 3a
ONNTENBHOCTb BLIAEPXKKM U KONMYECTBO CBETA, NOMABLUEro Ha Matpuuy nepes hopMUPOBaAHNEM

n3obpaxkeHus.

SMTP (Simple Mail Transfer Protocol / MpocTon npoTokon nepegayn nNoYTbl) —
npotokon SMTP wucnonb3dyetcs Ons OTCbUIKM M MONYYEHUA INEKTPOHHOW nouytbl. OaHako
NMOCKOJTbKY OH SBMSAETCH «NPOCTbIM» NO CBOEW CTPYKTYpPE, TO OH OrpaHUYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTM COOOLUEHUIA Ha MOMy4aroLeM KOHLE, U OH 0ObIMHO MCMONb3yeTcs C OOAHUM U3
ABYX Apyrmux npotokonos, POP3 nnn npoToKkonom MHTEPAKTMBHOIO AOCTyNa K 3N1EKTPOHHOM noyTe
(npoTokon IMAP). 3Tu NpOTOKOSbI NO3BOMSOT MOMb30BATENIO COXPAHATL COOBLLEHNS B MOYTOBOM

AWLMKE cepBepa 1 Nepuoaguyeckn 3arpyxaTtb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awmieHHbIX
cokeToB / MpoToKkoN TPaHCMOPTHOrO YPOBHA) — 3TW ABa NpoTokona (npotokon SSL asnsdetca

npueMHuKkom npoTokoria TSL) saBnsioTcA  Kpuntorpaduyeckummn npoToKonamu, KoTopble
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obecneunBatoT 6e3onacHyto cBA3b B ceTW. B BonbluMHCTBE cnyyaes npoTokon SSL ucnonb3yertcsa

yepes npotokosn HTTP, 4to6bl chopmmpoBaTb NPOTOKON 3alMLWEHHON nepegayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMb30BaHHOMO, Hanpumep, B MHTepHeTe Onsl OCyLeCTBEHNS
(PUHAHCOBLIX TpaH3akuun B 3nekTpoHHoM Buae. [MpoTokon SSL wmcnonb3dyeT ceptudmkaThbl

OTKPbITOIo KpVII'ITOFpadJI/l‘-IeCKOFO Knto4a, 4ToObI noareepXxngatb MOEHTUYHOCTb cepBepa.

Subnet mask / Macka nogcetn — GuTOoBasd Macka, onpegensiouwasi, kakass yactb IP-
agpeca ysna ceTu OTHOCUTCA K agpecy CeTu, a Kakasd — K agpecy caMoro yana B 9TOW CeTu.
Hanpuwmep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogntcsa B cetu
192.168.0.0.

Switch / KommyTatop — KOMMyTaTOpoM SBMSIETCS CETEBOE YCTPOMCTBO, KOTOpOe
COefVHSAET CErMEeHTbl CETU BMECTE M KOTOpoe BblOvpaeT MapLupyT AMs Nepecbinikn yCTPOUNCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMyTaTop sBNsieTcsa 6onee nNpocTbiM M
6onee ObICTPbIM MEXAHM3MOM, YEM CETEBOW MapLlpyTM3aTop. HekoTopble KOMMyTaTopbl MMEKT

dOYHKUUIO MapLipyTmusaTopa.

TCP (Transmission Control Protocol / MpoTokon ynpaBneHus nepenaven) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbIn ONs ynpaBneHus nepegaden
OaHHbIX B ceTax u nogceTsix TCP/IP. TCP - 3To TpaHCNOPTHLIN MeXaHu3M, NpenoCTaBMsOLWUNA
NOTOK AaHHbIX C NpeaBapuUTENbHON YCTAaHOBKOW COeANHEHUS, 3a CYET 3TOro AatoLmMn YBEPEHHOCTb
B AOCTOBEPHOCTU MNOSlydaemblX AaHHbIX, OCYLLeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepn AaHHbIX W yCTpaHseT AybnupoBaHue npu nosiydeHun OBYX KOMMW OAHOro naketa (CMm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepnog BPEMEHM UMM YMCNO UTEpPaALMA UM NEPEXOOOB,
3a KOTOpbIN HAaboOp AaHHbIX (NAKeT) MOXET CyLLeCTBOBaTb A0 CBOEro MUCYE3HOBEHUS. 3HadeHue
TTL moxXeT paccmaTpmBaTbCs Kak BEPXHASA rpaHuLa BPEMEHU CyLlecTBOBaHUA IP-gentarpammel B
cetn. MNone TTL ycTtaHaBnuBaeTcsa oTnpasButenemM gentarpaMmmbl U YMEHbLUIAETCS KaXObIM  y31IOM
(Hanpumep, MapLpyTU3aTOpoM) Ha MNyTU €ro CrneaoBaHusi, B COOTBETCTBUM CO BpPEMEHEM
npebbiBaHMsT B [JaHHOM YCTPOWMCTBE WM COrMacHoO npoTtokosly obpaboTtku. Ecnv none TTL
CTaHOBMWTCH paBHbIM HYMO OO TOro, Kak gentarpamma npmbyaeTt B NYHKT HasHayeHus, TO Takas
pentarpamma oTOpacbiBaeTca u oTnpaButento otcbinaetca ICMP-naket ¢ kogom 11 —

«npeBbILIJeHI/Ie BPEMEHHOIO NHTEpBana».

UDP (User Datagram Protocol / lpotokon pgentarpamm nonb3oBatensa) — 370
npoTokon oOOMeHa [aHHbIMW C  OrpaHWYEeHWsIMM  Ha MepecbliaemMble AdaHHble Mo  CeTw,
ncnone3ytowen nportokon |IP. [lMpotokon UDP gaBnsetca anbTepHatuBow npotokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANA Hero HeobsAsaTenbHa AoCTaBka BCEX

OaHHbIX N HEKOTOpPbIE NaKeTbl MOTyT ObITb nponyuleHbl, eclin CETb NeperpyxeHa. 9710 0CcobBEHHO

PykoBoacTBo no akcnnyaTtaumum DK103(P)(W)(-4G) IP-nopTtan BugeogomocoHa



Be\'UAR D Lpunooscenus

yoo6GHO npu nepefave BMAaeoMaTepuarnioB B peXuMe pearibHoro BpeMEHW, MOCKONbKY He nMeeT

CMbICIla MOBTOPHO rMepefdaBaTh YCTapeBLUYH MWHGOpMauuio, KoTopasi BCe paBHO He Oyaet

oTobpaxeHa.

UPnP (Universal Plug and Play) — TexHonorus, nossonsowasi nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBLIM CUCTEMAM (HanNpuMep, OXpaHHOMY 06opyA0BaHMIO,
pasBrekaTenibHbIM  YCTPOMCTBAM WM UHTEPHET-LUNI03aM) COoeauHATbCA  Mexay cobon
aBTOMaTMyeckn n pabotaTb COBMECTHO 4epe3 enuHyto ceTb. [natcdopma UPnP ctpoutca Ha
OCHOBE TaKuX WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonornsa UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MpakTUYeckn noboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1x yncno, B 4acTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTM Ha ocHoBe TenemOHHbIX NUWHWUA, NUHUIK 3anekTponuTaHna wn np. MNMogaoepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIN yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHBINA cnocob 3anucy agpeca pecypca B cetn MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoaHOM NPOTOKON Nnepenavv AaHHbIX) —
NPOTOKOM, CO3daHHbIN crneumanbHo anss GSM-ceTel, roe Hy)XHO YyCTaHaBnMBaTb CBS3b
nopTaTMBHbLIX YCTPOMUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOOWUNBHOroO

YCTPONCTBA MOXET 3arpyatb U3 cetu VIHTepHeT niobble undpoBblie AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KMWEHTOB,
00bl4HO BeG-6pay3epor, u Bbigatowmn Mm HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpanuuen,

n3obpaxxeHnem, annom, Meama-noTokoM Unm ApYrMMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHO — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnel «Wi-Fi Alliance» ana 6ecnpoBogHbix ceTen Ha 6ase ctaHgapta |IEEE
802.11. Jlwoboe obopyaoBaHue, cooTBeTcTBylOWee cTaHgapty IEEE 802.11, moxeTr O6biTb
npotectupoBaHo B Wi-Fi Alliance gna nonyyeHust COOTBETCTBYKOLIEro ceptudumkata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / BecnpoBogHasa LAN — 310 6ecnpoBofHas fnokanbHas ceTb, UCMOMb3yowas B
Ka4decTBe HOCUTENS paaMoOBOSIHbI: 6eCnpoBOAHOE NOAKMNIYEHNE K CETU KOHEYHOro Nosib3oBaTens.

[1ns oCHOBHOW ceTeBOM CTPYKTYPbl 0ObIYHO MCMONb3yeTCa KabenbHoe coegmMHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npeaHasHayYeHHbIN AN NornyaBToMaTUYECKOro
co3gaHusa 6ecnpoBogHoOn goMaluHen ceTu. [poTokon nNpmu3BaH oka3aTb MOMOLLb NONb30BaTENsM,
KOoTopble He 06nagalT LWMPOKMMK 3HaHWsSMKM O GedonacHOCTM B 6eCcnpOBOAHbLIX CETSX, M Kak
crneacTBve, UMEKT CIIOXHOCTU Mpu ocylecTesneHnn Hactpoek. WPS aBTomaTtudeckm obo3HavaeT
UMsA ceTu 1 3agaeT WudpoBaHue, AN 3awmTbl OT HECAHKLVNOHUPOBAHHOIO AOCTyNa B CeTb, Npu

3TOM HET HEOBX0ANUMOCTH BPYy4HYIO 3ajaBaTb BCE NapamMeTpbl.
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Anroputm cxaTusi BUOeo — 3TO MeToaMka YMeHbLUeHWs pasmepa daiina ungpoBon

Bnageolanmcn nocpeacrsoM ygareHuda rpaq)mquKmx 9NIeMeHTOB, He BOCNpUHUMaeMbIX

4yenoBe4yeCKM rna3om.

BapudokanbHbin 06BLEKTUB — OObEKTMB, MO3BOMSOWMIA MCMONb30BaTb PasfiMyHbIe
POKYCHblEe pacCTOsiHUSE B MPOTUMBOMOSIOXKHOCTE OOBLEKTUBY C  (OUKCUPOBAHHBIM  (OOKYCHbIM

paccTtoAHnEM, KOTOprVI Mcnonb3yeT b O4HO PacCTOoAHUE.

Butaas napa — Bua kabens cBs3u, npeactaBnsieT cobor oOoHYy WNM HEeCKONbKo mnap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHWUKOB MPOU3BOAUTCS C LENblO MOBLILEHUS CTEMEHU CBA3M MexXay coboW
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHasi noMexa OfMHAKOBO BNusieT Ha oba nposoaa napbl)
N MOCNEAYIOLWEro YMEHbLUEHUS! 3NEKTPOMAarHUTHbIX MOMEX OT BHELUHMX WCTOYHUKOB, a Takke

B3aMMHbIX HAQBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBall BpeMeHU, B Te4eHne KOTOPOro CBeT BO$,EI,€I7ICTByeT Ha y4acCTOK
CBETOYYBCTBUTENIBHOIO MaTtepuana wuiun CBeTOHyBCTBMTeﬂbHOVI mMaTpuubl OnAa coobLleHuns emy

onpenenéHHon aKcnosmunn.

[eTeKkTop ABMXKEHUA — 3TO annapaTHbii NGO NPorpaMMHbIA MOAYMb, OCHOBHOW 3agaven

KOTOpOro siBnsieTcs obHapyxeHne nepemMeLLaroLLmnxcs B Nose 3peHnst Kamepbl 0OGbEKTOB.

[eTekTop caboTtaxa — 3TO NMPOrpamMMHbIA MOAYMb, KOTOPbIA MO3BOMSET OOHapyxuBaTb
Takme cuTyaumm, Kak: pacOoKyCUpOBKa, NepeKpbiTUE UMK 3acBevMBaHME N306paKeHns, OTBOPOT
Kamepbl, 4YacTudHas noteps curHana. [NpuHUMN OENCTBMS OCHOBaH Ha aHanui3e B pexume
peanbHOro BpPEMEHM W3MEHEHMSI KOHTpacTa JioKamnbHbIX o6nacten KagpoB M3 BMOEOMNOTOKA,
nony4yaemoro ¢ tenekamepbl-getekropa. [letektop caboTaxa aBTomaTU4eckn BblbupaeT obnactu
KagpoB, NO KOTOPbIM HEOOXOAMMO OLEHMBATb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU WU, ecnu
N3MEHEHME KOHTPACTHOCTU B 3TUX 0ONacTsax MpeBblllaeT HEeKOTOPbIA OTHOCUTEMbHbLIA MOPOr,

NPUHNMaET peLleHne O noTepe «norfie3Horo» BnaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 3TO OTBepcTMe B 0ObekTuBe
Kamepbl, KOTOpOEe perynupyeT KONMMYecTBO CBeTa, Monajatoliero Ha matpuuy. WM3ameHeHue
pasmvepa AuadparMbl NO3BONSET KOHTPONMPOBaTb LEnbli psg nokasaTenen, BaXHbIX Ans

nony4yeHuna Ka4yeCTtBeHHOro |/|306pa>KeH n4.

[JomeHHOe uMA — 3TO onpepgeneHHas GykBeHHas nocrnenoBaTerlbHOCTb, 0603HavatoLas
UM calTa WM Mcnosnb3yemasi B MMeHaxX 3MEKTPOHHbIX MOYTOBbIX SALWMKOB. [JOMEHHble MMeHa
[AaloT BO3MOXHOCTb agpecaumy UHTEPHET-Y3rI0B U PachOSiOXKEHHbIX Ha HWUX CETEBbIX PECypCOB

(Beb-cantoB, cepBepOB ANEKTPOHHON NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.
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MK-noaceeTka (UK-npoxekTop) — ycTponcTBo, obecrnednBaiollee NOACBETKY OObekTa

HabnoaeHns ¢ nsnyvyeHnem B MHPaKpacHOM auanasoHe.

Kamepa «aeHb/HOUYb» — 3TO BUAeoKkaMepa, NpeaHa3HaveHHast Ans paboTbl KPyriocyTo4HO
B pasHbIX YCMOBUSIX OCBELLEHHOCTU. B ycrnoBusax sipkoi ocBeLLeHHOCT n3obpaxkeHne uBeTHoe. B
TEMHOE BpEMsI CYTOK, KOrga sIpKuiA CBET MNponagaeT, M HauMHaTCA CyMEepKWu, unsobpaxkeHue

CTaHOBUTCA l-IepHO-6eJ'IOG, B pe3ynbTaTte 4ero noBbilaeTCA YyBCTBUTEJIbHOCTb.

Kogek — B cuctemax cBsi3u Kodek 310 0OblMHO koaep/aekodep. Kogekn mcnonb3ytoTcs B
WHTErpMpoOBaHHbIX LENaX WM MUKpocxemax pnAnsi npeobpas3oBaHus aHanoroBblX BUOEO- U
aygvocurHanos B Lmdgposon cdopmaT anga nocrniegyowen nepegaydn. Kogek takke npeobpasyet
npvHMMaemMble LM@POBbIE CUrHanbl B aHanoroBbin cdopmat. B kogeke ogHa Mukpocxema
ncnonb3yeTtcs Ans npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMuH «Kogek» Takke MOXeT OTHOCUTBbCSI K KOMNPEeCCHMn/geKkoMnpeccun, u B 3Tom
cny4yae OH OObIYHO O3Ha4aeT anropuTM UM KOMMNbIOTEPHYIO NPorpamMMy Af8 YMeHbLUEHNs1 oobema

dannos n nporpamm.

Hopmaano 3aMKHYTbI€ KOHTaKTbl — TakKasd KOHCTPYKUWA AaT4yMKa, KOTopasd B NaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

Hopmaano Pa3OMKHYTblI€ KOHTaKTbl — TaKad KOHCTPYKUMA [OaTyuKa, KOTopad B

NnacCMBHOM COCTOAHUN MMEET PAa3OMKHYTble KOHTaKTbl, @ B aKTUBHOM — 3aMKHYTbI€.

O6BLEeKTUB — 3TO 4acTb OMNTMYECKON CUCTEMbI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

¢hoKyCMpOBKM NOTOKA CBETA HA MaTpULe BUAEOKAMEPbI.

OTHoOweHne curHan/lwym — YMCNEHHO OnpeaensdeT coaepXaHwe napasuTHbIX LUYMOB B
curHane. Msmepsdetca B geumbenax (ob). Yem Gonblue 3Ha4yeHMEe OTHOLIEHUS cUrHan/Wwym ans

BuaeocurHana, TeM MeHbLLE MOMEX N UCKaXKXEHUI nmeeT M306pa>|<eHme.

Mukcenb — 370 0QHAa M3 MHOXECTBaA TOYEK, COCTaBNAILWMX undpooe nsobpaxeHune. Lipet

N MHTEHCUBHOCTb KaXXOO0ro NMKcerd CoCTaBdeT KpOLUeYHY0 obnacTtb I/I306pa)KeHI/IFI.

Mpokcu-cepsep (Proxy - npepcraBuTenb, YNOSIHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHBLIX CEeTAX, MO3BOMSAKLWAA KIMEHTaM BbIMOMHATbL KOCBEHHbIE 3anpocbl K ApYyrum
ceteBbIM crniykb6am. CHavyana KNMeHT MOAKIIYaeTCsl K NPOKCU-CEpPBEPY U 3anpalumBaeT Kakou-
nnbo pecypc, pacrnonoXeHHbIN Ha Apyrom cepBepe. 3atem NpoKcu-cepaep NMbo nogknyaeTcs K
yKa3aHHOMY cepBepy M nonydaeT pecypc y Hero, nubo Bo3BpallaeT pecypc u3 cobCTBEHHOro
kawa. MNpokcun-cepep NO3BONAET 3alLmLLATb KITMEHTCKUIA KOMMNBIOTEP OT HEKOTOPbIX CETEBbLIX aTak

M NoMoraeT CoXpaHATb aHOHUMMHOCTb KITMeHTa.

MpoTtokon — cTaHgapT, onpegensalwmin noeefeHne QyHKUMOHanNbHbIX 6510KOB npu

nepegayvye [pOaHHbIX. CDOpMaJ'IVISOBaHHbIe npasuna, onpegendwowne nocrneaoBaTtesibHOCTb U
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dopmaT CcoOOLIEHMI, KOTOPbIMW OOMEHMBAIOTCA CETEBblE KOMMOHEHTbI, fexaline Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspelueHne n3obpakeHUss — 3TO KONMMYECTBO NUKcenen (Todek) Ha eauHuuy nnowaam
n3obpaxeHus. MiamepsietTcs B Meranvkcensx unm otobpaxxaeTcs B Buae ABYX BENUYMH — BbICOThI U

LLUMPUHDbI I/1306pa)KeHI/IFI. BhicoTta u LLIMPpUHaA TakKKe B JaHHOM CIrlydae U3aMepdarTCA B NUKCENAX.

Py4dHasa amnacparma — npoTMBONONIOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl Kamepbl O0SDKHA BbINOMNHATBCS BPYYHYH ONA PerynupoBKM KONMYyecTBa CBETa,

AocTurarowero 4yBCTBUTEITIbHOIO 3rieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapaKTepuCcTUuka, nokasbiBaroLLlas, kakoe KonmyecTBo cBeTa
cnocobeH nponyckaTb AaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIAi AuaMeTp OTKPbITOW
Avadparmbl (MK, COOTBETCTBEHHO, YeM MeHblue F-yncno), Tem Gonbluee KONMYecTBO CBeTa

MOXXET MONacTb CKBO3b OOBLEKTMB Ha d)OKaJ'IbHyI'O NNOCKOCTb, N TEM BblLLE CBETOCUI1A obbekTuBa.

Cumnnekc - npum CUMMMNEKCHOM CBSA3N CEeTeBOM Kabenb WNM KaHamn CBSA3N MOXeT

ncnosmnb3oBaTbCA A4 nepeaayvn I/IHdI)OpMaLI,I/IVI TOJIbKO B OAHOM HanpaBJieHUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeobX0AMMbIMU XapaKTePUCTUKaAMK 3aLUTbl OT BANSIHUA BHELLHEN cpeabl Ans paboTbl Ha ynuue.

LiBeTHaa Bugeokamepa — 3TO Kamepa, koTopass pJdaeT UuBeTHoe wusobpaxenue. [lo
onpegeneHnto MaTpuubl Bugeokamep 4vepHo-6enble, a ANs MOMyYeHUsa UBETHOro n3obpaxeHus
BO3re KaXKOon siuerku maTpuubl OpMUPYOTCA LUBETHble unbTpbl. NepBbin UNbTP NPUBHOCUT
KpaCHYI0 COCTaBIistOLLYIO LiBETA, BTOPOWN 3€MEHYI0, @ TPETUI CUHIOK. Taknm o0Bpas3om, Tpu SYEnku
CTaHOBSATCS OAHOWM Toukon B uBeToBoM opmate RGB. CrniegoBatenbHO, BMECTO Tpex NMUKcenemn

Ha pe3ynbTupyrowem |/|306pa>|<eH|/|V| Mbl nony4yaem TOJIbKO OAUH.

AnekTpomexaHnvecknn WUK-bunbTp — npeacraBnder cobor YCTPOMCTBO, KOTOpPOe
CNOCOBHO B OOHOM pexume noaasnAaTb UHPaKpacHbIM AuanasoH npyv NOMOoLM MHpaKpacHoro
WK-cumnbTpa, a B gpyrom pexume UK-cbunbTtp youpaeTcs anekTpoMexaHnyeckun, Takum obpasom,

aenaa AoCTYMNMHbIM BE€Cb CMEKTP CBETOU3INMYyHEHUA.
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